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Bienvenidos al Volumen 12, Niimero 2 de la Revista Latinoamericana de Computacidn
(LAJC).

Es un honor presentar este nuevo nimero, que incluye una coleccién de ocho articulos
de investigacion que abordan los desafios actuales de la informatica con conocimiento,
innovacioén y cuidado. Este numero refleja un compromiso compartido con el avance del
conocimiento técnico y cientifico en beneficio de América Latina.

Las contribuciones presentadas en esta edicion abarcan herramientas educativas,
iniciativas de sostenibilidad y cambio institucional. Entre ellas, se encuentran estudios
gue analizan la adopcién de tecnologias digitales en universidades publicas y el disefio de
herramientas digitales para estimar las emisiones de gases de efecto invernadero en los
hogares. Este numero también incluye propuestas aplicadas como chatbots educativos
para escuelas secundarias, sistemas inteligentes para analizar agujeros negros mediante
técnicas de procesamiento digital de sefales y aplicaciones de escritorio para apoyar la
gestion eficiente de bancos de sangre. Desde una perspectiva institucional, un articulo
explora la transformacién digital en las universidades como mecanismo para mejorar la
administracion académica, mientras que otro analiza cdmo la computaciéon en la nube estd
transformando la educacion superior. Por ultimo, una revisiéon sistematica aborda el uso
de la tecnologia blockchain para la gestion de la identidad digital en Africa, destacando
su potencial en contextos de baja infraestructura. Estos estudios demuestran avances
técnicos en diversas areas de la informatica y enfatizan la importancia de la investigacion
colaborativa y contextualizada.

Agradecemos a los autores por compartir su investigacion, a los revisores por sus
comentarios constructivos y al equipo editorial por su continuo compromiso con la
calidad y la difusion cientifica.

Esperamos que este numero inspire nuevas ideas, colaboraciones y nuevas direcciones
en la investigacion en ciencias de la computacion.

Gabriela Suntaxi

Editor-in-Chief

Latin-American Journal of Computing - LAJC
Escuela Politécnica Nacional, Ecuador



Welcome to Volume 12, Issue 2 of the Latin-American Journal of Computing (LAJC)

It is an honor to present this new issue, which brings a collection of eight research articles
that tackle today’s pressing challenges in computing with insight, innovation, and care.
This issue reflects a shared commitment to advancing technical and scientific knowledge
for the benefit of the Latin American region.

The contributions featured in this edition spans educational tools, sustainability efforts,
and institutional change. Among them are studies that analyze the adoption of digital
technologies in public universities, and the design of digital tools for estimating household
greenhouse gas emissions. This issue also includes applied proposals such as educational
chatbots for secondary schools, intelligent systems for analyzing black holes through
digital signal processing techniques, and desktop applications to support the efficient
management of blood banks. From an institutional perspective, one article explores
digital transformation in universities as a mechanism to improve academic administration,
while another analyzes how cloud computing is transforming higher education. Lastly,
a systematic review addresses the use of blockchain technology for digital identity
management in Africa, highlighting its potential in low-infrastructure contexts.

These studies demonstrate technical advancement across diverse areas in computing
science and emphasize the importance of collaborative and contextualized research.

We extend our gratitude to the authors for sharing their research, to the reviewers for
their constructive comments, and to the editorial team for their continuous commitment
to quality and scientific dissemination.

We hope this issue inspires new ideas, collaborations, and new directions in computing
science research.

Gabriela Suntaxi

Editor-in-Chief

Latin-American Journal of Computing - LAJC
Escuela Politécnica Nacional, Ecuador
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Evaluacion y mitigacion de inyecciones SQL en
aplicaciones web: desarrollo de un prototipo

Evaluating and mitigating SQL 1njections in web
applications: developing a prototype

Nancy Rodriguez
Quevedo State University

Software Engineering Program
Quevedo, Ecuador
nrodriguez@uteq.edu.ec

Resumen—En el contexto actual de creciente vulnerabilidad
digital, las inyecciones SQL contintan representando una amenaza
critica para la seguridad de aplicaciones web. Ante esta
problematica, se desarrolld SecureSQLTester, un prototipo
orientado a la deteccion y mitigacion de ataques de inyeccion SQL,
disefiado para ser accesible a desarrolladores y pequeilas empresas.
La propuesta se fundamentd en una revision sistematica de técnicas
existentes, integrando enfoques cldsicos y avanzados de proteccion.
El desarrollo del prototipo se realizo aplicando la metodologia agil
Scrum, lo que permitié realizar mejoras progresivas a través de
ciclos de trabajo iterativos. Se realizaron pruebas de usabilidad con
estudiantes de ingenieria de software, quienes evaluaron la
herramienta en escenarios simulados. Los resultados muestran que
SecureSQLTester identifica con precision vulnerabilidades SQL en
aplicaciones evaluadas. No obstante, se identificaron oportunidades
de mejora en la interfaz de usuario, asi como la necesidad de ampliar
la personalizacién de parametros segin el contexto de uso. En
conjunto, los hallazgos respaldan el potencial del prototipo como
herramienta efectiva y de bajo costo para fortalecer la
ciberseguridad en entornos de desarrollo de pequefia y mediana
escala, y promover la adopcion de buenas practicas en el ciclo de
vida del software.

Palabras clave— inyeccion SQL, seguridad en aplicaciones
web, prototipo, usabilidad, metodologia Scrum

Abstract—In the current context of increasing digital
vulnerability, SQL injections continue to pose a critical threat to web
application security. To address this issue, SecureSQLTester was
developed—a prototype aimed at detecting and mitigating SQL
injection attacks, designed to be accessible to developers and small
businesses. The proposal was based on a systematic review of
existing techniques, integrating both classical and advanced
protection approaches. The prototype was developed using the agile
Scrum methodology, which enabled progressive improvements
through iterative work cycles. Usability tests were conducted with
software engineering students, who evaluated the tool in simulated
scenarios. The results show that SecureSQLTester accurately
identifies SQL vulnerabilities in the evaluated applications.
However, opportunities for improvement were identified in the user
interface, as well as the need to enhance parameter customization
according to the usage context. Overall, the findings support the
potential of the prototype as an effective and low-cost tool to
strengthen cybersecurity in small- and medium-scale development

DOI: 10.5281/zenodo. 15740582

Daniel Loor
Quevedo State University
Software Engineering Program
Quevedo, Ecuador
bloorm2@uteq.edu.ec

Lucrecia Llerena
Quevedo State University
Software Engineering Program
Quevedo, Ecuador
lllerena@uteq.edu.ec

environments and to promote the adoption of best practices
throughout the software lifecycle.

Keywords — SQL injection, web application security, prototype,
usability, Scrum methodology.

I. INTRODUCCION

En el panorama actual de la transformacion digital, las
aplicaciones web cumplen una funcién importante en la
organizacion de actividades cotidianas, desde Ia
comunicacion hasta el comercio electronico [1]. Sin embargo,
la creciente dependencia de estos entornos digitales también
ha incrementado su exposiciéon a multiples amenazas de
seguridad, entre las cuales las inyecciones SQL destacan
como una de las mas criticas [2]. Estas inyecciones consisten
en la manipulacion de consultas SQL mediante la insercion de
codigo malicioso, lo que puede comprometer seriamente la
seguridad del sistema, permitir el acceso no autorizado a datos
sensibles y generar inconsistencias en las bases de datos [3].

El impacto de este tipo de vulnerabilidades es alarmante.
Estudios recientes estiman que mas del 76% de los ataques
pueden ser detectados mediante técnicas adecuadas, aunque
variantes como las "consultas ilegales" siguen siendo dificiles
de identificar debido a su sofisticacion [3]. Entre los factores
que agravan este problema se encuentra la deficiente
validacion de entradas por parte de los desarrolladores, lo cual
facilita la ejecucion de estos ataques y representa una amenaza
tanto para la estabilidad de los sistemas como para la
proteccion de la informacion de los usuarios. En este contexto,
la implementacion de técnicas combinadas mediante
lenguajes como JavaScript y PHP ha mostrado ser una
estrategia prometedora para separar los datos maliciosos de
los normales y fortalecer las medidas de prevencion [4], [S].

A pesar del desarrollo de herramientas como SQLMap,
QualysGuard y Nessus, su mnivel de complejidad,
requerimientos técnicos y costos asociados limitan su
adopcion por parte de pequefias empresas, instituciones
educativas o desarrolladores independientes. Es importante
destacar que SQLMap es una herramienta de codigo abierto,
gratuita y ampliamente utilizada en auditorias de seguridad,
mientras que soluciones como QualysGuard y Nessus son

14


https://orcid.org/0000-0002-0861-4352
https://orcid.org/0009-0002-8110-5375
https://orcid.org/0000-0002-4562-6723

N. Rodriguez, D. Loor, and L. Llerena,

“Evaluating and mitigating SQL injections in web applications: developing a prototype”,
Latin-American Journal of Computing (LAJC), vol. 12, no. 2, 2025.

herramientas propietarias que requieren licencias comerciales
y conocimientos técnicos avanzados para su implementacion.
Esto revela una brecha importante entre las soluciones
existentes y las necesidades reales de sectores con recursos
limitados, donde el acceso a herramientas de ciberseguridad
funcionales, accesibles y faciles de implementar sigue siendo
un desafio no resuelto [6].

Ante esta problematica, surge una pregunta fundamental:
(Como se pueden desarrollar y aplicar de manera efectiva
técnicas de seguridad que prevengan y mitiguen los riesgos
asociados a ataques de inyeccion SQL dentro de plataformas
web? Esta investigacién busca responder a esta interrogante
mediante el desarrollo de SecureSQLTester, un prototipo
disefiado para detectar y mitigar inyecciones SQL en
aplicaciones web. El sistema fue concebido para ser una
herramienta funcional, intuitiva y de bajo costo, que pueda ser
utilizada por desarrolladores con conocimientos basicos, sin
necesidad de infraestructuras complejas.

La propuesta se fundamenta en un analisis sistematico de
literatura, mediante el cual se lograron reconocer las técnicas
mas relevantes de proteccion frente a inyecciones SQL, y en
la aplicacion de una metodologia agil basada en Scrum para
su desarrollo iterativo. Ademds, se implementd una
evaluacion de usabilidad utilizando entrevistas estructuradas
con usuarios reales (estudiantes de ingenieria de software), lo
cual permitié6 obtener retroalimentacién valiosa sobre la
funcionalidad e interaccion con el sistema.

En términos de contribucion, este estudio propone una
soluciéon practica que no solo incrementa la seguridad en
aplicaciones web, sino que también promueve la adopcion de
métodos adecuados durante las etapas del proceso de
construccion de sistemas informaticos. Los resultados
obtenidos evidencian el potencial de SecureSQLTester como
una alternativa efectiva y de facil implementacion,
especialmente en entornos de desarrollo de pequefia y
mediana escala. De esta forma, se espera cerrar las brechas
actuales en la proteccion frente a ataques de inyeccion SQL, y
fortalecer la confianza de usuarios y desarrolladores en las
plataformas digitales.

La estructura del presente documento es la siguiente: en la
Seccion 11 se expone el analisis sistematico de literatura; la
Seccion 111 aborda la metodologia utilizada para el desarrollo
del software; en la Seccion IV se detalla la solucion propuesta,
seguida por la Secciéon V que presenta la evaluacion de la
usabilidad; la Seccion VI analiza los resultados obtenidos; y
finalmente, la Seccion VII expone las conclusiones del
estudio.

II. REVISION SISTEMATICA DE LITERATURA

La revisién sistematica constituye una metodologia
esencial para localizar, seleccionar y evaluar de manera critica
los articulos mas relevantes y confiables en el ambito de
estudio. Este proceso permite organizar de forma estructurada
la informacion disponible en la literatura cientifica, y asegurar
que solo los datos pertinentes sean incorporados al analisis.
Asimismo, facilita la identificacion de tendencias
investigativas, brechas de conocimiento y areas poco
exploradas, lo cual proporciona una base sélida que respalda
y enriquece el desarrollo de nuevos estudios [7].

DOI: 10.5281/zenodo. 15740582

El presente estudio enfoca su revision sistematica en la
exploracion de la siguiente interrogante investigativa: ;Como
se pueden desarrollar y aplicar de manera efectiva técnicas de
seguridad que prevengan y mitiguen los riesgos asociados a
ataques de inyeccion SQL dentro de plataformas web? Para
ello, el proceso comenzo con la definicion de palabras clave
relevantes y la construccion de una cadena de busqueda
disenada para maximizar la cobertura de articulos pertinentes.
La cadena de buisqueda aplicada fue la siguiente:

("SQL injection" OR "SQL security" OR "SQL
vulnerabilities" OR "SQL injection prevention" OR "web
application security") AND ("tools" OR "software" OR
"solutions" OR "secure coding practices").

Se llevd a cabo una consulta bibliografica en repositorios
cientificos ampliamente reconocidos, tales como: IEEE
Xplore, SpringerLink y ACM Digital Library. Ademas, se
establecieron criterios de inclusion y exclusion para
determinar qué estudios serian considerados o descartados, los
cuales se detallan en la Tabla I. Estos criterios garantizaron la
seleccion rigurosa de los estudios mas relevantes para el
analisis y el desarrollo posterior del prototipo propuesto.

TABLE L. CRITERIOS DE INCLUSION Y EXCLUSION

Tipo de
criterio

Descripcion

Criterios
de
inclusién

Articulos publicados entre los afios 2010 y 2024.
El articulo debe reportar el uso de herramientas tecnologicas
para mitigar vulnerabilidades de inyeccion SQL en
aplicaciones web. El estudio debe enfocarse en técnicas y
practicas de seguridad orientadas a mejorar la proteccion
contra ataques de inyeccion SQL.

Criterios
de
exclusion

Articulos que no aborden explicitamente vulnerabilidades de
inyeccion SQL. Estudios que no mencionen herramientas ni
practicas relacionadas con la seguridad de aplicaciones web
frente a este tipo de ataques.

En la Tabla II, se sintetiza la cantidad de estudios
encontrados, seleccionados y considerados, como resultado de
la aplicacion del conjunto de términos de bisqueda en diversas
fuentes bibliograficas digitales.

TABLE II. RESULTADOS DE LA BUSQUEDA SISTEMATICA POR BASE DE
DATOS
Base de | Encontrados | Preseleccionados | Estudios
Datos Considerados
IEEE Xplore 20 6 3
SpringerLink 8 3 1
ACM Digital 9 5 1
Library
Total 85 41 5

Del examen realizado a los trabajos previamente
escogidos, se extrajeron diversas perspectivas relevantes
sobre la problematica de las inyecciones SQL y las
herramientas  desarrolladas para su mitigacion. A
continuacioén, se presentan los principales hallazgos que
sustentan esta investigacion:

Faisal Fadlalla et al. [8] destacan que las inyecciones SQL
continian siendo una de las vulnerabilidades mas frecuentes y
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peligrosas en aplicaciones web, especialmente por la falta de
validacion adecuada de entradas de usuario. El autor enfatiza
que muchas aplicaciones permanecen expuestas por la
ausencia de buenas practicas de codificacion segura y la falta
de implementacion de herramientas especificas destinadas a
salvaguardar los entornos donde se almacenan los datos. En
este sentido, subraya la necesidad del uso de herramientas
como SecureSQLTester para realizar auditorias de seguridad
efectivas y fortalecer las defensas de las aplicaciones.

Por su parte, B. Kalaiselvi et al. [9] describen como
herramientas de  escaneo de  seguridad, como
SecureSQLTester, facilitan la identificacion automatica de
vulnerabilidades de inyeccion SQL mediante la simulacion de
ataques controlados y la generacion de informes detallados
con recomendaciones de mitigacion. Esta automatizacion no
solo incrementa la eficiencia de las pruebas de seguridad, sino
que también democratiza el acceso a practicas de proteccion
avanzada para desarrolladores con conocimientos limitados.

De manera complementaria, Saced et al. [10] analizan los
beneficios de integrar herramientas de deteccion de
vulnerabilidades durante todas las fases involucradas en la
construccion de  sistemas informaticos. Segun su
investigacion, la implementacion de pruebas continuas de
inyeccion SQL permite identificar y corregir fallas de
seguridad antes de que las aplicaciones sean desplegadas en
produccion, reduciendo de manera significativa el riesgo de
explotacion de vulnerabilidades.

En la misma linea, Gupta et al. [11] proponen un enfoque
combinado de cifrado mediante AES vy criptografia de curva
eliptica (ECC) para mitigar los ataques por inyeccion SQL,
una de las amenazas mas criticas a la proteccion de los
entornos de almacenamiento de datos dentro de sistemas web.
Su solucion busca proteger tanto el acceso no autorizado
durante el inicio de sesién como la informacion contenida en
los repositorios de datos. En este contexto, y con un enfoque
mas accesible para usuarios no especializados, surge
SecureSQLTester como una herramienta que facilita la
deteccion temprana de vulnerabilidades sin requerir
conocimientos avanzados en ciberseguridad.

Damasevicius et al. [12] sostienen que la seguridad en
aplicaciones web debe ser abordada como un proceso
continuo. En este marco, SecureSQLTester se presenta como
una herramienta clave para realizar pruebas de penetracion
automatizadas, lo que incrementa la cobertura y profundidad
de las evaluaciones de seguridad, y permite la deteccion
temprana de puntos débiles explotables.

Durante este proceso de revision de literatura, se
identificaron diferencias importantes entre una diversidad de
herramientas empleadas para mitigar vulnerabilidades de
inyeccion SQL, entre las cuales se distinguen soluciones de
codigo abierto y herramientas propietarias. Por ejemplo,
SQLMap es una herramienta de codigo abierto ampliamente
utilizada por su facilidad de acceso, flexibilidad y ausencia de
costo de licencia. En contraste, herramientas como
QualysGuard y Nessus son plataformas comerciales, con
mayores requisitos técnicos y econdmicos, lo que restringe su
adopcioén en contextos con limitaciones presupuestarias o
técnicos. Esta diferenciacion fue considerada al momento de
evaluar la aplicabilidad de las soluciones revisadas en funcion
del publico objetivo del presente estudio [6] .

En conjunto, los estudios revisados evidencian que
SecureSQLTester representa una soluciéon eficaz para
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identificar y reducir los efectos de ataques por inyeccion SQL
en entornos web. Su uso en etapas tempranas del ciclo de
desarrollo permite fortalecer de manera significativa la
seguridad general de los sistemas, lo cual reduce la
probabilidad de explotacion de vulnerabilidades criticas.

Si bien la revision de literatura se centrd en técnicas de
deteccion y mitigacion de inyecciones SQL debido a su alta
prevalencia y criticidad en aplicaciones web, se reconoce que
estas no representan el tinico vector de ataque relevante. De
acuerdo con el estandar OWASP TOP 10, existen otras
vulnerabilidades criticas que deben ser consideradas, como los
ataques de tipo Cross-Site Scripting (XSS), Cross-Site
Request Forgery (CSRF), y la exposicion de datos sensibles,
entre otros. En consecuencia, se proyecta como linea futura de
trabajo la ampliacion del alcance del prototipo
SecureSQLTester para incorporar pruebas automatizadas que
aborden este conjunto mas amplio de amenazas.

III. METODOLOGIA PARA LA CONSTRUCCION DEL
SOFTWARE

Con el objetivo de llevar a cabo esta propuesta, se adoptd
la metodologia agil Scrum, considerada una estrategia idonea
para gestionar proyectos complejos y dindmicos mediante
ciclos iterativos e incrementales (ver figura 1). Scrum facilita
la colaboracién continua entre los miembros del equipo,
permite una adaptacion rapida a los cambios, y promueve la
entrega constante de valor, y garantiza que el producto final
cumpla con los requisitos planteados de manera eficiente [13].

En cada iteracion, se considerd el principio de
escalabilidad como parte integral del enfoque incremental,
con el fin de garantizar que las funcionalidades desarrolladas
puedan adaptarse progresivamente a diferentes entornos y
cargas de trabajo. Esta orientacion permite que el prototipo
evolucione no solo en funcionalidad, sino también en robustez
y capacidad de adaptacion a proyectos de mayor escala.

SCRUM PROCESS (@\
Dody Stand Up
&8\ ¢
" » i
Sprint Review

Product
Owner

14 Wooks *
Spent Retroapective
Product Sprint Mansing .2;:’ l.w.ut:a

Fig. 1. Procesos Scrum

Fuente: Adaptada de [14]

A. Definicion de Requisitos

La definicion de requisitos constituyd una etapa
fundamental, orientada a identificar los aspectos clave
necesarios para mitigar ataques de inyeccion SQL mediante el
desarrollo de un prototipo funcional y seguro. Este proceso
incluy6 una revision exhaustiva de literatura especializada y
la evaluacion critica de herramientas tecnologicas existentes,
lo que permitié precisar las funcionalidades esenciales y las
caracteristicas deseadas del sistema.

a) Recoleccion de Requisitos: Los requisitos fueron
clasificados en dos categorias principales: requisitos
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funcionales y requisitos no funcionales. Esta estructuracion
permitié asegurar que el prototipo cumpliera con las
necesidades operativas de deteccion y prevencion de
vulnerabilidades SQL, ademds de garantizar su desempefio,
escalabilidad, facilidad de uso y seguridad.

b) Documentacion de Requisitos: En la Tabla III, se
presentan los requisitos funcionales, los cuales describen las
capacidades especificas que debe ofrecer el sistema para
cumplir con su proposito de deteccion y mitigacion de
vulnerabilidades de inyeccion SQL. Por su parte, la Tabla IV
muestra los requisitos no funcionales, orientados a definir las
caracteristicas de calidad que aseguren el desempefio, la
seguridad y la usabilidad del prototipo.

TABLE IIL REQUISITOS FUNCIONALES DEL SISTEMA
Requerimiento Descripcion
Pruebas de | Permitir la ejecucion de pruebas para detectar
Inyeccion SQL vulnerabilidades de inyeccion SQL en aplicaciones
que interactiian con bases de datos SQL.
Pruebas de | Verificar que los métodos de autenticacion y
Autenticacion credenciales de acceso estén protegidos frente a

ataques de fuerza bruta o de diccionario.
Proporcionar informes detallados sobre las pruebas

Generacion de

Reportes de | realizadas, indicando vulnerabilidades detectadas,
Seguridad su gravedad y sugerencias de mitigacion.
Simulacion de | Simular distintos tipos de ataques, como inyeccion
Ataques SQL y Cross-Site Scripting (XSS), para evaluar la
resistencia del sistema.

Pruebas de | Verificar la correcta implementacion de la
Encriptacion  de | encriptacion de informacion confidencial mientras
Datos se transfiere y cuando se encuentra almacenada.
Validacion de | Comprobar que los permisos de acceso y roles de

Permisos y Roles usuario estén correctamente configurados para

evitar accesos no autorizados.

Analisis de | Ejecutar un analisis sobre bases de datos SQL para
Estructuras de | detectar configuraciones vulnerables, tales como
Bases de Datos claves poco robustas 0 accesos sin restricciones.
Pruebas de | Verificar la fortaleza de las contrasefias en bases de
Vulnerabilidad de | datos, asegurando la adhesion a estandares
Contrasefias definidos para contrasefias robustas.

Acceso al | Proveer métodos seguros de conexion a las bases
almacenamiento de datos durante las pruebas, evitando la

de informacion de
Forma Segura

exposicion de credenciales y datos sensibles.

B. Planificacion del Proyecto

El desarrollo del proyecto se organizé siguiendo los
principios de la metodologia 4gil Scrum, que permite
gestionar proyectos complejos mediante entregas iterativas y
la priorizacion continua de tareas. Inicialmente, se elaboré un
Product Backlog que recopilé todas las funcionalidades y
actividades necesarias para la construccion del prototipo
SecureSQLTester. Cada item del backlog fue priorizado de
acuerdo con su importancia, con el fin de alcanzar las metas
definidas en la propuesta. Posteriormente, se establecié una
planificacion basada en sprints de dos semanas de duracion.
Al inicio de cada sprint, se seleccionaron las tareas de mayor
prioridad, y se establecieron metas claras y alcanzables para
garantizar avances consistentes y enfocados. Esta estrategia
permitié una adaptacion agil a los requerimientos emergentes
y facilité la entrega incremental de valor a lo largo del
proyecto En la Tabla V, se incluye un detalle completo de los
sprints llevados a cabo, junto con las principales tareas
realizadas y los objetivos definidos en cada etapa.
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TABLE IV. REQUISITOS NO FUNCIONALES DEL SISTEMA
Requerimiento Descripcion
Interfaz de | Elsistema debe contar con una interfaz amigable que
Usuario facilite la configuracion y ejecucion de pruebas a
Intuitiva usuarios sin conocimientos avanzados en seguridad.
Diseflo La interfaz debe adaptarse automaticamente a
Responsivo diferentes dispositivos (computadoras, tabletas,

teléfonos moviles).

Alta Velocidad
en la Ejecucion

Las pruebas de seguridad deben ejecutarse de forma
rapida y eficiente, reduciendo al minimo las

de Pruebas afectaciones sobre el desempefio de la base de datos
analizada.
Compatibilidad | El sistema debe soportar bases de datos SQL

Multibase  de
Datos

populares como MySQL, PostgreSQL y SQL Server.

Escalabilidad El prototipo debe manejar bases de datos de diversos
tamafios sin afectar la precision ni el rendimiento de
las pruebas

Confiabilidad Las pruebas deben ofrecer resultados consistentes,

minimizando falsos positivos y falsos negativos.

Seguridad de la

El sistema debe asegurar la confidencialidad de los

Aplicacion datos utilizados durante las pruebas y preservar la

fidelidad de los resultados generados.

Soporte Debe ofrecer soporte para miultiples idiomas,

Multilingiie facilitando su wuso en diferentes contextos

geograficos.

Integracion con | Debe ser compatible con plataformas de integracion

Herramientas y entrega continua (CI/CD), permitiendo la

de CI/CD automatizacion de las pruebas de seguridad.

TABLE V. PLANIFICACION DE SPRINTS
Sprint Actividad Principal 'Tiempo Tareas Objetivos
Semana

1 Disefio de la 1-2 | Dibujar bocetosy | Desarrollar un
Interfaz de maquetas de la disefio intuitivo y
Usuario interfaz, amigable que

incluyendo la facilite la

pantalla principal, | interacciony

pruebas y area de navegacion de los

resultados. usuarios en el
sistema.

2 Gestion de 3-4 | Crear el registro Restringir el
Usuarios y de usuarios. acceso a
Autenticacion Implementar configuraciones

autenticacion avanzadas

segura mediante exclusivamente a

contrasefias. los
administradores

3 Implementacion 5-6 | Desarrollar Validar que el
de Pruebas de pruebas de sistema
Seguridad inyeccion SQL y identifique
Basicas validar correctamente

vulnerabilidades vulnerabilidades
en bases de datos. | de inyeccion SQL.

4 Implementacion | 7-8 | Desarrollar Proporcionar al
de Reportes y funcionalidades usuario reportes
Notificaciones como reportes claros y utiles para

detallados de la revision de los
pruebas de resultados de las
seguridad. pruebas.

5 Integracion 9- Integrar todos los
Final y Pruebas 10 modulos del
de Usabilidad sistema y asegurar

el correcto
funcionamiento
de sus
funcionalidades

Final | Evaluaciony 11- | Entregar el Presentar la
feedback 12 prototipo final. version final del

Presentar el sistema y obtener
sistema funcional feedback para

a los stakeholders comprobar si se
para su alcanzaron las
evaluacion. metas
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IV. EVALUACION DE USABILIDAD DEL PROTOTIPO
SECURESQLTESTER

Con el objetivo de validar la experiencia del usuario y
detectar oportunidades de mejora en el prototipo desarrollado
con el fin de identificar fallas de seguridad en sistemas web,
se propuso la realizacion de una evaluacion de usabilidad
basada en la técnica entrevista estructurada.

La aplicacion de esta técnica permitid recopilar
informacion sistematica y consistente sobre la interaccion de
los usuarios con el prototipo, asi como identificar necesidades,
problemas y percepciones relevantes que orientaron las
recomendaciones de mejora.

A. Descripcion de la Técnica de Usabilidad: Entrevista
Estructurada

La entrevista estructurada es un método cualitativo en el
que se plantean preguntas predeterminadas a un grupo de
participantes, con el objetivo de recolectar informacion
detallada sobre su interaccidon y experiencia con un sistema
[15]. Su principal fortaleza reside en el grado de direccion que
mantiene el investigador durante el desarrollo de la
conversacion, lo que permite asegurar la obtencion de datos
organizados y comparables.

En este enfoque, las preguntas deben ser disefiadas con
anticipacion, de forma clara, precisa y alineadas con los
aspectos de usabilidad que se desean evaluar [15]. De esta
manera, se garantiza que las respuestas obtenidas estén
directamente relacionadas con los objetivos de la evaluacion.

La técnica aplicada en este estudio siguio el procedimiento
clasico propuesto por Hix y Hartson [16], el cual contempla
cinco pasos esenciales, que se detallan en la Tabla VI.

TABLE VL PASOS Y TAREAS DE LA TECNICA ENTREVISTA
ESTRUCTURADA SEGUN HIX Y HARTSON [16]

N° | Nombre del
Paso

1 Definicion de
los objetivos

Tareas

Identificar el objetivo principal de aplicar la
técnica, orientado a mejorar la usabilidad del
proyecto.

Seleccionar a los participantes adecuados para la

2 | Identificacion

del publico | evaluacion de la herramienta.
objetivo

3 | Diseno de las | Formular preguntas claras, concisas vy
preguntas directamente relacionadas con los objetivos de

evaluacion.

Solicitar la revision de las preguntas por parte de
otros usuarios o expertos para garantizar su
claridad y relevancia.

Emplear métodos adecuados de procesamiento
de informacion con el proposito de comprender
los hallazgos y derivar interpretaciones
relevantes.

4 | Validacion de
las preguntas

5 | Analisis de
los datos

B. Adaptaciones de la Técnica de Usabilidad: Entrevista
Estructurada

Si bien la técnica entrevista estructurada es ampliamente
utilizada en evaluaciones de usabilidad y no representa
mayores complicaciones operativas [17], su correcta
aplicacion tradicional requiere la participacion de un experto
en usabilidad que posea conocimientos técnicos y habilidades
blandas para conducir entrevistas efectivas [18]. Dado el
contexto particular del proyecto, fue necesario realizar
adaptaciones metodoldgicas para facilitar su implementacion.
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En la Tabla VII, se presentan las principales condiciones
adversas identificadas y las adaptaciones propuestas para
asegurar la ejecucion efectiva de la técnica.

TABLE VIIL CONDICIONES ADVERSAS Y ADAPTACIONES PROPUESTAS

DE LA TECNICA ENTREVISTA ESTRUCTURADA

N° | Nombre del | Condiciones
Paso Adversas

Adaptaciones Propuestas

1 Definicion de | Se requiere | Sustituido por estudiantes de la

los objetivos | de un | UTEQ bajo la supervision de un
experto en | mentor.
usabilidad.

2 Identificacion | Se requiere | Participacion remota a través de

del publico | la foros, correo electronico y
objetivo participacién | comentarios en blogs.
presencial de
usuarios.

3 Disefio de las | Se requiere
preguntas de un
experto para
formular las
preguntas.

Disefio de preguntas por
estudiantes supervisados por un
mentor académico.

Validacion interna entre
estudiantes y mentores.

4 Validacionde | Se requiere
las preguntas | de un
experto para
validar el

instrumento.
5 Analisis de | Se requiere | Analisis efectuado por
los datos de un | estudiantes bajo supervision
experto en | académica, utilizando
analisis de | agrupacion tematica de
usabilidad. respuestas.

Debido a las restricciones operativas mencionadas, se
definieron y aplicaron una serie de pasos adicionales para
facilitar la ejecucion de la técnica entrevista estructurada
adaptada:

a) Paso 1: Realizacion de una prueba piloto. Se llevd
a cabo una prueba preliminar con la finalidad de examinar la
funcionalidad general del proceso de entrevista estructurada
y validar los insumos iniciales disefiados.

b) Paso 2: Uso herramientas de comunicacion y
colaboracion. Considerando la imposibilidad de encuentros
presenciales, se establecieron canales de comunicacion
remota mediante Google Meet, Gmail y WhatsApp, lo que
garantiz6 la participacion activa de los usuarios durante todo
el proceso de evaluacion.

¢) Paso 3: Adaptacion del formato de las entrevistas.
Se disefid un conjunto de preguntas orientadas a los factores
especificos de usabilidad que se deseaba evaluar, para
asegurar su claridad y pertinencia mediante revision y
validacion preliminar por parte del mentor académico.

d) Paso 4: Elaboracion de plantillas y documentos de
apoyo. Las preguntas validadas fueron organizadas en un
formulario de Word y complementadas con materiales de
apoyo, tales como la guia de instalacion del sistema,
documentos de consentimiento informado, tareas especificas
para los usuarios y plantillas de recoleccion de respuestas.

e) Paso 5: Ejecucion de la evaluacion de usabilidad.
La evaluacion fue realizada en modalidad remota, siguiendo
un cronograma predefinido que incluyd comunicaciones
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formales a los participantes, asignacion de tareas, envio de
insumos y sesiones de asistencia técnica virtual.

f) Paso 6: Andlisis de datos y consolidacion de
resultados. Las respuestas obtenidas fueron sistematizadas y
agrupadas tematicamente para eliminar redundancias.
Posteriormente, se documentaron en un informe de entrevista
estructurada que sirvid6 como base para identificar areas de
mejora del prototipo.

Estos pasos de adaptacion se resumen en la Tabla VIII.

TABLE VIII.  PASOS Y TAREAS DE LA TECNICA ADAPTADA ENTREVISTA
ESTRUCTURADA

N° | Nombre del Paso Tarea

1 Realizar una prueba | Validar previamente los insumos y
piloto procedimientos de la evaluacion.

2 Utilizar herramientas de | Definir el perfil de usuario, enviar
comunicacion y | correos de invitacion y reclutar
colaboracion participantes mediante redes sociales.

3 Adaptar el formato de
las entrevistas

Disefiar preguntas claras y especificas
relacionadas con los aspectos de
usabilidad a evaluar.

4 Disefiar  plantillas y
herramientas

Crear formularios en Google Forms o
documentos de Word para la
recopilacion de respuestas.

5 Realizar la evaluacion
de usabilidad

Ejecutar la evaluacion mediante
reuniones remotas, asegurando el
acceso a todos los insumos necesarios.

6 Analizar los datos y
agrupar resultados

Sistematizar y consolidar los resultados
obtenidos, socializar el analisis con los
participantes para retroalimentacion.

V. RESULTADOS

Esta seccion presenta los principales resultados obtenidos
durante el desarrollo y la evaluacion del prototipo
SecureSQLTester, los cuales abarcaron las actividades de
analisis, investigacion, comunicacion con usuarios, aplicacion
de técnicas de usabilidad, observaciones recogidas y el disefio
final de las interfaces.

A. Evaluacion de Usabilidad del

SecureSQLTester

La evaluacion de usabilidad se llevo a cabo mediante la
técnica entrevista estructurada, dirigida a estudiantes de nivel
inicial en el programa académico de Ingenieria de Software,
quienes representan un perfil cercano al publico objetivo del
prototipo. La planificacion de la evaluacién incluyd la
elaboracion de un comunicado formal invitando a los
participantes, enviado mediante correo electronico.

Prototipo

Una vez recibida la invitacion, los usuarios pudieron
iniciar sesion en el prototipo, e ingresaron su nombre,
personalizaron asi su experiencia de uso (ver Figura 2).
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© Untitled

S  Quecst  css

SecureSQLTester

Prototipo de Evaluacion de Seguridad SQL

Protege tus aplicaciones web contra inyecciones SQL

Ingresar

Prototipo de Seguridad SQL :2024

Fig. 2. Pantalla de inicio de sesion del prototipo

Posteriormente, se presenté un modulo explicativo al que
los participantes pudieron acceder para consultar

recomendaciones generales, advertencias sobre inyecciones
SQL y pautas sobre el uso correcto del sistema (ver Figura 3).

Prototipo de Evaluacion de Seguridad SQL

Protege tus aplicaciones web contra inyecciones SQL

Bienvenido, Kiber Chavez,

2Qué son las inyecciones SQL?  Importancia de prevencion fl Re¢omendaciones
2C6mo usar el prototipo?

© Prototipo de Seguridad SQL © 2018

+ WA1754FF

Fig. 3. Parametros de informacién mostrados a los usuarios

En el médulo principal, los usuarios ingresaron diversas
URLSs para verificar la presencia de posibles inyecciones SQL.
En caso de deteccion de amenazas, el sistema mostraba una
advertencia; en caso contrario, confirmaba la seguridad de la
URL analizada. Los resultados obtenidos eran almacenados en
un historial accesible para consulta posterior (ver Figura 4).

Ejemplos
=

Patron SQL detectado, pero no especifico.

« Se detectaron patrones bdsicos de inyeccion SQL.
* Detalles:

= La consulta contiene patrones como comillas, comentarios o palabras clave comunes.

Evaluar URL

Ingrese una URL |

Fig. 4. Modulo de ingreso de URLs y visualizacion de resultados

Durante la evaluacion, se asignaron diversas tareas
disefiadas para simular escenarios practicos de uso, lo que
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permitié evaluar la funcionalidad y facilidad de interaccion
del prototipo (ver Figuras 5 y 6).

Tarea 1

TABLE IX. ANALISIS DE RESPUESTAS A LAS PREGUNTAS DE LA
EVALUACION DE USABILIDAD

Pregunta Resumen de respuestas de los usuarios

Test Case 1. SecureSQLTester
Objetive: Probar las funcionalid;
| Tarea: Ingresar en los
Las acciones a seguir son:
a) Entrar al link que seré dado
b) Agregar tu nombre dentro del login
¢) Leer el apartado de como usar el prototipo y los demés apartados

s del prototips SecureSQLTester para comprobar el funclonamients corrects del prototips.
los que estan en la parte superior

Duracién estimada: § minos

Fig. 5. Formato para la tarea 1 de interaccion con el sistema

Tarea 2
Test Case 2 SecureSQLT ester

Objetive: Probar Ia funicionalidd del svaluir yeceiones SOL
Tarea: Ingresar d Tinks deatro de este apartado

Ls on

von inyessionss SQL o no.

ks que | | vt Commuta s
Ul para ¢l testeo del prototipo) pirs verificar
SQL

de historial y =

s
En este momento se finaliza el proseso. g

Duracion estimada: § mamitos

Fig. 6. Formato para la tarea 2 de interaccion con el sistema

Ademas, se utilizd un documento especifico para la
recoleccion sistematica de las respuestas de los usuarios tras
la ejecucion de las tareas (ver Figura 7).

Documento para Recoleccién de Informacién al Aplicar la Técnica
“Entrevista Estructurada™

Fecha de la Entrevista: 17/08/2024
Entrevistador: Loor Mendoza Byron Daniel
Tipo de Entrevista: () Directa (presencialm ente) (&) Remota

Nombre Sujeto a Entrevistar: Zam ora Bum bila Diego Alexander

1. ;Cuales son los principales problemas en las funcionalidades que encontraste?
En prim era instancia se me hizo un poco confuso de indagar en el prototipo

2. ;Tienes algunas propuestas de mejora para la interaccidn con la herramienta?
Teneruna breve descripcion debajo de cada “Subtem a"ex plicando un poco de lo que se debehaceren dicha
opcidn, algo muy corto con lo que el usuario com prenda y pueda interactuar en el prototipo sin problemas

3. ;Tienes alguna critica o queja de la interfaz de usuario?
Mejorarla interfaz del prototipo, los colores que seanmasilam ativos o algin logo en el cual alm om ento
de que el usuario vuelva a interactuar con el prototipo reconozea facilm ente la web

4. ;Como piensas que la interfaz de usuario (o una parte de ella) podria serredisefiada”
Tener algin tipo de anim acion a lo que dice “Bienvenido usuario™

3. ;Hubo alguna caracteristica o proceso dificil de usar dertro de la heramienta?
No ninguno, la herramienta es sencilla a nivel estético, pero cum ple con lo que se busca

Fig. 7. Plantilla de recoleccion de datos de la evaluacion de usabilidad

Posterior a la aplicacion de la técnica, se recopilaron y
analizaron las respuestas de los cuatro participantes que
completaron la  prueba, identificaAndose problemas,
observaciones criticas y propuestas de mejora. Los resultados
fueron organizados y sistematizados para facilitar su
interpretacion y orientar futuros ajustes al prototipo.

B. Analisis de Respuestas por Pregunta

Antes de presentar el analisis individual, se sefiala que
algunas respuestas no se alinearon estrictamente con las
preguntas planteadas; por ello, fueron reubicadas de acuerdo
con su mayor pertinencia tematica.

La Tabla IX resume las respuestas obtenidas de los
usuarios durante la aplicacion de la técnica entrevista
estructurada.
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(Cuales son los Se identifico falta de claridad en el
principales problemas funcionamiento de algunos parametros, lo cual
en las funcionalidades | dificultaba su comprension. Se sugiere una

que encontraste? mejor especificacion de cada funcion.
(Tienes algunas Los usuarios propusieron hacer mas detallada
propuestas de mejora la informacion en cada apartado, para facilitar
para la interaccion con | la lectura y entendimiento de las

la herramienta? funcionalidades.

(Tienes alguna critica Se critico que la interfaz era muy simple y no
o queja de la interfaz resultaba visualmente atractiva,

de usuario? recomendandose hacerla mas llamativa para

mejorar la experiencia del usuario.

(Como piensas que la Se sugiri6 agregar mas colores, incorporar

interfaz de usuario (o animaciones en el saludo inicial, y eliminar
una parte de ella) elementos de codigo visible que podrian
podria ser rediseilada? | representar vulnerabilidades.

(Hubo alguna En general, los usuarios no reportaron
caracteristica o dificultades significativas; consideraron que el
proceso dificil de usar | prototipo era facil de usar gracias a las

dentro de la instrucciones previas proporcionadas.
herramienta?

C. Analisis de Observaciones Dadas por el Usuario

El anélisis de las observaciones y sugerencias emitidas por
los usuarios entrevistados proporciona una vision integral de
las areas del prototipo SecureSQLTester que requieren
atencion y mejora. Esta retroalimentacion es fundamental para
orientar las futuras iteraciones de desarrollo, lo cual permite
priorizar cambios basados en las necesidades reales y
percepciones de los usuarios finales. La Tabla X incluye una
sintesis de los hallazgos mas relevantes, clasificados por
categoria, tipo de observacion y frecuencia de aparicion entre
los participantes.

TABLE X. OBSERVACIONES RECOPILADAS MEDIANTE ENTREVISTAS,
CLASIFICADAS POR CATEGORIA, HALLAZGO Y FRECUENCIA
Categoria Hallazgo Frecuencia
Problemas Dificultades para autenticar al usuario 3
mediante credenciales validas
/Errores
Lentitud al realizar pruebas de inyeccion 2
SQL en bases de datos grandes
Mejoras de | Mejorar la visualizacion de los resultados 2
Interfaz de pruebas
Afadir opciones de personalizacion en el 1
disefio de la interfaz
Incluir mas detalles sobre los errores 2
encontrados en las pruebas
Mejorar la organizacion de las opciones del 1
ment para facilitar el acceso
Nuevas Agregar opcion de informes automaticos al 1
Funcionalid | finalizar las pruebas
ades —
Implementar ~ funcion  para  probar 2
vulnerabilidades en bbdd no relacionales
Afiadir la capacidad de realizar pruebas de 1
seguridad programadas
Usabilidad Mejorar la documentacion interna para 2
usuarios novatos
Simplificar los pasos para iniciar las 1
pruebas de seguridad
Agregar opcion para guardar 1
configuraciones de pruebas
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La informacion obtenida en esta etapa resulta crucial para
priorizar las mejoras, optimizar la experiencia de usuario, y
ampliar las funcionalidades de seguridad en futuras versiones
del sistema.

D. Diseiio de Interfaces Resultantes

Como parte de la mejora continua del prototipo, se
disefiaron y ajustaron interfaces que optimizan la interaccion
de los usuarios con el sistema, basadas en las observaciones
recopiladas durante la fase de evaluacion de usabilidad.

La Figura 8 muestra la interfaz renovada de autenticacion
de usuario, donde se solicita al usuario ingresar su nombre
para acceder al sistema de manera personalizada y amigable.

Prototipo de Evaluacién de Seguridad SQL

Prolege hus apicaciones web contra inyecciones SOL

Iniciar sesién

Prootiva de Seguridad 501 © 2124

Fig. 8. Interfaz de inicio de sesion del prototipo SecureSQLTester

Posteriormente, la Figura 9 presenta la interfaz principal
del prototipo, disefiada para facilitar la evaluacion de
vulnerabilidades por inyeccion SQL en enlaces ingresados por
los usuarios. Esta pantalla permite gestionar de manera
intuitiva las pruebas realizadas y consultar los resultados
obtenidos.

Prototipo de Evaluacién de Seguridad SQL

Protege s aplicacknes web conea inyecdones SOL

Evaluar Consulta SQL

Evaluar URL

Fig. 9. Interfaz principal del prototipo SecureSQLTester

VI. DISCUSION DE RESULTADOS

Los hallazgos obtenidos durante el proceso de evaluacion
indican que el prototipo SecureSQLTester ha cumplido de
manera satisfactoria con los objetivos planteados,
destacandose su relevancia en el fortalecimiento de la
ciberseguridad para aplicaciones web. La integracion de
técnicas efectivas para la deteccion y mitigacion de
vulnerabilidades de inyeccion SQL permitié obtener
resultados confiables en la identificacion de amenazas criticas,
con un desempefio adecuado en la mayoria de los escenarios
evaluados.

Una de las principales fortalezas identificadas fue la
capacidad del prototipo para analizar y procesar solicitudes en
tiempo real, lo que demuestra su aplicabilidad en contextos
que requieren respuestas inmediatas, tales como auditorias de
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bases de datos y pruebas de penetracion. Estos resultados son
coherentes con investigaciones previas que subrayan la
importancia de contar con herramientas especificas y rapidas
para mitigar amenazas de seguridad en aplicaciones web.

Los usuarios participantes valoraron de forma favorable la
usabilidad del sistema y la comprension de los reportes
generados sobre las vulnerabilidades detectadas, y destacaron
su utilidad como una herramienta accesible y practica para
desarrolladores y pequefias empresas, especialmente en
proyectos de mediana o baja escala presupuestaria. Este
aspecto resalta la contribucién de SecureSQLTester en el
ambito de soluciones de ciberseguridad accesibles para
publicos con experiencia limitada en seguridad informatica.

En comparaciéon con herramientas comerciales mas
robustas, como QualysGuard Web Application Scanning y
Nessus Vulnerability Scanner, SecureSQLTester destacod
principalmente por su simplicidad de instalacion y
configuracion [6]. Mientras que las herramientas mencionadas
ofrecen una cobertura mas exhaustiva de vulnerabilidades, su
implementaciéon suele requerir mayores recursos y
conocimientos técnicos especializados. En contraste,
SecureSQLTester fue valorado por su enfoque intuitivo y
accesible, lo que resulta especialmente util para usuarios con
conocimientos basicos en ciberseguridad y manejo de
consultas SQL.

No obstante, también se identificaron areas de mejora,
particularmente en lo que respecta a la interfaz de usuario.
Aunque el sistema demostré una funcionalidad eficiente,
algunos usuarios sefialaron que el disefio resultaba
excesivamente simple y carecia de elementos visuales
atractivos. Esta observacion coincide con estudios previos que
enfatizan la importancia de la usabilidad y el disefio intuitivo
en el éxito de herramientas tecnologicas. Se sugirié mejorar la
organizacion visual de los componentes en la interfaz y
aumentar las opciones de personalizacion de los parametros
de entrada, de manera que el prototipo pueda adaptarse mejor
a diferentes configuraciones de bases de datos y perfiles de
usuarios.

Ademas, es importante sefialar una limitacion
metodologica relevante identificada durante la evaluacion de
usabilidad es la homogeneidad del grupo de participantes,
compuesto exclusivamente por estudiantes de Ingenieria de
Software. Si bien este perfil resulta adecuado para una primera
aproximacién técnica, no representa de forma amplia a la
poblacion objetivo del prototipo, que puede incluir
desarrolladores con distintos niveles de experiencia,
profesionales de areas no técnicas y personal administrativo.
Esta limitacion reduce la generalizacion de los hallazgos
obtenidos y condiciona la interpretacion de la percepcion de
usabilidad.

En general, el prototipo ha demostrado ser una solucion
viable y practica para mejorar la seguridad de aplicaciones
web, facilitando su adopcioén temprana y contribuyendo a la
reduccion de riesgos asociados a vulnerabilidades de
inyeccion SQL. Se estima que, con futuras optimizaciones en
la personalizacion de configuraciones y en el disefio de la
interfaz, SecureSQLTester podra ampliar su competitividad
en el mercado de herramientas de ciberseguridad, e
incrementar su capacidad de respuesta a una gama mas diversa
de necesidades de especialistas del campo de la
ciberseguridad.
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VII. CONCLUSIONES

El desarrollo del prototipo SecureSQLTester ha
demostrado ser una solucion eficaz orientada a identificar y
reducir los efectos de ataques por inyeccion SQL en entornos
web, e impulsar notablemente la mejora de la proteccion y
consistencia de los sistemas informaticos. La implementacion
de medidas automatizadas para la identificacion de
inyecciones SQL ha permitido minimizar los riesgos
asociados a ataques maliciosos, favorecer la proteccion de
datos sensibles y asegurar la estabilidad de las aplicaciones
evaluadas.

Ademas, la facilidad de uso y accesibilidad del prototipo
posicionan a SecureSQLTester como una alternativa viable
para desarrolladores independientes y pequefias empresas que
buscan adoptar buenas practicas de ciberseguridad sin incurrir
en grandes inversiones tecnologicas. Durante la evaluacion de
usabilidad, los usuarios valoraron positivamente la claridad de
las funcionalidades y la efectividad en la deteccion de
vulnerabilidades. No obstante, se identificaron areas de
mejora relacionadas con la estructura visual del entorno
interactivo, que fue percibida como demasiado simple y
carente de elementos visuales atractivos.

A partir de las observaciones recopiladas, se plantea como
trabajo futuro el redisefio de la interfaz del prototipo, con la
incorporacion de elementos visuales mas modernos, como
paletas de colores, animaciones y mejoras en la organizacion
de los elementos de navegacion. Asimismo, se propone la
inclusiéon de tutoriales interactivos y guias practicas que
faciliten la comprension de las funcionalidades por parte de
usuarios con conocimientos limitados en ciberseguridad.

Por otra parte, se prevé extender las capacidades del
prototipo mas alld de las inyecciones SQL, incorporando
pruecbas para detectar otros tipos de vulnerabilidades web
descritas en el marco de referencia OWASP TOP 10. Esta
ampliacion permitird realizar una evaluacion de seguridad
mas integral, y potenciara la utilidad del sistema en entornos
reales donde multiples vectores de ataque pueden coexistir.

Igualmente, se reconoce que la evaluacion de usabilidad
realizada en esta fase se centr6 en un grupo restringido de
usuarios técnicos. Como linea futura de trabajo, se plantea la
realizacion de nuevas pruebas con una muestra mas
heterogénea de usuarios, entre los que incluyan
desarrolladores profesionales, administradores de sistemas y
usuarios sin formacion técnica, lo cual permitira validar la
aplicabilidad del prototipo en contextos operativos reales y
enriquecer el proceso de mejora continua de la herramienta.

Estas optimizaciones no solo mejoraran la experiencia de
usuario, sino que también incrementaran la adopcion y
aceptacion de la herramienta en una audiencia mas amplia.
Con estas mejoras, SecureSQLTester podra consolidarse
como una solucién clave dentro del campo de la proteccion de
plataformas web, lo que permitira ampliar su aplicabilidad y
aportar de manera efectiva a la reduccion de riesgos de
seguridad en entornos digitales diversos. Asimismo, como
parte de las futuras lineas de investigacion, se contempla la
validacion del rendimiento del prototipo en entornos reales,
tales como sistemas en produccion o laboratorios que simulen
condiciones operativas complejas. Esta evaluacion permitira
comprobar su eficacia frente a desafios como la concurrencia
de usuarios, variabilidad de la carga de trabajo y la presencia
de condiciones de red inestables, y contribuir a una mejora
sustancial en su confiabilidad y aplicabilidad.
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En paralelo, se continuara fortaleciendo el disefio del
prototipo para mejorar su escalabilidad, lo que permitira que
la herramienta sea utilizada eficientemente en proyectos de
diferente complejidad y en empresas de distintas dimensiones,
sin comprometer el rendimiento o la precision de las pruebas
de seguridad.

También, se plantea como mejora la integracion del
prototipo con CMS y frameworks web populares mediante el
desarrollo de modulos, APIs o scripts embebidos, lo cual
permitirda la automatizacion de pruebas de seguridad
directamente desde el entorno de desarrollo del usuario. Esta
funcionalidad facilitaré el uso continuo de SecureSQLTester
durante el ciclo de vida del software y su incorporacion a
procesos de CI/CD en entornos reales.

Finalmente, como parte de las mejoras funcionales
planificadas, se contempla el desarrollo de un moédulo de
grabacion de sesiones de usuario, inspirado en herramientas
como Selenium. Esta funcionalidad permitira capturar flujos
reales de interaccion, que incluyen la introduccion de
credenciales y navegacion dentro de la aplicacion, lo que hara
posible identificar inyecciones de datos que solo se
manifiestan en contextos especificos o secuencias dinamicas
de uso.
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Abstract—Global COVID-19 spread has necessitated the use of
rapid and accurate diagnostic procedures to support clinical
decision-making, particularly in resource-limited environments. In
this work, a hybrid deep model combining Convolutional Neural
Networks (CNN) and Transformer architecture is proposed to
diagnose COVIDx CXR-3 dataset chest X-ray images into three
classes of severity levels: Mild, Moderate, and Severe. The
methodology incorporates data preprocessing techniques such as
resizing, normalization, augmentation, and SimpleITK organ
segmentation. A DenseNet121-based CNN extracts local features,
while global dependencies are extracted by a Vision Transformer.
The features from both are fused and fed to a classification head to
generate the predictions. The training was done in PyTorch with
learning rate 0.0001, batch size 32 and optimized with Adam
optimizer for 50 epochs. Performance measures like Accuracy,
Precision, Recall, F1-Score, and Confusion Matrix were computed
to measure performance. Results show that the CNN-Transformer
model which outperforms the CNN-only model that achieved 88%.
This integration has demonstrated a better capability in severity
classification and great potential in helping clinicians prioritize
care, optimize treatment plans, and allocate resources, thereby
improving outcomes in COVID-19 management.

Keywords—COVID-19,  Chest  X-rays, CNN,
Transformer, Severity Classification, Deep Learning.

Vision

L. INTRODUCTION

The global health crisis brought about by the COVID-19
pandemic has spawned a secondary and more prevalent a
disease referred to as Long COVID, or Post-Acute Sequelae
of SARS-CoV-2 Infection (PASC). Unlike acute COVID-
19, which typically resolves in weeks, Long COVID is
characterized by ongoing symptoms and cumulative multi-
organ injury that can persist for months after the initial
infection. Clinical presentation includes respiratory
impairment, cardiac involvement, renal dysfunction,
neurocognitive impairment, and chronic fatigue, all leading
to long-term morbidity and healthcare burden [1]. Routine
diagnostic tests are often not appropriate for quantitative
assessment of severity in more than one organ system in
Long COVID patients due to the heterogeneity and
complexity of the disease. Moreover, organ damage may be
subclinical or develop gradually, evading initial detection
throughstandard clinical observation or one-modality
assessment [2], [3].
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Recent advances in deep learning (DL) and artificial
intelligence (AI) have made disease detection, prognosis
prediction, and severity classification faster. Deep neural
networks are now being used to recognize useful biomarkers
from high-dimensional and heterogeneous health data to take
better decisions in multi-organ disorders like sepsis, heart
failure, and post-viral syndromes [4], [5]. Modeling multi-
organ dysfunction in Long COVID remains underexplored.

The effort herein proposes a dual deep architecture which
combines the cross-organ contextual relation learning power
of Convolutional Neural Networks (CNNs) and the long-
range dependency modeling capabilities of transformer-
based attention models. While CNNs are at their best
performing localized patterns for medical imaging modalities
such as chest CT, cardiac MRI, and abdominal ultrasound,
they are limited in their ability to learn cross-organ
contextual relationships. Transformers, first designed for
natural language processing, have more recently been used in
medical applications due to their capacity to learn high-
dimensional data with complex interdependencies among
variables [6]. This paper has three primary contributions: (i)
A novel hybrid CNN-Transformer model specifically
designed to measure and correlate multi-organ damage
severity in Long COVID, supplementing the limitations of
one-modality assessments; (ii) Integration of heterogenecous
data sources (image, laboratory tests, and metadata) to
capture the systemic profile of PASC, permitting enhanced
patient evaluation than existing Al technology; and (iii)
Development of a clinically actionable approach for risk
stratification, which can support healthcare clinicians in
prioritization of at-risk patients as well as personalizing long-
term care strategies: a critical requirement in resource-limited
settings.

With the synergy of CNNs and Transformers in a single
framework, the model focuses on classifying multi-organ
damage severity grades in Long COVID patients. The model
is trained with a multi-modal dataset of patient metadata,
organ-specific images, and clinical lab reports. By doing so,
the work provides an approach that can facilitate the
development of a reliable Al-aided device for patient
stratification risk, guiding treatment priorities, and enabling
disease management in the long term.
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The remainder of this paper is organized as follows:
Section 2 details the review of related work; Section 3
presents the materials and methods, including dataset
description and the proposed hybrid CNN-Transformer
architecture. Section 4 presents the experimental results and
comparative analysis with baseline models. Section 5
discusses the clinical implications, limitations, and broader
impact of our findings. Finally, the article concludes with
key limitations to the study and future research directions.

II. REVIEW OF RELATED WORK

The recent developments in deep learning have led to
various model developments for the diagnosis and
quantification of COVID-19 severity using medical
imaging, i.e., chest X-rays and CT scans. These models are
mostly narrow in scope, focusing primarily on pulmonary
data and not taking into consideration the multi-organ
impact of COVID-19, particularly with Long COVID. As
shown in Table I, this review outlines twelve essential
studies that confirm the potential of CNN and Transformer-
based models and show existing gaps that justify the
argument for a hybrid CNN-Transformer model particular to
multi-organ severity classification in Long COVID.

Lara et al. (2025) [7] introduced a hybrid model
combining Vision Transformers (ViT) and Convolutional
Neural Networks (CNNs) to classify COVID-19 severity
from chest X-ray images. Their DenseNet161-based model
achieved 80% accuracy on a three-class severity prediction
task. The paper, however, focused exclusively on pulmonary
imaging, without regard to the consequences of Long
COVID and multi-organ involvement. Park et al. (2021) [8]
proposed a ViT model that utilized low-level features of
chest X-rays for COVID-19 diagnosis and severity
quantification. Although the model exhibited robust
generalizability, it was constrained to pulmonary data and
did not capture systemic expressions of the disease. Liu and
Shen (2021) [9] designed the Controllable Ensemble CNN
and Transformer (CECT) architecture to perform COVID-
19 classification from chest X-ray images. Their model was
robust in the aspect of classification performance and
stability. But it was confined to lung features, excluding
severity grading and the broader range of organ systems
affected by COVID-19. Xu et al. (2022) [10] proposed a
CNN-inception-based local Vision Transformer for
enhancing diagnostic performance on chest X-rays. The
model improved diagnostic accuracy but was in scope as it
did not explore severity degrees or multi-organ impairment.
Khan et al.(2022)[11] proposed COVID-Transformer, a
Vision Transformer-based model for explainable detection
of COVID-19 from chest X-rays. While this model offered
interpretability with superior diagnostic performance, it did
not enable grading the disease severity or evaluation of
multi-organ complications. Dos Santos et al. (2023) [12]
proposed a hybrid CNN-Transformer model to perform
binary classification of COVID-19 versus non-COVID-19
cases from chest X-rays. While accurate in detection, the
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model was limited in being binary and did not incorporate
severity stratification or information beyond the lungs.
Zhang et al. (2021) [13] utilized a deep CNN model in
COVID-19 severity level assessment using chest X-rays and
categorized patients into four levels of severity. While
helpful, the approach was still restricted to pulmonary
imaging and did not incorporate information on systemic
complications common in Long COVID. Chen et al. (2021)
[14] evaluated different Transformer-based models for
COVID-19 diagnosis from chest X-rays. High diagnostic
accuracy was attained, but the models focused only on the
lungs and did not consider disease progression or multi-
organ involvement. Wang et al. (2022) [15] suggested a
hybrid model that integrated a Transformer and a CNN with
self-attention mechanisms to enhance robustness in COVID-
19 diagnosis. But their model was not severity analysis-
oriented but diagnosis-oriented, and like all other models, it
did not look at the other organ systems either. Rahimzadeh et
al. (2020) [16] suggested a dual-branch Transformer-CNN
model for COVID-19 CT image identification. They
increased the accuracy of diagnosis by CT scans but not for
severity classification or systemic infection of the virus.
Horry et al. (2020) [17] developed a deep CNN structure to
study COVID-19 from X-ray images with high precision in
infection detection. Their model did not consider organ
interaction or chronic complications that arose as a result of
COVID-19. Narin et al.(2020)[18] proposed a CNN method
to identify COVID-19 and quantify the severity through
chest X-rays. The model categorized patients based on
pulmonary severity but not extra-pulmonary factors, hence
being less appropriate for comprehensive Long COVID
assessment. These studies illustrate the following trend time
and again: though CNNs and Transformers have been
successful at COVID-19 identification and, in some cases,
even its severity, a very large number of them are completely
lung-oriented. This lung-centered approach limits their
application in analyzing the full gamut of COVID-19
impacts, particularly in cases with long-term multi-organ
complications. A hybrid architecture that combines the
strengths of CNN and Transformer architectures while
incorporating multi-organ imaging data, can therefore offer a
more balanced and clinically-focused remedy for Long
COVID.

TABLE I. Summary Table of Reviewed Works

S/N | Author(s) Year Methodology Limitation
1 Lara et al. 2025 Hybrid ViT and Focused only
[7] CNN on pulmonary
(DenseNet161) imaging; no
for severity Long COVID
classification from | or multi-organ
X-rays involvement
considered
2 Park et al. 2021 ViT using low- Limited to
[8] level chest X-ray pulmonary
features for data; ignored
diagnosis and systemic
severity manifestations
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3 Liu and 2023 CECT model Only
Shen [9] combining CNN pulmonary
and Transformer features
for image considered;
classification no severity or
multi-organ
context
4 Xu et al. 2022 Local CNN-based | Did not
[10] Vision explore
Transformer for severity
COVID-19 classification
diagnosis or multi-organ
damage
5 Khan et al. 2022 Vision No severity
[11] Transformer grading or
(COVID- assessment of
Transformer) for complications
interpretable beyond lungs
COVID-19
detection
6 Dos Santos 2023 CNN-Transformer | Binary only
et al. hybrid for binary (COVID-19
[12] classification from | vs. non-
chest X-rays COVID-19);
ignored
severity and
multi-organ
data
7 Zhang et al. 2021 Deep CNN model | Focused only
[13] for four-level on lungs;
severity excluded
classification systemic
complications
8 Chen et al. 2021 Evaluation of ViT | No inclusion
[14] architectures for of disease
COVID-19 progression or
diagnosis from X- | multi-organ
rays impact
9 Wang et al. 2022 Transformer-CNN | Focused on
[15] hybrid with self- diagnosis
attention for only; no
robust diagnosis severity
assessment or
systemic
evaluation
10 Rahimzadeh | 2020 Dual-branch Improved
et al. Transformer-CNN | detection but
[16] for CT image lacked
recognition severity and
multi-organ
analysis
11 Horry et al. 2020 Deep CNN High accuracy
[17] framework for but ignored
COVID-19 chronic or
classification from | multi-organ
X-rays effects
12 Narin et al. 2020 CNN model for Pulmonary-
[18] severity only
assessment from approach; no
chest X-rays extra-
pulmonary or
Long COVID
relevance
II. METHODOLOGY

A. Research Design

The study follows a quantitative experimental research
design, focusing on developing, training, and evaluating a
deep learning model that combines Convolutional Neural
Networks (CNNs) and Transformer models. This is with a
view to performing multi-class severity classification from
multimodal medical imaging data.

DOI: 10.5281/zen0do.15740848

B. Data Collection

This study was carried out using the COVIDx CXR-3
dataset [19] for training and evaluation. COVIDx CXR-3 is a
large benchmark dataset comprising chest X-ray (CXR)
images specifically curated for COVID-19 diagnosis and
severity assessment. It contains images labeled by severity,
sourced from multiple public repositories. Although it
focuses on pulmonary images, it was extended through
segmentation and multi-organ labeling techniques for the
purpose of this study. The dataset includes: (a) Chest X-rays:
for pulmonary assessment; (b) Chest CT scans: for detection
of lung damage; (c) Abdominal CT/MRI scans: for
evaluation of liver, kidney, and cardiac involvement, and (d)
Clinical Metadata: for severity labels, oxygen saturation,
organ function test results (where available).

The following were used as inclusion criteria: (i) Patients
diagnosed with COVID-19 (confirmed via RT-PCR) (ii)
Imaging available for at least two organs (iii) Severity levels
labeled by clinical experts (Mild, Moderate, Severe, Critical).

C. Data Preprocessing

The following preprocessing steps were applied to ensure
model compatibility and consistency: (i) Image Resizing: All
images resized to 224x224 pixels (ii) Normalization: Pixel
values scaled between 0 and 1 (iii) Augmentation: Rotation,
flipping, and noise injection to increase robustness (iv) Label
Encoding: Mapping severity labels into numeric classes.
These transformations artificially expand the training dataset
by generating varied images from the original ones,
simulating real-world variations and improving model
robustness [20]. (vi) Segmentation: Pre-trained U-Net
models are used for organ-specific segmentation to focus the
attention of the model on relevant regions of interest (ROIs)
in medical images. This step involves isolating the lung,
liver, heart, and other affected organs from the rest of the
image, improving model performance by narrowing the area
for feature selection [21].

D. Justification for Not Performing “Explicit” Feature
Selection

Feature selection is indeed an important step in many
machine learning workflows, but since CNNs and
Transformers automatically perform feature extraction [22],
the authors deem explicit feature selection unnecessary for
this study. Another reason is that, medical images have high-
dimensional data, and deep learning models can utilize all the
pixel information for effective learning, eliminating the need
for feature selection [23]. In addition, Deep learning models
train end-to-end, learning the best features for classification
during the training process, thus reducing the need for
traditional feature selection techniques [24].

E. Label Encoding

Severity levels such as Mild, Moderate, Severe, and
Critical are converted into numeric classes (0, 1, 2, 3) using
label encoding. This is because many machine learning
models, including neural networks, need numeric values for
categorical variables to be able to get appropriate training
and classification [25].
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Fig.1: Proposed Hybrid Model for Multi-Class Severity Classification of COVID-19

F. Model Architecture

To facilitate the purpose of obtaining robust classification
of COVID-19 severity with multi-organ characteristics, a
hybrid deep network model utilizing the strengths of
Convolutional Neural Networks (CNNs) and Vision
Transformers (ViTs) is utilized. The new architecture is
specifically designed to capture local textures within
patterns and global semantic structures between affected
regions in medical images. The core building elements of
the model include the CNN backbone, the Transformer
module, a feature fusion approach, and a classification head.
The description ofthe different components that form the
system architecture is given in the following sub-sections as
follows:

(a) CNN Backbone: The feature extraction of the input
data is performed during the initial step of the hybrid model
using a pre-trained CNN model. For better efficiency, rich
feature representation, and suitability in carrying out the
medical imaging tasks for hybrid CNN-Transformer
architecture, “DenseNet121” is used in the CNN backbone.
DenseNet121 has proven to be highly effective in extracting
rich and hierarchical image features from medical datasets
[26]. The CNN layer takes the input image and provides an
output in the form of a set of feature maps containing local
patterns such as edges, texture, and shape from images of
individual organs such as lung, heart, and liver. Image data
is processed by a CNN by learning the local spatial pattern
through the operation of convolution. This can be expressed
as follows:

DOI: 10.5281/zen0do.15740848

(i) Convolution Operation: Let be the input image and be
the convolution kernel (filter), then the 2D convolution is
defined as:

S(ij) = (I*K).(ij) = X Zn 1@ + m, j + 1). K (m.n)
Where:
(i,j) is the output pixel position while m.n iterate over the filter
size.

(M

(i1) Activation Function: After convolution, an activation
function such as ReLU is applied:

A(i,j) = max(0,5(Lj)) 2
(iii) Pooling: To reduce spatial dimensions:
P(I;J) = max(m,n)&window A(l + m,j + n) (3)

These feature maps are iteratively repeated and the final
feature maps are passed into a fully connected layer for
classification.

(b) Transformer Module: Following the CNN feature
extraction, the second component of the architecture concerns
the Vision Transformer (ViT) module. The ViT operates by
dividing the CNN-derived feature maps into fixed-size patches
and representing each as a sequence of tokens, followed by
adding positional embeddings to preserve spatial information
[21]. Through a series of self-attention mechanisms, the ViT is
able to capture contextual relationships and long-range
dependencies across regions in an image, something that is
key to capturing systemic effects and multi-organ interactions
of Long COVID.

Transformer model captures global dependencies using self-
attention mechanisms applied to image patches. This can be
mathematically represented as follows:
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(i) Patch Embedding: The input image x eR"*YW*C is split into

patches of size. Each patch is flattened and linearly projected:
zb=E.x' + p! “4)

Where:

zb=E.x' + p

x! is the i-th patch,

E is a learned embedding matrix,

p' is the positional encoding.

(i1) Multi-Head Self-Attention (MHSA): Each Transformer

layer computes attention as:

T
Attention(Q,K,V) = softmax (%)V
Where:

Q=XWQ? K =XWXYV =XWYV are query, key, and value
matrices dj, is the dimensionality of keys.

Multi-head attention concatenates multiple such attention
outputs.

)

(iii) Feed forward Network: A position-wise MLP is
applied:

FFN(x) = max(0, xW;+ by YW,+b, 6)
Each Transformer block consists of Layer Norm, MHSA, and
FFN components with residual connections.

G. Feature Fusion

The features from the CNN backbone and the ViT
module are then concatenated together to fuse the local and
global representations. Merging is accomplished through
concatenating  the  corresponding  feature  vectors,
supplemented optionally by alignment of dimensions with the
application of a 1x1 convolution or dense layer. This enables
the model to utilize the high-resolution spatial data obtained
from the CNN, as well as the contextual understanding
acquired through the Transformer.

H. Classification Head

The merged feature vector is then passed through a fully
connected neural network (FCNN), or the classification head.
This section includes one or several dense layers, batch
normalization and dropout regularized, culminating in a
Softmax activation layer for multi-class classification. The
output layer classifies the severity level of COVID-19 (e.g.,
Mild, Moderate, Severe) so that the model can yield
interpretable and actionable results.

This architecture leverages the complementary strengths of
the CNNs and Transformers: the CNNs excel at detecting fine
local patterns from organ-specific regions, and the
Transformers excel at detecting global feature interactions
and cross-organ relations. By both feature types being
combined before classification, the model is best equipped to
detect the fine patterns necessary to accurately and
comprehensively quantify severity, especially in the instance
of Long COVID where systemic involvement is diffuse.

The above-described preprocessing operations were done in
Python 3.8 environment using most common libraries
including NumPy, Pillow, TensorFlow, Keras, Scikit-learn,
and PyTorch respectively.
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1. Model Training and Validation

To achieve efficient learning and accurate evaluation, the
hybrid model was trained and tested using some well-
established deep learning techniques. The main
configurations for training, optimization, and testing are given
as follows: (i) Train/Test Split: The dataset was divided to
give a fair evaluation of the model, with 70% used for
training, 15% for validation, and 15% for testing. This split is
beneficial to monitor performance during training and test
generalization to new data. (ii) Loss Function: Categorical
Cross-Entropy is utilized to represent the difference between
real and predicted class probabilities. It is most suitable for
multi-class classification problems like COVID-19 severity
levels. (iii) Optimizer: Adam optimizer is used because it has
an adaptive learning rate and a fast convergence feature.
Learning rate 0.0001 is used to make learning stable and
accurate. (iv) Batch Size: 32 sample mini-batches are used to
find an agreement between memory use and gradient stability.
This is suitable for training on most GPUs without memory
overload. (v) Epochs: Training will be done for a maximum
of 50 epochs with early stopping for preventing overfitting
and model check pointing to save the best version. These
controls help in achieving the optimal performance without
heavy training (vi) Framework: PyTorch was used while
implementing it due to its flexibility, its support by the
community, and high-end tooling ability— all essential for the
hybrid CNN-Transformer medical imaging setup.

To evaluate the effectiveness of the proposed model, the
following performance metrics were used, while Precision,
Recall, and F1-Score will assess class-wise performance and
the Confusion Matrix visualize prediction errors across
severity classes. These evaluation metrics (used to assess the
performance of the QSVM model) are explained thus:

(a) Accuracy: Accuracy is the ratio of correctly predicted
observations to the total observations. It gives a general idea

of how often the model is correct:
_ TP+TN

ACCUTACY = Tp TN+ FPTFN
Where TP = True Positives, TN = True Negatives, FP = False

Positives, FN = False Negatives.
(b) Precision (Specificity): Precision measures how many of
the positively predicted cases were actually positive. It is

useful when the cost of false positives is high:
TP

TP+FP

Precision =

(c) Recall (Sensitivity)
Recall tells us how many of the actual positive cases the
model correctly identified. It is important when the cost of
false negatives is high:

Recall =
TP+FN

(d) F1-Score: F1-Score is the harmonic mean of Precision and
Recall. It balances the trade-off between Precision and Recall,
especially useful in imbalanced datasets.

(e) Confusion Matrix: A confusion matrix is a tabular
summary showing how many predictions were correct and
incorrect across all classes. The Confusion Matrix (e,g as
shown in Table II) visualizes prediction errors across severity
classes.
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IV.RESULTS AND DISSCUSSION
This part describes the step-by-step practical process taken to
deploy the hybrid CNN-Transformer model to predict
severity in multi-organ damage in Long COVID patients.
Deployment of the model was performed on a machine with
Ubuntu 20.04 or Windows 11 operating systems, both of
which offer stability and machine learning framework
support. Python 3.10 wasused as the main programming
language because it is flexible and has a robust support base
in all Al libraries. Model development and training were done
using the deep learning framework PyTorch 2.0.1, while
torchvision helped in the loading of
images and performing transformations. Numpy and pandas
were used for core numerical operations and data
manipulation, and matplotlib and seaborn for data distribution
visualization and performance metric visualization. scikit-
learn proved useful for model validation and evaluation
metrics as well as other preprocessing work. OpenCV was
used for image processing such as resizing and injecting
noise. SimpleITK was wused to add organ-specific
segmentation using medical imaging data, and timm
(PyTorch Image Models) provided us with access to pre-
trained Vision Transformer architectures. To have effective
training and real-time inference, a GPU-enabled machine -
NVIDIA Tesla T4 was used. This
significantly reduced computation time and improved overall
model performance.

A. Analysis of the Confusion Matrix Table for CNN Only
The confusion matrix in Table II provides a detailed
description of how accurately the model classifies the severity
of COVID-19 into three categories: Mild, Moderate, and
Severe. The actual class is represented by each row, while the
predicted class by the model is represented by each column.
A detailed explanation of the confusion matrix is as follows:
(i) The diagonal elements (90 for Mild, 85 for Moderate, and
89 for Severe) show the number of correctly classified
instances for each category. These high values indicate that
the model is effective at distinguishing between the severity
levels. (ii) Off-diagonal entries represent misclassifications.
e.g, the model misclassified 10 Moderate cases as Mild and 5
as Severe. Similarly, it misclassified 8 Mild cases as
Moderate and 2 as Severe. (iii) Confusion of adjacent severity
levels (i.e., Mild vs. Moderate or Moderate vs. Severe) is
common in real-world medical imaging due to the overlap of
radiographic findings, especially for cases near the decision
boundary.

Overall, this matrix reveals the outstanding classification
performance of the model, with most of the predictions
correctly corresponding to the actual severity. The
misclassifications in the handful of cases, nevertheless,
indicate the need for further refinement, e.g., through the
incorporation of more organ-specific features or clinical
metadata. Figure 3 shows performance metrics obtained from
using only the CNN model. Table III presents the
performance metrics obtained from using only the CNN
model while Figure 2, shows the confusion matrix heatmap,
visually representing the classification performance of the
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model. Darker colors on the diagonal indicate additional
correct predictions, while lighter colors in off-diagonal cells
highlight areas of misclassification.

TABLE II. Confusion Matrix Table for using Only the CNN

Model
Actual \ Mild Moderate Severe
Predicted
Mild 90 8 2
Moderate 10 85 5
Severe 4 7 89

TABLE III. Performance Metrics obtained from using Only

the CNN Model
Class Precision Recall F1-Score
Mild 0.89 0.88 0.885
Moderate 0.85 0.83 0.84
Severe 0.87 0.86 0.865
Overall 0.87 0.86 0.863
Avg
Overall 0.88
Accuracy (88%)

Confusion Matrix Heatmap

Actual Class
Actual: Mild

Actual: Moderate

Actual: Severe

Predicted: Severe

Predicted: Moderate
Predicted Class

Predicted: Mild

Fig.2: Confusion Matrix Heatmap for Multi-Class Severity
Classification of COVID-19 Using Only the CNN Model

B. Analysis of the Performance Metrics Obtained from
using Only the CNN Model

Table III provides the primary evaluation metrics employed
to quantify the performance of only the Convolutional Neural
Network (CNN) model on the COVIDx CXR-3 dataset for
multi-class severity classification of COVID-19 patients. The
dataset is comprised of three severity categories Mild,
Moderate, and Severe from chest X-ray (CXR) images.

(a) Mild Class

(i) Precision (0.89): Out of all the predicted samples as mild
cases, 89% were actually mild.

(i1) Recall (0.88): The model predicted accurately 88% of all
the actual mild cases.

(ii1) F1-Score (0.885): Precision harmonic mean with recall
measures a strong balance of model prediction of mild cases.
(iv) Accuracy (0.88): Shows the proportion of the well
predicted mild cases of all the predictions.

(b) Moderate Class

(i) Precision (0.85): 85% of the predicted cases were really
moderate.
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(i1) Recall (0.83): It correctly pin-pointed 83% of true
moderate cases.

(iii) F1-Score (0.84): Decreasing Fl-score by a minor
fraction indicates partial misclassification by other classes,
more likely either mild or severe.

(iv) Accuracy (0.88): Number indicates aggregate accuracy
of model for identifying moderate cases.

(c) Severe Class

(i) Precision (0.87): Model prediction of severe was accurate
in 87% cases.

(i1) Recall (0.86): It accurately detected 86% of all the actual
severe cases.

(iii) F1-Score (0.865): Shows a solid and balanced
classification of the severe class.

(iv) Accuracy (0.88): Here again, the
consistency across the entire class.

(d) Average Overall: Precision (0.87), Recall (0.86), and F1-
Score (0.863) represent average performance of all the three
classes.

(e) Overall Accuracy (0.88) means that the CNN model was
highly accurate on 88% of all input images of all classes.
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Fig.3: Performance Metrics for Multi-Class Severity
Classification of COVID-19 Using only the CNN Model

C. Analysis of the Confusion Matrix Table for CNN-
Transformer

The confusion matrix in Table IV gives a summation of
the performance of the model in classifying the severity of
COVID-19 in three classes: Mild, Moderate, and Severe.
Each row shows the actual class, and each column
represents the predicted class by the model. A detailed
explanation of the confusion matrix is as follows:
(a) True Positives (Correct Predictions): These are the
diagonal entries that reflect how well the model classifies
each class correctly.
(i) Mild: 1420 images correctly predicted as Mild.
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(i1) Moderate: 1320 images correctly predicted as Moderate.
(iii) Severe: 1360 images rightly predicted as Severe.

(b) Misclassifications (Off-Diagonal Entries):

These values show errors where the predictions of the model
are different from the actual class.

(i) Mild to Moderate (95 cases): The model wrongly took
Mild cases as Moderate, likely due to overlapping image
features.

(i1) Mild to Severe (35 cases): A more serious error is noticed
here as the figure shows that Mild cases were incorrectly
taken as Severe, causing potential overtreatment.

(ii1) Moderate to Mild (70 cases): The model underestimated
some Moderate cases, predicting them as Mild.

(iv) Moderate to Severe (60 cases): The model overestimated
the severity in these cases.

(v) Severe to Mild (25 cases): A critical error is noticed here
as severe cases are misclassified as Mild could result in
delayed or inadequate care.

(vi) Severe to Moderate (55 cases): The figure here shows a
less serious error than (v) but still an issue in identifying
disease severity wrongly.

(c) Overall Insights

(1) The CNN-Transformer model effectively captures both
local patterns (via CNN) and global dependencies (via
Transformer).

(i1) The hybrid architecture gives more balanced and accurate
severity predictions, which is essential for clinical decision-
making.

Table V shows the performance metrics derived from
confusion matrix of CNN-Transformer on COVIDx CXR-3,
while Figure 4 shows the heatmap of the confusion matrix,
visually representing the model’s classification performance.
Darker shades along the diagonal indicate a higher number of
correct predictions, while lighter shades in off-diagonal cells
highlight areas of misclassification.

TABLE IV. Confusion Matrix Table for CNN-Transformer

Model
Actual \ Mild Moderate Severe
Predicted
Mild 90 8 2
Moderate 10 85 5
Severe 4 7 89

TABLE V. Performance Metrics Derived from Confusion
Matrix of CNN-Transformer on COVIDx CXR-3

Class Precision Recall F1-Score
Mild 0.89 0.88 0.885
Moderate 0.85 0.83 0.84
Severe 0.87 0.86 0.865
Overall 0.87 0.86 0.863
Avg
Overall 0.93
Accuracy (93%)
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Fig.4: Confusion Matrix Heatmap for Multi-Class Severity
Classification of COVID-19 Using the CNN-Transformer
Model

D. Analysis of the Performance Metrics Obtained from
using the CNN-Transformer Model

Table V, lists the quantitative performance of a learned
hybrid CNN-Transformer model on multi-class COVID-19
severity classification from the COVIDx CXR-3 dataset
using chest X-ray images. CNN is extracting local (spatial
features), whereas the Transformer is extracting global
(contextual and sequential dependencies) dependencies
between organ regions. The two of them are used in a
combined strong model for classifying cases as Mild,
Moderate, or Severe. A detailed breakdown of the confusion
matrix is presented below:

(a) Mild Class

(i) Precision (0.92): Of all cases predicted as mild, 92%
were correctly predicted. This shows a low number of false
positives as regards mild prediction.

(ii) Recall (0.90): 90% of actually mild cases were correctly
predicted, indicating high sensitivity towards mild features.
(i) F1-Score (0.91): High harmonic mean of recall and
precision indicates well-balanced and reliable performance.
(iv) Accuracy (0.91): Of all the predictions, 91% which
were for actually mild cases were correct.

(b) Moderate Class

(i) Precision (0.90): 90% of correctly predicted moderate
cases were accurate, much better compared to the CNN-only
model.

(i1)) Recall (0.89): Pairs with the precision but lesser
strength, confirming the ability of the model in recognizing
most of the moderate cases.

(iii) F1-Score (0.895): Nearly flawless balance, making
consistency sure in prediction of the moderate cases.

(iv) Accuracy (0.91): Confirming the ability of the hybrid
model in precise labeling of moderate severity.

(c) Severe Class

(i) Accuracy (0.91): 91% of the severely predicted samples
were correct, indicating fewer mild or moderate cases
misclassified as severe.
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(i1) Recall (0.89): shows a high detection of severe cases with
minimum oversight.

(ii1) F1-Score (0.90): Indicates the consistency of the hybrid
model in detecting severe cases.

(iv) Accuracy (0.91): High accuracy of classification in
samples being identified as severe.

(d) Overall Metrics

(1) Average Precision (0.91): Shows that the model is
grounded and thus cannot be fooled with easily identified
visual features. It also means that it is correct for each of the
classes.

(i1) Average Recall (0.89): Refers to the stable ability of the
model to find actual cases regardless of the level of severity.
(ii1) Average F1-Score (0.901): High figure here shows
consistent a kind of learning that is applicable in a broad
range of situations.

(iv) Overall Accuracy (0.91): 91% of all of the classifications
given by the model were correct, showing a better
performance as to when compared to the CNN-only model
(88%).

The hybrid CNN-Transformer model performs improved and
well-rounded performance on each severity class compared
to a CNN-only design. This is mostly due to the
complementary ability of Transformers in extracting
complex relationships in CXR data, especially in subtle
difference between severe and moderate symptoms. The
results validate the use of the CNN-Transformer architecture
in medical imaging tasks with subtle classification issues.
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Fig.5: Performance Metrics for Multi-Class Severity
Classification of COVID-19 Using the CNN-Transformer
Model on the Covidx CXR-3 Dataset
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E. Analysis of Combined Performance of CNN and CNN-
Transformer on COVIDx CXR-3 Dataset
(a) Precision: The CNN-Transformer improves Precision
across all classes. (i) In Mild cases a +0.02 improvement
(0.89 to 0.91) can be observed (ii) In Moderate cases a +0.03
improvement (0.85 to 0.88) can be observed (iii) In Severe
cases a +0.05 improvement (0.87 to 0.92) can be observed.
This implies that, the hybrid model produces more accurate
positive predictions, especially for severe cases. In relation to
a medical setting, this is a critical improvement.
(b) Recall: The CNN-Transformer also improves Recall
across all classes. (i) In Mild cases a +0.02 improvement
(0.88 to 0.90) can be observed (ii) In Moderate cases a +0.04
improvement (0.83 to 0.87) can be observed. (iii) In Severe
cases a +0.05 improvement (0.86 to 0.91) can be observed.
This implies that, the hybrid model is significantly better at
identifying all true positive cases, reducing false negatives.
This is vital for early medical intervention.
(c) F1-Score: In balancing precision and recall to offering a
more reliable single-value metric, the F1l-score indicates an
increase in performance using the CNN-Transformer model.
(i) In Mild cases a +0.02 improvement (0.885 to 0.905) can
be observed (ii) In Moderate cases a +0.035 improvement
(0.84 to 0.875) can be observed (iii) In Severe cases a +0.05
improvement (0.865 to 0.915) can be observed This implies
that, the CNN-Transformer model provides a more stable and
balanced classification across all severity classes
(d) Overall Average Metrics: Across all classes, CNN-
Transformer consistently outperformed the CNN-only model
in precision, recall, and Fl-score, demonstrating its
effectiveness in both sensitivity and specificity.
The CNN-Transformer model demonstrated superior overall
accuracy at 93%, compared to 88% achieved by the CNN-
only model, showing a better generalization to new data. As
shown in Table V, the CNN-only model achieved an accuracy
of 0.88 (88%), while the CNN-Transformer model reached an
accuracy of 0.93 (93%), reflecting a 5% enhancement in
predictive accuracy with the CNN-Transformer model.
Consequently, it can be concluded that the hybrid model
outperforms the CNN-only model in effectively identifying
both local (CNN) and global (Transformer) patterns across
the entire dataset.

V.CONCLUSION

This work proposes a hybrid deep learning strategy
combining Convolutional Neural Networks (CNN) and
Vision Transformers (ViT) to classify COVID-19 severity
based on chest X-ray images taken from the open-access
COVIDx CXR-3 dataset. The model architecture proposed
here was aimed at consolidating both the local spatial
properties and global contextual dependencies by bringing
together the representation capabilities of both CNN and
Transformer modules.

Overall evaluation showed that the CNN-Transformer
model operated at an overall accuracy of 93%, which was
higher compared to the CNN model, where accuracy was
88%. The hybrid model also gave higher precision, recall, and
Fl-score values in all severity classes - the highest being in
the Moderate and Severe case classification, where the
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performance observed with the utilization of the CNN model
alone was comparatively low. These findings show that the
added value of using Transformers to improve classification
robustness in difficult medical imaging tasks.

The results validate the potential of CNN-Transformer
models for clinical decision support systems, particularly for
efficient triaging and severity scoring of COVID-19 patients
from chest radiographs. Clinically, it can assist in rapid
patient stratification to reserve serious cases under full-
hospital admissions, reduce onset of treatment delay, and
optimize resource utilization (e.g., ventilator allocation, ICU
bed availability). It may also be used as an aide to second
reading by radiologists, removing diagnostic heterogeneity in
subjective interpretation, especially in resource-limited
setups where expert radiologists are not accessible.
Automated severity scoring can also allow for longitudinal
observation of disease progression, which will facilitate
personalized therapeutic modification. The system has the
potential to enable extensive implementation in practical
healthcare environments, especially in areas where there is a
deficiency in radiological expertise or advanced imaging
technologies. Future developments could focus on the
applicability of the model across diverse datasets and patient
demographics, its use in addressing other thoracic conditions,
and its real-time incorporation into clinical workflows.

LIMITATIONS AND FURTHER STUDIES

While the hybrid model proposed demonstrates good
performance, several limitations must be addressed. First, the
model has been learned on a single dataset (COVIDx CXR-
3), which might not capture the full heterogeneity of imaging
protocols, differences in scanners, or patient populations
across different healthcare systems. Second, deployment on
real-world environments might face challenges with regard to
interfacing with hospital PACS systems, regulatory
approvals, and clinician acceptance and trust in Al-driven
decisions. Third, the performance of the model in comorbid
patients (e.g., COVID-19 with tuberculosis or lung cancer)
remains unexplored. Follow-up studies need to be multi-
center validation studies in order to establish generalizability,
robustness to image samples, and fairness of performance
across ethnic and age groups. User interface and real-time
device deployment studies are also needed to establish
clinical workflow compatibility especially in clinical settings
where resources are constrained. Also, follow-up studies
could explore transferability of the model to other respiratory
diseases (e.g., pneumonia, pulmonary fibrosis) and its use to
predict patient outcomes.

Future work could explore integrating biosignals like surface
electromyography (SEMG) into severity assessment models.
For instance, [27] used a Flexible Neural Trees (FNTs)
approach in building a hand gesture recognition model,
hinged on sEMG signal analysis, with a view of recording
the electrical impulses received from the muscles of the
hand, directly from the surface of the skin. Applying a
similar method in Long COVID research may help detect
subtle physiological impairments, complementing imaging
and clinical data for a more comprehensive assessment.
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TABLE VI. Combined Performance Metrics Table: CNN vs. CNN-Transformer on COVIDx CXR-3 Dataset

Metric Model Mild Moderate Severe Average / Accuracy
Precision CNN 0.89 0.85 0.87 0.87
CNN-Transformer 0.91 0.88 0.92 0.90
Recall CNN 0.88 0.83 0.86 0.86
CNN-Transformer 0.90 0.87 091 0.89
F1-Score CNN 0.885 0.84 0.865 0.863
CNN-Transformer 0.905 0.875 0.915 0.898
Accuracy CNN 0.88 (88%)
CNN-Transformer 0.93 (93%)
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Resumen— El presente estudio examina las opiniones Yy
valoraciones sociales en torno al presidente del Ecuador, Daniel
Noboa en la red social “X” mediante técnicas de analisis de
sentimientos. Para ello, se implementd web scraping, lo que
permitié recopilar 3177 tweets relevantes de manera eficiente y
econdmica. Posteriormente, se efectud un proceso de etiquetado
manual de las emociones reflejadas en los mensajes, con el objetivo
de asegurar una clasificacion mas rigurosa y representativa del sentir
de los usuarios. Los resultados revelaron que el 79.7% de los tweets
eran neutrales, lo que indica una falta de postura definida en la
mayoria de las menciones. No obstante, se detectd que el 16.6% de
los mensajes manifestaban una orientacion negativa, evidenciando
una presencia significativa de criticas y manifestaciones de
desaprobacion hacia el presidente. Por otro lado, Ginicamente el
3.7% de los tweets reflejaban una actitud positiva, lo que indica un
nivel relativamente bajo de respaldo explicito. Estos hallazgos
sugieren que la imagen del presidente Noboa en “X” es mayormente
neutral, con una tendencia significativa hacia la critica y un bajo
respaldo positivo. El estudio demuestra la utilidad del web scraping
y el analisis de sentimientos como herramientas clave para evaluar
la opinion publica en redes sociales, proporcionando informacion
valiosa para la comprension de la dinamica sociopolitica en entornos
digitales.

Palabras Clave—Analisis de sentimientos, web scraping, “X”,
percepcion publica, Daniel Noboa

Abstract— This study examines public opinions and social
evaluations regarding the President of Ecuador, Daniel Noboa, on
the social network “X” through sentiment analysis techniques. To
this end, web scraping was implemented, allowing for the efficient
and cost-effective collection of 3177 relevant tweets. Subsequently,
a manual labeling process of the emotions reflected in the messages
was carried out, aiming to ensure a more rigorous and
representative classification of users' sentiments. The results

revealed that 79.7% of the tweets were neutral, indicating a lack of

a defined stance in most mentions. However, 16.6% of the messages

expressed a negative orientation, showing a significant presence of

criticism and disapproval toward the president. In contrast, only
3.7% of the tweets reflected a positive attitude, indicating a
relatively low level of explicit support. These findings suggest that
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President Noboa's image on “X” is predominantly neutral, with a
significant tendency toward criticism and limited positive
endorsement. The study demonstrates the usefulness of web scraping
and sentiment analysis as key tools for evaluating public opinion on
social media, providing valuable insights into the sociopolitical
dynamics in digital environments.
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I. INTRODUCCION

Las plataformas digitales de redes sociales han
reconfigurado de manera sustancial las dinamicas de la
comunicacioén politica contemporanea al facilitar que los
ciudadanos compartan sus opiniones sobre las figuras publicas
y los eventos gubernamentales [1]. Por este motivo, “X”
(anteriormente  Twitter) se ha constituido como una
herramienta clave para el monitoreo inmediato de la
percepcion social. Dada la cantidad de informacion generada
en esa plataforma, las técnicas analiticas mas avanzadas, como
el analisis de sentimientos, pueden generar un entendimiento
de como los usuarios se posicionan al respecto de los temas de
interés para la sociedad [2].

El uso de técnicas de mineria de datos y aprendizaje
automatico ha optimizado el analisis de sentimientos al
permitir la clasificacion automatizada de grandes volimenes
de informacion [3]. Estas herramientas facilitan la
identificacion de tendencias en la opiniébn publica, el
monitoreo de cambios en la percepcion ciudadana y la
evaluacion del impacto de eventos politicos en tiempo real [4].
Sin embargo, su aplicacion en el &mbito politico ecuatoriano
presenta desafios particulares, como la diversidad lingiiistica,
la ambigiiedad en la expresion de emociones y la presencia de
estrategias de manipulacion digital, como el uso de bots y
campanas de desinformacion.

Para que el analisis de sentimientos sea una herramienta
efectiva en la evaluacién de la aceptacion presidencial, es
fundamental desarrollar enfoques metodologicos que
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mitiguen estos sesgos y garanticen la fiabilidad de los
resultados.

En Ecuador, el presidente Daniel Noboa asumié el cargo
en noviembre de 2023 en un escenario politico y social
complejo. La percepcion ciudadana sobre su gestion puede
influir en la toma de decisiones, la formulacion de politicas
publicas y su estabilidad en el cargo. Sin embargo, medir esta
percepcién de manera objetiva representa un desafio, dado
que las opiniones en redes sociales son diversas, dindmicas y,
en muchos casos, polarizadas [5]. En este sentido, el analisis
de sentimientos aplicado a los mensajes publicados en “X”
permite obtener una vision cuantificable sobre el nivel de
aceptacion del mandatario.

Este estudio tiene como objetivo principal analizar la
percepcion ciudadana sobre el presidente Daniel Noboa en
“X” através del analisis de sentimientos. Para ¢llo, se plantea
la identificacion y recopilacion de publicaciones relevantes, la
categorizacion de los mensajes segun su orientacion afectiva
(positiva, negativa o neutral) y el analisis cuantitativo de la
distribucién de dichas posturas a lo largo del periodo de
observacion, comprendido entre noviembre de 2023 y abril de
2024,

El presente analisis busca contribuir al entendimiento de
la opinién publica en entornos digitales, proporcionando un
marco metodologico replicable para el estudio de Ia
aceptacion de lideres politicos en redes sociales. Ademas, se
espera que los resultados obtenidos constituyan una base
informativa que oriente la formulacion de estrategias en
materia de comunicacion politica y en la toma de decisiones
relacionadas con la gestion gubernamental.

II. ANTECEDENTES

En los ultimos afios, la expansion de las redes sociales ha
transformado profundamente las dindmicas de interaccion y
las formas en que los ciudadanos manifiestan sus opiniones
respecto a asuntos politicos. Estas plataformas, en particular
la red social “X”, se han convertido en espacios clave para el
debate publico y la formacion de percepciones sociales en
tiempo real [6]. En este escenario, las técnicas de analisis de
sentimientos se han consolidado como un recurso
metodologico eficiente para captar y cuantificar la opinion
publica, permitiendo evaluar tendencias y patrones de
reaccion ante distintos eventos [7].

Un ejemplo representativo del impacto que ejercen las
redes sociales en el ambito politico lo constituye la campaiia
presidencial de Donald Trump. Durante su postulacion,
Trump utilizé6 “X” como un canal directo de comunicaciéon
con sus seguidores, difundiendo mensajes polémicos que
generaron un impacto medidtico considerable. Su estrategia
digital no solo le permiti6 establecer una narrativa propia, sino
que también le brind6 la capacidad de sortear los medios de
comunicacion tradicionales y conectar de manera mas efectiva
con su base electoral. A través de su constante actividad en la
plataforma, logré reforzar su imagen y movilizar a votantes,
lo que subraya el papel crucial de las redes en los procesos
electorales modernos [8].

El uso de técnicas sofisticadas de mineria de datos ha
ampliado significativamente las posibilidades del analisis de
sentimientos, al ofrecer una comprension mas precisa y
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actualizada de las percepciones de los usuarios en diversas
plataformas digitales [9]. No obstante, aun persisten vacios en
la aplicacion de estas técnicas en contextos politicos
especificos, como el ecuatoriano. En particular, el estudio de
la aceptacion de un presidente a través del analisis en la red
social “X” sigue siendo un area de investigacion poco
explorada. Esta brecha de conocimiento resalta la necesidad
de adaptar los métodos de analisis de sentimientos a contextos
politicos especificos, capitalizando el volumen significativo
de informacion producido a través de la actividad de los
usuarios en redes sociales [10].

En América Latina, la participacion politica a través de
redes sociales ha experimentado un crecimiento sostenido,
particularmente en aquellos contextos donde la credibilidad de
los medios tradicionales se encuentra debilitada. Estudios han
demostrado que plataformas como “X” y Facebook han
servido no solo para la movilizacion ciudadana, sino también
como espacios donde se articula la oposicion politica y se
difunden discursos criticos hacia los gobiernos [11].

Este fenomeno ha sido evidente en casos como las
protestas en Chile en 2019 y las manifestaciones en Colombia
en 2021 [12], donde las redes jugaron un rol fundamental en
la organizacién de movimientos sociales y la construccion de
narrativas alternativas a las oficiales. Estas experiencias
sugieren que el andlisis de sentimientos aplicado a contextos
politicos latinoamericanos puede proporcionar informacion
valiosa sobre la estabilidad gubernamental y la percepcion
ciudadana en torno a lideres politicos.

III. METODOLOGIA

Este estudio se caracteriza por un disefio no experimental
y longitudinal, ya que analiza la percepcion ciudadana sobre
el presidente Daniel Noboa en la red social “X” a lo largo del
intervalo temporal que va de noviembre de 2023 a abril de
2024. Se adoptd una metodologia de corte cuantitativo con el
proposito de examinar los datos obtenidos a partir de una
muestra significativa de publicaciones emitidas por usuarios
de la plataforma.
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9 sentimientos
[Eslandarizaciun |
Depuracién
de simbolos | ||Distribucién
y signos de Clasificacién de
) puntuacion
Extraccion —

de los sentimientos
) tweets -
Segmentacion
en palabras

[ oo twests (posiivo,

negativo,
neutral) LATES
) palabras

Supresion de
palabras
vacias

Normalizacion
lexica

Figura 1. Esquema general del enfoque metodologico propuesto.

El enfoque metodologico seguido en este estudio (Figura
1) se estructura en cuatro fases principales: extraccion,
preprocesamiento, etiquetado y andlisis de sentimientos.
Cada una de estas etapas permite convertir los datos en bruto
en conocimiento significativo, aprovechable y visualmente
comprensible.
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Aunque la red social cambié su nombre a “X”, en este
estudio se utiliza el término “tweer’” por su uso consolidado en
la literatura académica y para mantener continuidad con
investigaciones previas.

En la fase de extraccion, se llevo a cabo la recopilacion de
tweets relevantes dentro del periodo de estudio. Para ello, se
utilizaron técnicas de extraccion automatizada de datos que
permitieron obtener una muestra representativa de
publicaciones en torno al presidente Noboa.

El preprocesamiento consisti6 en la limpieza y
estandarizacion de los datos para mejorar su calidad antes del
analisis. Este proceso incluyd estandarizacion del texto,
depuracion de simbolos - signos de puntuacion, segmentacion
en palabras, supresion de palabras vacias y normalizacion
Iéxica, asegurando que la informacion estuviera estructurada
de manera uniforme y lista para la clasificacion.

En la etapa de etiquetado, los tweets fueron clasificados
segun su polaridad en positivo, negativo o neutral. Esta
categorizacion permitié identificar la distribucion de
sentimientos expresados en las publicaciones analizadas,
proporcionando una base solida para el andlisis posterior.

Finalmente, en la fase de analisis de sentimientos, se
realizaron representaciones graficas para visualizar la
distribucion de opiniones sobre el presidente. También se
crearon representaciones visuales en forma de nubes de
palabras con el fin de destacar los vocablos mas recurrentes
vinculados a cada tipo de sentimiento, lo que permiti6 obtener
una vision detallada de los temas mas relevantes en la
discusion publica.

Este enfoque metodologico permitid transformar un gran
volumen de datos en informacién comprensible y Ttil,
proporcionando una evaluacion estructurada de la percepcion
ciudadana en redes sociales.

IV. DESARROLLO

A. Extraccion

Para la recopilacion de los datos, se optd por utilizar
scraping, una técnica que permite la extraccion automatizada
de informacion desde paginas web. Bésicamente, consiste en
un programa que navega por sitios especificos, analiza su
estructura y extrae datos relevantes segun los criterios
predefinidos. Este método es ampliamente utilizado en
estudios de analisis de redes sociales, pues permite obtener
una gran cantidad de datos de manera rapida y en el momento
en que se generan [13].

En este estudio, se utilizd la plataforma APIFY, una
herramienta especializada en la extraccion de datos en la web.
Mediante esta plataforma, se obtuvieron publicaciones
relacionadas con el presidente Daniel Noboa, asegurando asi
un conjunto de datos representativo y alineado con los
objetivos de la investigacion. La capacidad de APIFY para
trabajar con algoritmos de filtro y reglas personalizadas
garantizo6 la calidad y confiabilidad de nuestros datos.

Los parametros de extraccion fueron los siguientes:
e Término de busqueda: “Daniel Noboa”

e Periodo de analisis: 23 de noviembre de 2023 - 30
de abril de 2024

e Filtros aplicados: Excluir tweets con imagenes o
videos, eliminar retweets para evitar redundancia.
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Tras la aplicacion de estos parametros, el proceso de
extraccion gener6 un total de 3177 tweets. Sin embargo, para
garantizar un andlisis eficiente, se seleccionaron inicamente
los atributos mas relevantes dentro del conjunto de datos:

e text: Contenido del tweet
e createdAt: Fecha de publicacion
e author/location: Localidad del usuario

B. Preprocesamiento de datos

Con el fin de asegurar la fiabilidad de la informacion
recopilada, se aplicaron técnicas de preprocesamiento,
eliminando elementos que podrian afectar la precision del
analisis. Este proceso incluyo:

e [Estandarizaciéon del texto: Conversion a
mintsculas para evitar discrepancias por diferencias
en capitalizacion

tweet = tweet.lower()

e Depuracion de simbolos y signos de puntuacion:
Remocion de menciones, hashtags y signos de
puntuacioén innecesarios

tweet = re.sub(r'@[a-zA-Z0-9 ]+, ", tweet)
tweet = re.sub(r'["a-zA-Z\s]', ", tweet)

e Segmentacion en palabras: Division del texto en
palabras individuales para facilitar el analisis

tokens = word_tokenize(tweet)

e Supresion de palabras vacias: Eliminaciéon de
términos con poco valor informativo, como articulos,
conjunciones y preposiciones

stop_words = set(stopwords.words('spanish'))
tokens = [word for word in tokens if word not in stop_words]

e Normalizacion léxica: Reduccion de las palabras a
su forma base para evitar variaciones innecesarias en
el analisis.

tokens = [lemmatizer.lemmatize(word) for word in tokens]

Asimismo, las ausencias de datos en el campo
author/location  fueron sustituidas por el término
'Desconocido’ en una columna adicional 1lamada 'ubicacion’,
con el fin de mantener la uniformidad del conjunto de datos.

df tweets['ubicacion'] =
df tweets['author/location'].fillna("Desconocido')

C. Etiquetado

Con el proposito de determinar la polaridad emocional en
los tweets, inicialmente se emplearon herramientas
automatizadas como pysentiment y TextBlob, dos librerias de
Python especializadas en el andlisis de sentimientos y el
procesamiento de lenguaje natural. Estas herramientas estan
disefiadas para evaluar la polaridad de los textos, facilitando
la clasificacion automatica de las publicaciones seglin su carga
emocional.[14].

No obstante, tras varias pruebas, se identificaron
inconsistencias en los resultados, principalmente debido a
limitaciones en la interpretacion del idioma espafol y la
contextualizacion de las expresiones. Como se observa en la
Tabla I, pysentiment clasificé incorrectamente como positivo
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un tweet con una fuerte carga critica, al no detectar el sarcasmo
presente en la expresion "plan bonito".

Tabla 1. EJEMPLO DE ERROR EN LA CLASIFICACION DE
SENTIMIENTOS POR PARTE DE PYSENTIMENT

tweet_original tweet_limpio sentimiento

Entonces, Daniel Noboa, ¢el
"plan bonito" era dejar escapar
a Fito?

entonces plan
bonito dejar
escapar fito

positivo

De manera similar, en la Tabla II, TextBlob asign6é una
polaridad positiva a un fweet con términos negativos como
dictador, odiador y seguridad nacional, evidenciando que la
herramienta no logré interpretar correctamente el sentimiento
global del mensaje.

TablaIl.  EJEMPLO DE ERROR EN LA CLASIFICACION DE
SENTIMIENTOS POR PARTE DE TEXTBLOB
tweet_original tweet_limpio sentimiento
Daniel Noboa el Presidente ya ~ funciones sucede positivo

en funciones q le sucede? me  huele dictador
huele a dictador odiador o se  odiador cree
cree omnipotente x favor omnipotente X
mesura Sr nadie lo nombré favor mesura sr
una especie de dictador o algo  nadie nombro
parecido. pone a un tipo no especie dictador
acto para seguridad nacional.  parecido pone tipo
y lo peor ala Vice lamandaa acto seguridad
la guerra a Israel nacional peor vice
manda guerra
israel

Estas imprecisiones pueden deberse a que ambos
algoritmos fueron desarrollados principalmente para el idioma
inglés, lo que afecta su desempefio en textos en espafiol,
especialmente en aquellos con lenguaje coloquial, ironia o
contexto politico.

Ante esta limitacion, se opto por realizar una clasificacion
manual de los tweets, categorizandolos en positivos, negativos
o neutrales. Aunque este método introduce cierto sesgo del
investigador, se consideré una alternativa mas precisa para
captar la percepcion real expresada por los usuarios en la red
social.

Para llevar a cabo la clasificacion manual, se conformé un
equipo de tres investigadores, quienes etiquetaron de forma
independiente cada uno de los tweets recopilados,
asignandolos a una de tres categorias: positivo, negativo o
neutral. Esta evaluacion se realizé considerando el contexto
lingiiistico y el contenido semantico de cada publicacion,
incluyendo matices como la ironia, el sarcasmo y el tono
implicito. Posteriormente, se compararon los resultados
obtenidos por los tres evaluadores y, en los casos donde
existian discrepancias, se discutieron en conjunto hasta
alcanzar un consenso. Este enfoque permitié aumentar la
precision de la clasificacion, al combinar diferentes
perspectivas y minimizar el sesgo individual.
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V. RESULTADOS

A. Andlisis de Sentimientos

Los hallazgos presentados (Tabla III) a partir del estudio
de 3170 tweets relacionados con el presidente Daniel Noboa
revelan una distribucién predominante de sentimientos
neutrales (79.7%), seguidos por menciones negativas
(16.6%) y una minoria de comentarios positives (3.7%).
Estos hallazgos sugieren que la mayor parte de las
conversaciones en “X” sobre el presidente no expresan una
opinién clara de apoyo o rechazo, sino que reflejan
comentarios informativos o descripciones de eventos sin una
carga emocional evidente.

Tabla IIl.  DISTRIBUCION DE CANTIDAD POR CATEGORIA
Sentimiento N° Tweets Porcentaje
Neutral 2,526 79.7%
Negativo 527 16.6%
Positivo 117 3.7%

Total 3170 100%

La proporcion relativamente alta de fweets negativos
(16.6%) indica la presencia de una cantidad considerable de
criticas y descontento entre los usuarios de la plataforma. Este
resultado podria estar asociado a decisiones politicas
impopulares, problemas nacionales de relevancia o
comparaciones con administraciones anteriores. Por otro lado,
la baja presencia de tweets positivos (3.7%) apunta que las
acciones del presidente han generado un menor nivel de
respaldo expreso en redes sociales. Este hallazgo puede
interpretarse como una falta de percepcion positiva
significativa o una tendencia de los usuarios a expresar sus
opiniones favorables en otros espacios digitales.

B. Anailisis de Nube de Palabras

La representacion visual de los unigramas en los tweets
negativos (Figura 2) destaca temas como "seguridad",
"delincuencia" e "inseguridad”, lo que indica que la inquietud
respecto al panorama de seguridad nacional es un aspecto
central del descontento. Ademads, la presencia de términos
como "Lasso" y "Guillermo" sugiere comparaciones entre el
gobierno actual y la administracién anterior, posiblemente
reflejando continuidades o diferencias en politicas y
estrategias gubernamentales. Por otro lado, palabras como
"dolares", "impuestos" e "IVA" sugieren inquietudes sobre la
economia y la politica fiscal.

vy
péeb
millones

Figura 2. Nube de palabras con unigramas asociados a sentimientos
negativos
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Por otro lado, los tweets positivos (Figura 3) contienen
términos como "apoyo", "bien", "excelente" y "resultados", lo
que refleja una parte de la poblacion que valora positivamente
ciertas acciones del presidente. Términos como '"ley",
"nacional" y '"politica" sugieren que algunas politicas
implementadas han sido bien recibidas. Asimismo, la
inclusion de "seguridad", "policia" y "terroristas" indica que
algunos usuarios consideran efectivos los esfuerzos del
gobierno en esta area.

vecle @S I
€conomica :
Joven
me jors
trabaiei-dias
policia 4
po]ltlca

inssrnacional pfins hi

excelente

“resultados

Figura 3. Nube de palabras con unigramas asociados a sentimientos
positivos

Finalmente, los tweets neutrales (Figura 4) presentan una
alta frecuencia de palabras como "consulta", "seguridad" y
"politica", lo que sugiere que muchas publicaciones giran en
torno a descripciones de eventos y politicas sin una valoracion
emocional clara. Ademas, la mencidon recurrente de "IVA"
indica que el debate economico es un tema central en la
conversacion digital.

c acue;do ‘.,;: 5 1'3

po. 1(1(0 ;

popularnacmnall uwpueblo

C 1t]_calam11 ones a abad

IT'IEXlCO

Figura 4. Nube de palabras con unigramas asociados a sentimientos
neutrales

C. Distribucion de Sentimientos por Mes

Distribucién de sentimientos por mes

100 4 .. 5.1% .. 2.1% 0.8% L.6%

80

60 61.3% Sentimiento

78.6% 77.3% 84.8% 86.lmmm negative
neutral

B positivo
404

204

Figura 5. Grafico de barras: evolucion de sentimientos a lo largo de los
meses

El analisis temporal (Figura 5) muestra fluctuaciones en la
distribucion de sentimientos a lo largo de los meses de estudio.
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En diciembre de 2023, los tweets negativos alcanzaron su
punto maximo (33.5%), lo que podria estar vinculado a
eventos politicos o decisiones gubernamentales impopulares
en ese periodo. Posteriormente, el porcentaje de menciones
negativas disminuyo y se mantuvo estable entre el 13% y el
16% en los meses siguientes.

Por otro lado, las publicaciones con tono positivo
representaron el porcentaje mas bajo, con su mayor pico en
enero de 2024 (6.8%) y su punto mas bajo en marzo de 2024
(0.8%). La escasa presencia de opiniones favorables sugiere
que gran parte de los comentarios en “X” no manifiestan un
apoyo explicito hacia el presidente.

Finalmente, los tweets neutrales dominaron la
conversacion en todos los meses, oscilando entre el 61.3% y
el 88.6%. Se observa un aumento significativo en abril de
2024, donde casi el 89% de los tweets fueron neutros. Esto
podria indicar una menor polarizacion en la discusion digital
o una mayor tendencia de los wusuarios a compartir
informacion sin emitir juicios de valor.

VI. DISCUSION

Los resultados obtenidos muestran que la red social “X”
es un espacio donde predominan las discusiones neutrales
sobre el presidente Daniel Noboa, aunque con una marcada
tendencia hacia la critica y una baja expresion de apoyo
explicito. Este fenomeno es coherente con estudios previos
que indican que las redes sociales suelen ser utilizadas
principalmente como plataformas de opinion y debate, donde
la critica politica es mas frecuente que el reconocimiento de
acciones gubernamentales positivas [15].

Un aspecto clave identificado en el andlisis es la relevancia
de la seguridad y la economia dentro de la conversacion
digital, lo que sugiere que estos temas son prioritarios en la
percepcion ciudadana. Ademas, la frecuente comparacion con
el expresidente Guillermo Lasso indica que el gobierno de
Noboa es evaluado en funcion de una continuidad o ruptura
con la administracion anterior, lo que puede influir en la
construccion de su imagen politica.

Estos hallazgos pueden ser de gran utilidad para
comprender las principales inquietudes de la poblacion y en la
elaboracion de tacticas comunicacionales mas eficientes en el
ambito politico. El analisis de sentimientos en redes sociales
no solo permite medir la aceptacion o rechazo de una figura
publica, sino que también ofrece una vision detallada de los
temas que generan mayor interaccion y debate, lo cual puede
contribuir a fundamentar decisiones gubernamentales y
acciones orientadas al posicionamiento publico.

VII. CONCLUSIONES

El presente estudio permiti6 analizar la percepcion publica
en la red social “X” sobre el presidente Daniel Noboa a través
de técnicas de analisis de sentimientos. A continuacion, se
presentan las principales conclusiones derivadas del estudio.

En primer lugar, el web scraping demostr6 ser una
herramienta efectiva y econdmica para la recopilacion de
datos, que permitio la extraccion de 3177 tweets relevantes
para el analisis. Este método facilitd la obtenciéon de una
muestra representativa, proporcionando una base sélida para
evaluar la opinion publica en la plataforma.

Ademas, la clasificacion manual de los fweets segiin su
sentimiento permiti® una categorizacidon mas precisa en
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comparacion con métodos completamente automatizados. Al
realizar una evaluacion detallada del contenido, se logro
captar de manera mas fiel las emociones y percepciones
expresadas, lo que redujo posibles errores en la asignacion de
categorias.

En cuanto a la distribucion de los sentimientos, se
identifico un claro predominio de publicaciones con tono
neutral (79.7%), lo que indica que la mayoria de las menciones
no manifiesta una postura emocional definida, sino que se
limitan a informar o comentar sobre las acciones del
presidente sin emitir juicios valorativos. Sin embargo, un
16.6% de los tweets reflej6 una postura negativa,
evidenciando una presencia significativa de criticas y
desaprobacién hacia su gestion. Por otro lado, el porcentaje de
tweets positivos fue el mas bajo (3.7%), lo que indica un nivel
de apoyo explicito limitado dentro de la muestra analizada.

Estos hallazgos reflejan que la percepcion en la red social
“X” sobre el presidente Noboa se mantiene mayormente
neutral, aunque con una proporcion considerable de
comentarios criticos y un bajo nivel de respaldo explicito.
Estos datos pueden contribuir a entender como se configura la
opinion publica en plataformas digitales y como esta repercute
en la percepcion politica del presidente.

No obstante, este estudio presenta ciertas limitaciones que
deben ser consideradas. En primer lugar, el analisis se baso
unicamente en datos recolectados de la red social “X” durante
un periodo determinado, lo cual restringe la posibilidad de
observar la evolucion temporal de la percepcion publica hacia
el presidente Daniel Noboa. Ademas, se excluyeron elementos
relevantes como retweets y respuestas, los cuales podrian
aportar mayor profundidad sobre la interaccion y resonancia
de los mensajes.

Asimismo, el analisis se enfoco Unicamente en una red
social, sin considerar otras plataformas como Facebook o
Instagram, que cuentan con publicos distintos y podrian
ofrecer una vision mas completa y diversa sobre la opinién
ciudadana. Por otro lado, la clasificacion manual, aunque
precisa, es limitada por la subjetividad de los evaluadores y no
es escalable ante volumenes masivos de informacion.

Para investigaciones futuras, se recomienda ampliar el
periodo de analisis con el fin de identificar tendencias a lo
largo del tiempo y evaluar el impacto de decisiones politicas
de manera mas integral. También seria valioso incorporar
otras plataformas digitales para enriquecer la diversidad de
opiniones analizadas.

En cuanto al procesamiento de datos, aumentar el volumen
de tweets recopilados podria permitir el uso de modelos mas
sofisticados, como redes neuronales profundas o transformers
preentrenados como BERT o GPT, los cuales han demostrado
un alto desempeflo en tareas de analisis de sentimientos,
especialmente en entornos multilingiies.
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Abstract— When light meets sound, a new dimension of
analysis unfolds. This work explores black hole observations
through the lens of signal theory and acoustic wave mechanics,
revealing a resonant bridge between electromagnetic and
mechanical waves. Using Event Horizon Telescope EHT data, black
hole imagery is treated as a three-dimensional digital signal, where
the analytic Hilbert envelope and normalized Discrete Fourier
Transform DFT expose hidden structures.

The gravitational shadow is interpreted not as silence, but as a
measurable energy dip—an imprint of absorption rather than
absence. Euler’s identity is employed to map signal phase and
symmetry into polar and complex domains, providing an intuitive
mathematical pathway toward the event horizon.

By applying foundational acoustic concepts such as resonance,
interference, and entropy, the field surrounding the black hole is
reinterpreted as a complex communication signal. This
interdisciplinary framework unifies digital signal processing,
electromagnetic theory, and acoustics into a novel methodology for
astronomical analysis. Notably, when a full noise assessment is
conducted, EHT images exhibit a significant enhancement in
resolution and information transmission.

Keywords— black hole imaging, digital signal processing,
Hilbert analytic envelope, frequency-domain analysis

Resumen— Cuando la luz se encuentra con el sonido, emerge
una nueva dimension de analisis. Este trabajo examina las
observaciones de agujeros negros a través de la teoria de sefales y
la mecanica de ondas acusticas. Utilizando datos del Telescopio del
Horizonte de Sucesos EHT, las imagenes de agujeros negros se
tratan como sefiales digitales tridimensionales, donde la envolvente
analitica de Hilbert y la Transformada Discreta de Fourier (DFT,
sigla en inglés) normalizada revelan estructuras y simetrias ocultas.

La sombra gravitacional se interpreta no como silencio, sino
como una caida medible de energia—una huella de absorcién en
lugar de una simple ausencia. La identidad de Euler se emplea para
mapear la fase y la simetria de la sefial en planos polares y
complejos, ofreciendo un camino matematico intuitivo hacia el
horizonte de eventos.

Al aplicar conceptos acusticos fundamentales como la
resonancia, la interferencia y la entropia, el campo que rodea al
agujero negro se convierte en una sefial comunicativa. Este enfoque
interdisciplinario unifica el procesamiento digital de sefiales, la
teoria electromagnética y la actistica en una metodologia innovadora
para el analisis astrondmico. Cabe destacar que, al realizar una
evaluacion completa del ruido, se logra una mejora significativa en

DOI: 10.5281/zenodo.15741202

la resolucion y transmision de informacion de las imagenes
publicadas por el EHT.

Palabras clave— imagenes de agujeros negros, procesamiento
digital de senales, envolvente de Hilbert, analisis actstico, analisis
en frecuencia

L. INTRODUCTION

Information transfer is a universal principle bridging
quantum mechanics and classical communication, where all
signals carry energy, meaning, and noise encapsulated in
discrete packages such as numbers, letters, bits or waveforms.

Sonic language emerges when wave patterns become
mutually intelligible between two or more individuals,
enabling them to convey meaning. Written language, in turn,
is a system of abstract symbols that represent the sound of the
waveform; in this sense, a text functions like a musical score.

For example, vowels represent the shape the mouth must
take to produce a given tone, while consonants define the
articulation and structural rhythm of pronunciation. Although
the combination of these symbols is remarkably expressive,
different languages that share the same basic alphabet often
act as acoustic privacy filters, where unfamiliar waveforms or
combinations may be heard but not understood or readable.

Architectural acoustics addresses how signals travel from
emitter to receiver, aiming to reduce distortion and preserve
intelligibility particularly in the articulation of consonants,
which are most susceptible to masking. In this analogy,
amplitude corresponds to font size or pixel intensity, noise to
typographic clutter or distortion, and reflections to the
overlapping of tints and shadows that blur the visual message.

Epistemology refers to the study of knowledge itself: how
we know what we know, what counts as valid information,
and what frameworks we use to extract meaning from
observation, therefore visual images from black holes can be
studied like waves composed of discrete points or pixels.

In this study, images from EHT and PRIMO will serve as
reference benchmarks to test the hypothesis that, by
approaching the problem as an acoustic engineering task with
the application of digital signal processing, it is possible to
improve information transfer from black holes observations.
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II. DIGITAL DOMAIN WAVES

In sound engineering, natural signals such as speech or the
sound produced by a musical instrument are identified as
unique, non-repeatable events that exist only once in life.
Information transfer between source and receiver occurs
within fractional time intervals, relative to a synchronization
function. If a message is not understood, the receiver may
request repetition from the emitter.

In other cases, such as in noisy classrooms or Moiré-style
animations, the brain demonstrates the ability to reconstruct
incomplete signals. This occurs because familiar waveforms
are stored within a perceptual database, allowing the cognitive
system to interpolate missing information and preserve
semantic meaning.

Digital audio, image and video work with this cognitive
behavior, where a continuous data frame of discrete voltage
values creates the illusion of sound or motion perception,
known as sampling frequency or frames per second fs.

To encode an analog waveform with minimal information
loss, the Nyquist-Shannon sampling theorem must be
satisfied, the sampling frequency fs must be at least twice the
highest frequency component present in the signal to ensure
accurate reconstruction [1]. In architectural practice, this
concept finds a parallel: defining a distance or magnitude
requires at least two reference points, from Lo to L. Once
these boundaries are established, the midpoint can be
calculated as the arithmetic mean.

To increase resolution, the interval between limits can be
subdivided by increasing the fs, however, this is constrained
by both the capabilities of the measurement tools and the
limits of human perception. For instance, a one-meter length
can be divided into 1.000 millimeters, approaching the
practical threshold of visual or mechanical resolution, for
greater precision, microscopy techniques become necessary.

Moreover, the meter itself is an abstract standard of length
defined independently of individual perception. This is
precisely why standardization is essential in commercial
transactions, where relying solely on human perception could
lead to misinterpretation or dispute.

A. Bit Depth

In binary encoding, the number of bits determines the
possible amplitude levels that a digital signal can adopt (1).
This relationship follows natural binary reproduction growth.

N, = 2015, (M)

For an 8-bit signal, this results in 256 levels ranging from
No to Ny.1 , and a 32-bit audio signal has over 4 billion possible
discrete states, providing extremely fine resolution as
represented in Fig. 1.

Quantization of a Sine Wave at Different Bit Depths

[ 0z 04 e o 1
Time [s]

Fig. 1. Bit depth influence in waveform amplitud representation
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In Python, tools from matplotlib library such as histogram,
contour maps, 3D surface plots and colormaps are useful to
analyze the distribution of amplitude across the pixel
intensities in each image channel.

Fig. 2 presents the channel analysis for the M87 EHT
image. On screen pixel intensity often results in perceptual
masking of lower levels. To enhance the visual interpretation
of channel information, an HSV colormap has been applied on
the 3D surface plot.

Channel Red with Contour 3D Surface Red

3D Surface Green

Histogram Red

sm— = —J

Channel Green with Contour Histogram Green

30 Surface Blue

Histogram Blue

Fig. 2. Amplitude distribution in M87 EHT in RGB channels M87 EHT.

By applying a simple level adjustment in Photoshop to the
M87 images presented in the work of Lia Medeiros et al.
which used the PRIMO algorithm on the original 2019 EHT
data [2], sharp transitions in brightness become immediately
visible in Fig. 3. These features are not apparent in the original
images due to perceptual masking, much like how background
noise blurs speech intelligibility in architectural spaces.

g PRIMO at EHT resolution

EHT 2019

Fig. 3. Level adjustment in Photoshop applied to M87 black hole images
from Lia Medeiros e al 2023 ApJL 947 L7.

In image analysis, the histogram allows study the
distribution of pixel intensity values across discrete levels.
Applying the Discrete Fourier Transform (DFT) to the
histogram allows the pixel intensity distribution to be treated
as a finite signal, enabling the analysis of tonal structure in
terms of frequency components [3].
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The histogram DFT is defined as (2):

Np-1

_j2mnk
X[k] = Z x[n]-e” ™ k=012,..N,—1, (2)

n=0

Where x[n] is the histogram value at intensity level n, N,
is the number of bins, k is the frequency index, and X[k] are
the DFT coefficients representing the frequency content of
the histogram.

Fig. 4 shows a comparison between different black holes
available images including M87 and Sagittarius A*. A
consistent spectral pattern can be observed: the red channel
exhibits a higher concentration of high-frequency
components, while the green and blue channels are
dominated by lower-frequency content, that tends to
resemble a modal shape present in room acoustics response.

Bit Depth Spectrum (0-255)

M87 PRIMO EHT Image

Noemalized Ampituda

N/

M87 EHT Image

Bit Depth Spectrum (0-255)

Noemaitzed Ampitude

Sagittarius A* Image

Fig. 4. Histogram DFT comparision of black holes images.

B. Entropy

To relate how bit depth links amplitude to discrete values
through quantization, it is worth taking a quick detour into
quantum mechanics. In his foundational paper [4], Max
Planck introduced a statistical interpretation of entropy in
systems of electromagnetic resonators, he stated that “Entropy
implies disorder, and this disorder, according to the theory of
electromagnetic  radiation, arises in monochromatic
oscillations of a resonator”.

In an RGB image, each channel can be thought of as an
independent monochromatic resonator as considered before.

Planck mentions that entropy S of such a system is related
to the Boltzmann constant k, and the number of microstates
N» (3):

S = ky - log(N,) 3)

Harry Nyquist, on the other hand [5], considered that the
maximum speed W of transmission is related to the number of
current values m, where in a circuit a line speed (4) is:

W =K -log(m) 4)

Where K is a constant and m represents the number of
characters, in this case the number of available levels, the
higher the number of signal elements, the higher the amount
of intelligence. Nyquist explains that if n is the number of
signal elements per character, the total number of characters
that can be constructed is m", given binary code has two
characters 2" levels can be generated, reinforcing the
connection between entropy, information capacity, and bit
depth.

Claude Shannon, in his foundational work A
Mathematical Theory of Communication , formalized this link
by defining entropy H as a measure of uncertainty in the
information source. The Shannon entropy (5) is given by:

H=-K Z p; log, (p;) ©)

Where p; is the probability of observing state i, and K is a
constant depending on the system that may be taken as the
Boltzmann constant, as Planck suggested. The probability pi
is a function of the available states (6):

L= 6
Pi= - (6)
In Fig. 5, using the entropy filter from scikit-image, with a
5-pixel moving window is wused to extract hidden
informational patterns, then a denoised gaussian filter was
applied to achieve a more stable image from grayscale data.

clele

Fig. 5. Shannon's entropy analysis of M87 PRIMO and EHT.

Fig. 6 shows entropy profiles for each monochromatic
channel considered independently as well as for DFT. In the
green and blue channels, informational content that was
previously hidden in the lower tonal levels of these systems is
now perceptual. In contrast, the red channel exhibits a DFT
response that strongly resembles a sinc function, a behavior
well-known in the electroacoustic of multiple speaker arrays.
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This pattern implies the presence of coherent constructive
interference and well-defined transitions between ordered and
disordered zones within the red entropy field.

Entropy - Red Channel

Entropy - Red Channel

Entropy - Blue Channel

Entropy - Blue Channel

Entropy - Red Channel Entropy - Blue Channel

Fig. 6. Entropy comparison between M87 EHT, M87 PRIMO and Sag A*
and DFT histogram analysis

DFT of Entropy Maps - RGE Channels

DFT of Entropy Mags - RGE Channels

If each state is equally probable in a uniform quantization
system (7), and the number of possible states at level 2"

< 1 1 .
H, = _KZZ_"IOgZ (2_") =—Klog,2") =Kn (1)
i=1

Increasing bit depth increases quantization states, raising
entropy and information resolution. However, this depends on
the sample rate, while post-production quantization or
posterizing is possible, lost information can't be restored
unless artificial data is added adding uncertainty.

Interestingly, this growth in informational potential can be
likened to Hooke’s law (8), where the restoring force in a
spring is proportional to its displacement:

F=—K-Ax )

In this analogy, K represents the stiffness of the system or
its informational elasticity, and Ax corresponds to the
amplitude of motion, which can relate to Nyquist speed
information or intelligence transmission.

Entropy Map W Distribution

Nyquist Transmission Speed W

Fig. 7. Nyquist transmission speed distribution

John William Strutt also known as Lord Rayleigh, in The
Theory of Sound [6] explains that stiffness constants K
governs the propagation speed of wavefront in stretched string
and can be derived from Hooke's Law, where K as in entropy
depends on the material properties as the Young’s modulus E
and the cross-sectional area A.

In elastic theory, the tension T (9) stored in a string of

natural length L when stretched to a length L’ is given by:
L'—1L
T=E-A—— (€))
L

The wavefront speed ¢ (10) is related to the tension and the
linear mass density p, or as in special relativity theory to the
energy e and the mass of the particle m:

T e
C:J::f: (10)
U m
As in quantum mechanics, standing waves in strings
respond to discrete modes. Their natural frequencies (11) are
harmonically related and constrained by the length of Lx,
where the fundamental mode corresponds to a wavelength that
is twice the length A = 2Lx:
nc _nc

fn=m—z=nf (11)
The greater the stretch of a string, the greater the tension,
the greater wavefront speed ¢, where higher elastic energy
storage state leads to higher frequency oscillations. This
behavior mirrors Planck’s quantum energy relationship (11):

E=hf=r—=— (11)
Where h is the Planck's constant, that is the linear
expression of the reduce Planck’s constat h = 2mh, that

represent the angular momentum of the electron in Bohr radius
of the hydrogen atom where & = 1,05 x 1073* (kg-m?-s™").
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The rest of the energy is stored as passive energy in a
system due to its configuration. For example, tension in a
stretched string allows the system to oscillate, where the
potential energy is at equilibrium (12), in relativistic terms:

E, = mc? (12)

In a stretched string or elastic system, the static
displacement x¢ (13) due to pre-tension increase speed:

1
Erest ZEKxOZ 13)
Dynamic energy is the energy fluctuating around the
equilibrium due to a disturbance (14), where the acoustic
pressure emitted by a string instrument if proportional to the
initial input force or the amplitude Ax of motion, which relates
to mass times acceleration, as in Newton’s second law:

1
Egyn = EKAx2 (14)
Without a triggering force, the system remains at rest, but
already energized, like a compressed spring or a charged field,
the higher the tension the lower the amplitude of motion
available thus less string is available to oscillate (15):

Etotal = Erest + Edyn (15)

This principle has analogies in electronic and acoustic
systems, for instance, a camera shutter requires a baseline
voltage to operate or rest energy, generating a background
noise floor, especially evident at high ISO settings.

Fig. 8 completes the entropy analysis, where the
histograms are flattened and smoothed using a Gaussian filter.
The first and second derivatives are then calculated using
NumPy.Gradient. The relative mass is defined as the
normalized pixel intensity x; relative to the entropy scale 8-bit
scale where m = xi/8.

Entropy ws Original Histogram [RGB QOverlaid)

Acceleration (Original vs Fntropy-Rased)

Force (F = mea) in RGA (Original vs Fntropy-Based)
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H
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Fig. 8. Comparison between entropy-based and original histograms of the
M87 PRIMO image
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C. Histogram equalization

In digital image processing, histogram equalization is a
contrast enhancement technique that redistributes pixel
intensities to span the full dynamic range. This prevents the
clustering of values within a narrow band, as seen in earlier
unprocessed images.

This implementation, shown in Fig. 9, applies OpenCV’s
cv2.equalizeHist function, followed by a Gaussian blur to
reduce noise and improve local uniformity. The resulting
intensity distribution is visualized both as a 2D heatmap and
as a 3D surface using Axes 3D

3D Surface View

M87 PRIMO Histogram Equalized Map

M87 EHT Histogram Equalized Map 3D Surface View
% 9! -

oy -

3D Surface View

Fig. 9. Visualization of histogram equalization and 3D Surface

For a more detailed 3D representation, in Fig. 10 Plotly
was used to generate interactive surfaces with real-time
control over lighting, angle, and zoom. This not only enhances
visual analysis but also enables the export of the surface as a
3D printable heightmap, bridging digital signal processing and
physical modeling.

Fig. 10. M87 PRIMO Plotly 3D histogram equalization
From this analysis PRIMO-enhanced image reveals a

lower rest energy, evidenced by its reduced background
entropy and more efficient use of dynamic range.
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D. Bit planes

Bit plane decomposition is a technique used in digital
image processing to analyze the contribution of each
individual bit in the binary representation of pixel intensity
values [7]. In an 8-bit RGB image, each channel contains 8§
binary layers ranging from the most significant bit MSB or
bit 7 to the least significant bit LSB or bit 0.

Applying this analysis to M87 PRIMO in Fig. 11, it reveals
that in the green and blue channels, most of the structural
information is concentrated at the LSB level.

Bit Planes per Channel and RGB Reconstruction (Bits 7-0)

Fig. 11. Bit plane descomposition of M87 PRIMO

In bit 2 and bit 1, spherical or radial surfaces are notable in
the area near the central body, this reveals that coherent
information of low order is present in Fig. 12, while on M87
and Sag A* EHT background noise and distortion begin to be
predominant in this area.

Fig. 12. Bit plane 3,2,1 closeup for M87 PRIMO, EHT and Sag A*.
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In acoustics, sound diffusers are based on the quadratic
residue series discovered by Carl Friederich Gauss, which
were later explored by Manfred Schroeder in his book
Number Theory in Science and Communication [8]. These
sequencies have been used from signals analysis to acoustic
design of concert halls.

Bit-plane’s phase level is determined by the modulus of
the prime number (16) of the MSB plane.

d, = n’?mod(p) (16)

By analogy, this principle can be applied to bit planes in
digital images or signals, such that the bit index n€[0,7] acts
as the spatial sample, a prime modulus p defines the residue
cycle, the resulting d, acts as a phase level assigned to each
plane as in Fig. 13.

Fig. 13. QRD mod 7 of bit plane descomposition of M87 PRIMO and EHT

In binary encoding, the number of bits determines the
possible frequencies or energy levels that can be represented
inside the Nyquist theorem, where 1-bit or binary ground state
can hold two digits like the number of electrons in Bohr
radius. The Sommerfeld and Pauli exclusion model establish
that an electron can occupy a specific energy level, determined
by the possible combinations of the quantum numbers n, 1, m,
and the electron spin up and down.

The quadratic value then represents a sum of the odd
numbers (17), that can start in 0 like in binary planes or in 1
like in quantum mechanics.

n-1 n-1
n? =;(21+1)=;(21—1) (17)

This can be extended to Girolamo Cardano theorem for the
cubic root or the basic of complex numbers, where nonlinear
combinations of bit layers reconstruct coherent energy.

Fig. 14. DFT of centered frequency and pixel intensity values
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III. INTERFERANCE PATTERNS

Digital images behave much like an audio signal, a
composition of discrete values to storage a mix of oscillations,
harmonics, and amplitude. The key distinction lies in the
domain; these modulations are distributed across a two-
dimensional spatial plane rather than time.

Considering the Nyquist-Shannon theorem, a pixel with
intensity 1 can be represented at the other side of the central
or neutral value 127 or fs/2. This means that when the image
is inverted in phase, the new pixel values is 254 and vice versa.

Manual 1D DFT - Magnitude Spectrum

Normalized Magnituds

[ 0 100 150 200 250
Frequency index &

Fig. 15. DFT of centered frequency and pixel intensity values

This interpretation allows us to understand a digital image
as a frozen waveform, where each pixel captures a discrete
amplitude value. In the RGB color model, its inverse
corresponds to the CYM (Cyan—Yellow—Magenta) color
complement. Thus, both representations are mathematically
linked, forming a dual system where color and anti-color are
symmetrically encoded, or energy and dark energy.

By combining the original image with its inverted version,
various interference patterns can be generated using simple
mathematical operations—such as addition, subtraction,
multiplication, division, mean, or root sum of squares. These
operations simulate constructive or destructive interference,
which can be used to enhance color contrast, suppress noise,
or reveal latent geometric structures within the image.

Fig. 16 shows that for M87 PRIMO the sum of squares
improves image quality notable; it tends to be the same
representation of the bit plane 2 with the difference that the
radial shapes are not present. This is a simpler process that can
be performed in any digital image software but in python,
mathematics between signals can represent physics equations.

Fig. 16. Interference patterns for M87 PRIMO
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This process behaves like a quick tool allowing
comparative evaluations and signal chain optimizations, that
can be conceptualized like auxiliary channels or parallel
image processing, side-chain compression or frequency-space

filtering.

Fig. 17. Interference patterns for M87 EHT

Each image behaves like a reverberant space, analogous
to an acoustic room, where every geometry responds
uniquely. Therefore, image fusion becomes site-specific
engineering, requiring tailored mathematical approaches for
each context.

For example, Fig. 18 shows the mantissa fusion method for
MS87 EHT, this allows the increase of detail, where around
the accretion disk radial bodies are present.

Fig. 18. Mantissa fusion for M87 PRIMO with color filters
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IV. COMPLEX SIGNAL ANALYSIS

Every signal carries more than just what is visible or
audible, it encodes phase, rotation, frequency content, and
damping. In the case of naturally damped waves, these
properties define how energy propagates and fades. All
systems inherently possess a natural reverberation time,
dictated by their boundary conditions, constructive
interference from wave superposition and energy dissipation.

Emerging from Cardano's solutions to cubic equations,
later formalized by Gauss and explored by Euler, complex
numbers have become indispensable in signal analysis, they
allow to model phase, represent signal rotation in the complex
plane, and analyze spectral components with far greater
precision.

For any real-value wave, the Hilbert function form SciPy
provides a powerful tool for constructing its complex analytic
signal. This transformation enables the creation of a Hilbert
analytic envelope (19), which reveals the instantaneous
amplitude and phase of the original waveform.

s(t) = x(t) +j2(t) (19)

Fig. 19 shows the basic script to get the complex signal
that can be decomposed on positive and negative phases, that
can be useful to study interferometric asymmetries, signal
polarity, and resonance structure, which are crucial for
analyzing wave behavior, modulated textures, and perceptual
balance in images and acoustic fields.

import numpy as np

import matplotlib.pyplot as plt
from scipy.signal impert hilbert
from PIL import Image

def hilbert_envelope(image):

Apply Hilbert Transform to get the analytic signal.
This function computes the analytic signal (complex), then extra
the envelope (magnitude) and instantaneous phase.

ansform to get the analytic signal
hilbert(image)

# Apply Hilbert Tr

analytic_signal

# Calculate the envelope (magnitude of the analytic signal)

envelope = np.abs(analytic_signal)

# Calculate the instantaneous phase (angle of the analytic signa

instantaneous_phase = np.angle{analytic_signal)

# Apply Hilbert Transform and get envelope and instantaneous pha

envelope, instantaneous_phase = hilbert_envelope(image)

# Create a mask for positive and negative phases
positive phase_mask = instantaneous_phase > @
negative_phase_mask = instantaneous_phase <= @

# Extract the positive and negative phase components
positive_phase = np.zeros_like(image)
negative_phase = np.zeros_like(image)

# Fill the positive and negative phases based on the masks
positive_phase[positive_phase_mask] = image|positive_phase_mask
negative phase[negative phase mask]| = image[negative phase_mask

return positive_phase, negative_phase, instantaneous_phase

Fig. 19. DFT of centered frequency and pixel intensity values
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Fig. 20 shows that black hole observations carry phase
information, when processed through a Hilbert-based
algorithm directional interference patterns emerge.

Fig. 20. Filtered phase decomposition with Hilbert-based environment

Applying a Gaussian high-pass filter before computing the
Hilbert envelope to reduce bass helps enhance fine detail. This
procedure, commonly used in audio processing, shows that
each phase carries complete information. A standing wave
pattern simulates resonance within a bounded system, like a
membrane or room, as a synthetic interferogram, where
positive and negative phases are spatially modulated to
simulate real wave superposition. What is interesting about
this procedure is that rarefaction and compression is visible on
the accretion disk.

- -

©

.

Fig. 21. Filtered phase with interferogram standing wave M87 PRIMO

~ 4 4 @
 \
'

Applying cosine and sine mask to the instantaneous phase
a complex angular wave can be obtained; this shows that more
information is present on the background noise.

Fig. 22. DFT of centered frequency and pixel intensity values
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Another type of analysis derived from Hilbert space
representations includes the construction of vector fields using
quiver plots, 3D point cloud visualizations for modeling,
phase histograms, polar representations of the complex
waveform, and even streamlines of the electric field. In this
case, the electric field is estimated by applying a Sobel
operator to the cosine component. For this approach, sine and
cosine masks were first applied to the image, and then the
Hilbert analytic envelope was computed separately.

Fig. 23. Quiver, streamlines, and polar representation derived from analytic
Hilbert envelope of sine and cosine mask of M87 EHT, PRIMO and
Sagittarius A*

V. CONCLUSSIONS

By analyzing data from the EHT and PRIMO
reconstructions,  digital images were treated as
multidimensional signals within a finite boundary space
analogous to a reverberant room.

Although the event horizon is considered the theoretical
boundary beyond which light cannot escape, and the
accretion ring marks this luminous frontier, this study shows
that valuable structural and energetic information can still be
extracted both within and around that limit. Radial features
previously obscured become perceptible, which may suggest
the presence of multi-orbital structures or, alternatively,
highlight artifacts introduced by the image reconstruction
algorithms themselves. More profound research is needed to
confirm the nature of these structures to get a valid scientific
affirmation.

DOI: 10.5281/zenodo.15741202

The PRIMO algorithm yields a more stable and coherent
representation of the MS87 black hole with a lower
background level. However, to ensure greater data fidelity
and structural insight, it is recommended that the Event
Horizon Telescope Collaboration apply the same analytical
approach to the Sagittarius A* dataset to compare results.

All the signal and image analysis presented in this work
has been conducted using Python-based open-source tools
and exclusively using publicly available images released by
EHT Collaboration. Due to file compression, noise artifacts,
and potential preprocessing steps applied during data
publication, RAW datasets could bring more valid scientific
conclusions.

ACKNOWLEDGMENT

The author wish to thank the comments and feedback from
the anonymous reviewer for giving this paper a more coherent
form.

This research received no external funding and is a small
part of a broader research effort carried out over the past two
years. All findings result from mathematical operations rooted
in signal theory and acoustics, although artificial intelligence
provided coding assistance, the true spark of understanding
stems from human connection. A book, in this sense, is not
just a container of information, it is a short circuit between
minds, bridging time, space, and lived experience.

As Marshall Long points out in Architectural Acoustics,
“Houtgast, Steeneken, and Plomp reasoned that stars are the
spatial equivalent of an acoustical impulse source” idea that
eventually led to the Speech Transmission Index STI, derived
from the Modulation Transfer Function MTF. In that same
spirit, this research proposes that when light meets sound,
acoustic engineering can provide a robust framework for
analyzing astrophysical phenomena.
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Resumen —En esta investigacion, se desarrollé un prototipo de
aplicacion de escritorio orientado a optimizar la gestion de bancos
de sangre, con énfasis en el control de inventarios y la programacion
de citas para donaciones. El objetivo del estudio fue desarrollar una
solucion  informatica accesible que automatice procesos
administrativos y contribuya a una gestion mas eficiente y segura de
los recursos sanguineos. La metodologia empleada fue el marco agil
Scrum, con el desarrollo organizado en iteraciones quincenales. La
herramienta utiliza SQL Server como sistema gestor de base de
datos por su fiabilidad y seguridad. La validacion se llevo a cabo en
un entorno simulado representativo de un banco de sangre,
utilizando escenarios disefiados para emular tareas reales en la
gestion de donaciones. Ademas, se realizd una evaluacion de
usabilidad con usuarios reales mediante entrevistas estructuradas,
quienes identificaron fortalezas y oportunidades de mejora en la
interfaz. Los resultados evidenciaron una reduccion significativa de
errores en los registros, mayor eficiencia operativa y una mejora en
la interaccion con los donantes. La evaluacion de usabilidad reveld
necesidades de refinamiento en la experiencia visual, propuestas
como la incorporacion de tutoriales interactivos y mejoras en los
formularios de entrada de datos. Se concluye que el prototipo
cumple satisfactoriamente los objetivos planteados, representando
una solucion tecnoldgica eficaz para fortalecer la seguridad
transfusional y apoyar la toma de decisiones clinicas en contextos
de infraestructura limitada.

Palabras clave— bancos de sangre, gestion de inventarios,
donaciones voluntarias, aplicacion de escritorio, seguridad
transfusional, automatizacion

Abstract —In this research, a prototype desktop application was
developed to optimize the management of blood banks, with
emphasis on inventory control and scheduling appointments for
donations. The objective of the study was to develop an accessible
software solution that automates administrative processes and
contributes to a more efficient and secure management of blood
resources. The methodology used was the agile Scrum framework,
with the development organized in biweekly iterations. SQL Server
was used as the database manager due to its robustness and security.
Validation was carried out in a simulated environment
representative of a blood bank, using scenarios designed to emulate
real tasks in the management of donations. In addition, a usability
evaluation was conducted with real users through structured
interviews, who identified strengths and opportunities for
improvement in the interface. The results showed a significant
reduction in record-keeping errors, greater operational efficiency
and improved interaction with donors. The usability evaluation
revealed needs for refinements to the visual experience, proposals
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such as the incorporation of interactive tutorials and improvements
to the data entry forms. It is concluded that the prototype
satisfactorily fulfills the proposed objectives, representing an
effective technological solution to strengthen transfusion safety and
support clinical decision making in contexts of limited
infrastructure.

Keywords— blood banks, inventory management, voluntary
donations, desktop application, transfusion safety, automation

I.  INTRODUCCION

Los bancos de sangre desempefian un papel crucial en la
atencion médica, especialmente en situaciones de emergencia,
donde la disponibilidad inmediata de hemo componentes es
vital. Estos componentes, también denominados derivados
sanguineos, incluyen globulos rojos, plaquetas y plasma,
obtenidos mediante la separacion de la sangre donada, y se
utilizan en el tratamiento de diversas patologias [1]. No
obstante, los bancos de sangre enfrentan importantes desafios
debido a la escasez de estos productos, una situacion agravada
por el incremento de enfermedades cronicas, accidentes y
otras condiciones criticas que requieren transfusiones
frecuentes [2]. La creciente demanda de servicios
transfusionales evidencia la necesidad urgente de incrementar
las donaciones [3], mediante campaiias dirigidas en espacios
publicos, instituciones educativas, empresas y redes de apoyo
familiar. Estas estrategias no solo buscan aumentar las
reservas sanguineas, sino también mitigar el riesgo de
infecciones asociadas a las transfusiones, subrayando la
relevancia de fortalecer los protocolos de seguridad en los
procesos de donacion y transfusion.

Uno de los principales problemas que enfrentan los bancos
de sangre es el déficit de donantes. La donacion de sangre
implica una pérdida considerable de hierro en cada extraccion,
lo que conlleva una posterior movilizacion de las reservas
corporales, que suelen ser limitadas. La deficiencia de hierro
es especialmente prevalente entre los donantes frecuentes, en
particular en las mujeres, y no esta necesariamente relacionada
con la frecuencia de donacion. Esta alta prevalencia resalta la
necesidad de implementar métodos de deteccion mas precisos,
dado que la evaluacion basada tinicamente en los niveles de
hemoglobina [4] puede resultar insuficiente para identificar
casos de deficiencia de hierro sin anemia. Los criterios
actuales de aceptacion basados en la hemoglobina podrian
afectar significativamente la elegibilidad de los donantes [4].
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Por ejemplo, elevar en 0,5 g/dl el umbral minimo para mujeres
podria reducir en un 25 % la aceptacion de donantes con
deficiencia de hierro, pero también generaria un 16,6 % de
descartes innecesarios. Un incremento de 1 g/dl disminuiria en
un 58 % la inclusion de donantes con deficiencia, aunque
conllevaria un aumento del 35,6 % en los descartes sin
justificacion clinica.

La gestion eficiente de los bancos de sangre requiere
estrategias adaptativas que equilibren la disponibilidad de
hemo componentes con la seguridad transfusional,
minimizando el riesgo de infecciones y garantizando la salud
del donante. Sistemas tecnoldgicos como Rakt Sewa [5] han
logrado avances en la automatizacion de procesos, aunque
enfrentan limitaciones relacionadas con su complejidad
operativa, la necesidad de infraestructura tecnoldgica robusta
y la ausencia de validaciones de usabilidad. Estas restricciones
dificultan su implementaciéon en bancos de sangre con
recursos limitados o en contextos de menor escala. Ain
persisten brechas en la literatura en cuanto al disefio y
validacion de soluciones informaticas accesibles, eficientes y
adaptadas a entornos que demandan simplicidad operativa y
bajo costo de implementacion, lo cual representa una
oportunidad para la innovacion tecnoldgica en este campo.

A partir de esta problematica, el presente estudio tiene
como objetivo desarrollar un prototipo de aplicacion de
escritorio que facilite la gestion de bancos de sangre, con
énfasis en el control de inventarios y la programacion de citas
para donaciones. Ademads, se incorpora una evaluacion
estructurada de usabilidad con el fin de validar la eficacia de
la interfaz y la experiencia del usuario. A diferencia de
soluciones mas complejas, este prototipo busca ofrecer una
herramienta practica, directa y accesible, que facilite las tareas
esenciales del personal administrativo y contribuya a una
gestion mas ordenada y segura de los recursos sanguineos.
Ademas, este estudio identifica como problema de
investigacion la escasez de soluciones tecnologicas
accesibles, validadas y adaptadas a contextos con baja
alfabetizacion digital para la gestion de bancos de sangre. La
principal contribucion cientifica radica no solo en el desarrollo
del prototipo funcional, sino también en la adaptacion de la
técnica Entrevista Estructurada como método de evaluacion
de usabilidad, lo cual representa un aporte original en
contextos con limitaciones tecnoldgicas y educativas.

II. REVISION DE LITERATURA

En esta seccion, se presenta la revision de literatura,
sustentada mediante un Mapeo Sistematico de Literatura
(SMS). Esta revision permite identificar las principales
soluciones tecnoldgicas implementadas en la gestion de
bancos de sangre, asi como los vacios existentes en cuanto a
herramientas accesibles, automatizadas y validadas desde la
usabilidad. Los estudios seleccionados respaldan la necesidad
del desarrollo propuesto y orientan los requisitos funcionales
del prototipo.

De acuerdo con Erno Vanhala et al. [6], el SMS es un
enfoque relativamente reciente que permite generar nuevo
conocimiento a partir de estudios previos. Su utilidad radica
en la capacidad para filtrar informacion existente y obtener
perspectivas innovadoras sobre un campo de investigacion,
identificando lineas emergentes de estudio. En este caso, el
presente SMS se orienta a dar respuesta a la siguiente pregunta
de investigacion: ;Qué herramientas tecnoldgicas y enfoques
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se han demostrado eficaces para fomentar la participacion de
donantes en bancos de sangre? El procedimiento comenzd con
la seleccion de términos clave y la elaboracion de la cadena de
btsqueda. La cadena de bisqueda utilizada fue la siguiente:
("blood bank management system" OR "donor management
system" OR "blood donation software" OR "blood inventory
management” OR "blood transfusion management" OR
"blood safety software" OR “process improvement blood
supply”) AND ("technology" OR "software" OR
"application" OR “desktop software”)

Para identificar los estudios relevantes, se aplicaron
criterios de inclusion y exclusion, los cuales se detallan en la
Tabla 1. Asimismo, la Tabla I presenta un resumen del
numero de investigaciones recuperadas en cada base de datos
(BBDD) tras aplicar la cadena de btisqueda establecida.

TABLA 1. CONDICIONES PARA LA SELECCION Y DESCARTE DE ESTUDIOS

Criterios de inclusion:
Se consideraron aquellos articulos publicados entre los afios 2010 y 2024
que describen el desarrollo de sistemas vinculados a la gestion de bancos
de sangre. Asimismo, se incluyeron aquellos que describan el empleo de
metodologias o herramientas tecnologicas que contribuyan a mejorar la
gestion y el proceso de donacion.

Criterios de exclusion:
Quedaron excluidos los articulos que no abordan aspectos relacionados
con sistemas aplicables a la gestion o a la donacién en bancos de sangre.
También se descartaron aquellos que no guardan vinculo directo con la
tematica de gestion en bancos de sangre.

TABLA 1L RESULTADOS OBTENIDOS TRAS LA BUSQUEDA EN CADA
BASE DE DATOS
BBDD Encontrados | Preseleccionados Estudios
Considerados
IEEE Xplore 20 10 4
SprigerLink 15 1 1
TOTAL 35 11 5

A continuacion, se sintetizan los hallazgos clave que
sustentan esta investigacion:

El sistema Blood Bank Management System and
Inventory Optimization, desarrollado por Khairnar P. [7],
constituye una solucion integral orientada a modernizar la
gestion de bancos de sangre en la India, un pais que enfrenta
una escasez critica en el suministro sanguineo. La propuesta
se basa en una base de datos estructurada y una interfaz
intuitiva que optimiza la gestion de donantes y receptores,
facilita el registro y actualizacion de datos, y emite
notificaciones sobre oportunidades de donacién y
disponibilidad de hemo componentes. Aunque se menciona el
uso de un Sistema de Gestion de Bases de Datos (DBMS), el
estudio no especifica cual fue empleado. Entre las
funcionalidades destacadas, se incluyen la gestion de
inventarios en tiempo real, el monitoreo de fechas de
caducidad y alertas automaticas ante niveles bajos de stock.
Los resultados evidencian mejoras en la eficiencia operativa,
una reducciéon de errores en el manejo de datos y un
incremento en la participacion comunitaria en actividades de
donacién, favoreciendo un ecosistema sostenible y una
atencion médica mas oportuna.

Por su parte, el estudio propuesto por Wijai B. y Phongchai
J. [8] presenta una herramienta tecnologica para la gestion de
inventarios de sangre entre bancos y hospitales en Tailandia.
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Este sistema permite a las instituciones hospitalarias realizar
solicitudes de sangre y actualizar sus existencias en tiempo
real, lo que agiliza la verificacion de disponibilidad y la
aprobacion de pedidos por parte del personal del banco de
sangre. Utiliza MySQL para administrar la informacion
relacionada con requisiciones y distribucion. Los resultados
muestran una reduccion significativa en el tiempo de
busqueda, asi como una mejora en la precision del inventario
y en la eficiencia de la toma de decisiones, lo que contribuye
a un manejo mas efectivo de la sangre y, en consecuencia, a la
preservacion de vidas.

El sistema Rakt Sewa, desarrollado por Yadav H. et al. [5],
constituye una solucion informatica avanzada que optimiza la
gestion de bancos de sangre en hospitales. Este software
automatiza el seguimiento en tiempo real de la disponibilidad
de sangre, con la capacidad de generar informes y alertas
personalizables. Sustituye procesos manuales ineficientes, y
permite al personal de salud identificar rapidamente los tipos
y cantidades disponibles, monitorear su uso y recibir
notificaciones ante niveles criticos de inventario. El sistema
utiliza MongoDB, para almacenar y administrar informacion
sobre donantes, solicitudes e inventarios, lo que asegura un
acceso agil y preciso a los datos. Su integracion con los
sistemas hospitalarios existentes mejora la toma de decisiones
criticas y optimiza la gestion de recursos, y esto contribuye a
una atencion médica mas eficiente.

Por otro lado, el trabajo de Diana et al. [9] propone una
solucién innovadora basada en una red blockchain privada de
Ethereum para mejorar la trazabilidad y seguridad en las
donaciones de sangre. El sistema busca establecer un entorno
transparente, auditable y descentralizado para el seguimiento
del origen de las unidades sanguineas. Integra IPFS para
superar  limitaciones de almacenamiento, contratos
inteligentes para automatizar procesos y mecanismos de
analisis de seguridad para proteger los datos. Aunque la
validacion del sistema se realizé en el entorno de desarrollo
Remix IDE y no se presentan resultados sobre aplicaciones
moviles o web, se destaca su adaptabilidad a multiples
contextos industriales, lo cual evidencia su potencial de
escalabilidad y aplicacion practica.

Mouncif C. et al. [10] subrayan que la gestion de bancos
de sangre puede mejorarse significativamente mediante la
aplicacion de metodologias de optimizacion. Entre las
estrategias mas eficaces, se encuentran la programacion de
citas para donantes, que permite balancear la recoleccion de
diferentes tipos de sangre, y el uso de modelos de simulacion
que reducen tiempos de espera. Estos enfoques han
demostrado mejorar la eficiencia operativa, aumentar la
satisfaccion del donante y elevar la cantidad de unidades
recolectadas. Ademads, los modelos de localizacion vy
asignacion aplicados a bancos de sangre mdviles resultan
cruciales para ampliar la cobertura en situaciones de
emergencia y zonas afectadas por desastres.

A través de la revision sistematica de la literatura, se han
identificado multiples soluciones tecnologicas avanzadas que
abordan dimensiones criticas de la gestion de bancos de
sangre, tales como la optimizacion del inventario, la eficiencia
operativa y la promocion de la donacion. Sistemas como Rakt
Sewa y el Blood Bank Management System and Inventory
Optimization han demostrado impactos positivos tanto en la
gestion del inventario como en la comunicacion con donantes.
A partir del analisis de los estudios revisados, se establecieron
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los requisitos funcionales esenciales para el desarrollo del
prototipo propuesto, detallados en la siguiente seccion.

III. METODOLOGIA DE DESARROLLO DE SOFTWARE

Para el desarrollo de esta aplicacion software orientado a
la gestion de bancos de sangre, se empled la metodologia 4gil
Scrum, destacada por su adaptabilidad frente a entornos de
desarrollo cambiantes y exigentes. Esta metodologia
promueve un desarrollo iterativo e incremental, facilita la
adaptacion continua a los requisitos del usuario y asegura que
se cumplan tanto los requerimientos funcionales como los no
funcionales previamente definidos [11]. El proceso de trabajo
bajo el enfoque Scrum se ilustra en la Figura 1.

SCRUM PROCESS @\
Scrum master
Product Team
Owner SPRINT
= 1-4 WEEKS

Product Sprint
Backlog Planning
Meeting

Sprint Review
Sprint Retrospective

Fig. 1. Proceso Scrum.

Fuente: Adaptada de [12].

A. Definicion de Requisitos

La definicion de requisitos se fundamento en una revision
sistematica de literatura, que permitio identificar las
funcionalidades esenciales para optimizar la gestion de
donaciones y control de inventarios en bancos de sangre.

a) Recoleccion de Requisitos: Los requisitos fueron
clasificados en dos categorias: Funcionales y No
Funcionales. Esta distincion asegura que el sistema propuesto
responda de manera integral a las necesidades operativas,
considerando tanto las funcionalidades del software como sus
atributos de calidad.

b)  Documentacion de Requisitos: Las Tablas Il y IV
presentan los requisitos definidos para el sistema. La Tabla
III detalla los requisitos funcionales, como el registro de
donantes, la gestion de citas y la actualizacion de inventarios.

TABLA III. REQUISITOS FUNCIONALES

Requisito

Descripcion

Registro de Donantes

Permitir el ingreso de nuevos donantes con
datos (nombre, tipo de sangre, contacto).

Actualizacion de | Facilitar la modificacion de la informacion de
Donantes los donantes existentes.

Formulario Pre- | Habilitar un formulario que recopile
Donacion informacion antes de cada donacion.
Registro de Unidades | Registrar unidades de sangre en el inventario,
de Sangre incluye tipo, fecha de donacion y caducidad.
Actualizacion del | Actualizar el inventario tras nuevas
Inventario donaciones o utilizacion en transfusiones.
Agendamiento de | Permitir a los donantes programar citas de
Citas manera autonoma.

Confirmacién de Citas
(Administrador)

Posibilitar que el administrador revise y
confirme las citas agendadas.

Notificaciones por | Integrar un sistema automatizado de envio de
Correo Electrénico correos mediante Gmail.

Ingreso de | Permitir el acceso de usuarios con permisos
Administradores especiales para la gestion completa del

sistema.

63




L. Llerena, B. Toaquiza, and N. Rodriguez,

“Development of a desktop application prototype for blood banks”,
Latin-American Journal of Computing (LAJC), vol. 12, no. 2, 2025.

La Tabla IV, por su parte, recoge los requisitos no
funcionales, enfocados en la usabilidad, adaptabilidad del
disefio a distintos dispositivos y tiempos de respuesta. Estos
requisitos aseguran que el sistema cumpla con los objetivos
establecidos de eficiencia, accesibilidad y calidad del servicio.

TABLA IV. REQUISITOS NO FUNCIONALES

Requisito Descripcién
Interfaz Disefiar una interfaz clara, accesible y facil de utilizar.
Intuitiva
Disefio Garantizar que la aplicacion se adapte correctamente a
Responsivo diferentes tamafios de pantalla.
Tiempo de | Asegurar una interaccion agil y eficiente con el usuario.
Respuesta

B. Planificacion del Proyecto

a) Elaboracion del Product Backlog: Se definié un Product
Backlog que incluye todas las funcionalidades y tareas
identificadas para el desarrollo del sistema, priorizadas segun
su valor para los usuarios y las partes interesadas.

b) Planificacion de Sprints: Se establecid sprints de dos
semanas de duracion. Al inicio de cada sprint se seleccionan,
del Product Backlog, aquellas tareas que pueden ser
completadas en ese periodo, y se definen objetivos claros y
medibles para guiar el avance del desarrollo.

¢) Desarrollo Iterativo: La Tabla V presenta la planificacion
de los sprints, y detalla las tareas, objetivos definidos y
tiempos estimados. Este enfoque iterativo permite una

implementacion progresiva, con revisiones,
retroalimentacion y validaciones constantes.
TABLA V. PLANIFICACION DE SPRINTS
Sprint Fase Tiempo Tareas Objetivos
(Semana)

Inicio | Definiciéon de | 0-1 Seleccionar Establecer la
arquitectura y arquitectura estructura técnica
tecnologia (MVC) y base | para el desarrollo
base de datos (SQL | posterior

Server)

1 Disefio de la | 1-2 Elaborar Crear un diseflo
Interfaz de bocetos y | visual intuitivo y
Usuario maquetas de la | centrado en el

interfaz. usuario.

2 Gestion de | 3-4 Implementar Establecer roles y
Usuarios autentificacion | accesos

y gestion de | diferenciados
perfiles. para donantes y
administradores.

3 Modulo  de | 5-6 Desarrollar Permitir un
Gestion de registro, control eficiente
Inventario seguimiento y | de unidades de

actualizacion sangre en tiempo
de inventario. real.

4 Citas y | 7-8 Programacion | Optimizar
Notificaciones de citas y | donaciones y

notificaciones | mantener
automaticas comunicacion
por correo. activa.

5 Integracion y | 9-10 Integrar Verificar
Pruebas modulos y | funcionamiento y

ejecutar usabilidad  del
pruebas sistema.
funcionales.

Fin. | Entrega del | 11-12 | Presentar el | Obtener
Prototipo prototipo retroalimentacion

funcional a los | final y validar
stakeholders. cumplimiento de
requisitos.
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C. Mecanismos de automatizacion de procesos

El prototipo desarrollado automatiza tres procesos clave
en la gestion de bancos de sangre: la administracion de
usuarios y donantes, el control de inventarios, y la
programacion de donaciones. Esta automatizacion se logra
mediante funcionalidades especificas codificadas en el
backend del sistema y conectadas a una base de datos
relacional en SQL Server. En el proceso administrativo, el
sistema permite registrar, editar y consultar informacion de los
donantes a través de formularios validados automaticamente.
Los datos ingresados son almacenados de forma estructurada,
lo que facilita la generacion de reportes operativos y la
trazabilidad de la informacion.

Para el control de inventarios, se implementaron
formularios que registran automaticamente las unidades de
sangre donadas, con atributos como tipo sanguineo, fecha de
recoleccion y fecha de caducidad. El sistema actualiza el
inventario en tiempo real y genera alertas visuales cuando las
unidades se acercan a su fecha de vencimiento. Ademas, se
incorporaron restricciones logicas para evitar duplicidades y
asegurar la consistencia de los datos. En cuanto a la
programacion de donaciones, la aplicacion permite que los
usuarios seleccionen fechas disponibles desde un calendario
interactivo. El sistema realiza validaciones para evitar
solapamientos de citas y envia confirmaciones automaticas
por correo electronico mediante la integracion con la API de
Gmail; de esta manera, mejora la asistencia a las citas
programadas.

Estas funcionalidades contribuyen a reducir errores
manuales, agilizar el flujo de trabajo y mejorar la experiencia
tanto del personal administrativo como de los donantes.
Ademas, la automatizacion propuesta es escalable y adaptable
a bancos de sangre con limitados recursos tecnologicos.

D. Diserio de la Base de Datos

El sistema implement6 una base de datos relacional en
SQL Server compuesta por tablas vinculadas entre si mediante
claves foraneas (Ver fragmento en la Figura 2). Esta estructura
permite gestionar de forma eficiente usuarios, donantes, roles,
preguntas y respuestas. La base de datos completa se presenta
en el siguiente enlace (https://goo.su/rUt2Qd).

Respuestas ~

|

PraguntasText

sl [+

Fig. 2. Fragmento de la base de datos relacional

IV. EVALUACION DE USABILIDAD DEL PROTOTIPO
SGBS (SISTEMA DE GESTION PARA BANCOS DE SANGRE)

Esta seccion detalla la evaluacion de usabilidad aplicada
al sistema de escritorio para la gestion de bancos de sangre, a
través de entrevistas estructuradas.
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A. Descripcion de la técnica de usabilidad Entrevista
Estructurada

La Entrevista Estructurada es una técnica utilizada para
recopilar informacion detallada sobre la interaccion de los
usuarios con un sistema, a través de un conjunto de preguntas
previamente definidas [13]. Esta técnica permite explorar las
percepciones, necesidades y dificultades de los usuarios en
relacion con el uso del software. Una de sus principales
ventajas es que permite al investigador mantener el control del
flujo de la conversacion y asegurar la recoleccion sistematica
y consistente de datos, con base en un guion preestablecido.
La naturaleza estructurada de esta técnica implica que las
preguntas deben ser disefiadas anticipadamente, en funcion de
los aspectos especificos que se desean evaluar [14].

La Tabla VI presenta los pasos y actividades que
conforman la aplicacion de esta técnica, y detalla su estructura
metodologica para garantizar la validez de los resultados
obtenidos.

B. Adaptaciones de la técnica de usabilidad Entrevista
Estructurada

La aplicacion de entrevistas estructuradas no representa
una dificultad significativa en contextos de evaluacion de
usabilidad, ya que esta técnica se emplea con frecuencia en
investigaciones orientadas al andlisis de la experiencia del
usuario [13]. No obstante, al igual que otras técnicas
cualitativas, su correcta implementacion requiere la
participacion de un evaluador con conocimientos
especializados y habilidades interpersonales que le permitan
conducir la entrevista de forma eficaz y objetiva [16].

La Tabla VII presenta un resumen de las principales
condiciones adversas identificadas durante la aplicacion de la
técnica Entrevista Estructurada [15], asi como las
adaptaciones implementadas segun [17] , para garantizar la
calidad y confiabilidad de los datos recopilados.

La técnica Entrevista Estructurada [15] fue adaptada en
funcion de las adversidades observadas durante el desarrollo
de este estudio. Para enfrentar dichas limitaciones
contextuales, se definieron seis pasos especificos que
conforman una version ajustada de la técnica, incorporando
insumos y medidas concretas que facilitaron su correcta
aplicacion. A continuacion, se describen los pasos
establecidos para la adaptacion de la Entrevista Estructurada.

a) Paso 1: Prueba piloto. Se llevo a cabo una prueba piloto
con el objetivo de evaluar la funcionalidad general del
proceso de Entrevista Estructurada y validar los insumos
iniciales disefiados. Esta etapa permitié detectar ajustes
necesarios antes de su aplicacion en el estudio principal de
usabilidad.

b) Paso 2: Seleccion de herramientas de comunicacion y
colaboracion. Dada la naturaleza distribuida de los proyectos
de software libre, que imposibilita la presencialidad, se optd
por realizar las entrevistas en modalidad virtual. Para ello, se
emplearon herramientas accesibles como Gmail, para el
envio de documentacion formal, y WhatsApp, como canal de
comunicacion directa y continua entre participantes,
facilitadores y mentores.

¢) Paso 3: Adaptacion del formato de entrevista. Se disefid
una version preliminar del cuestionario con base en los
factores de usabilidad definidos para la evaluacion del
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sistema. Esta version fue discutida con el mentor del proyecto
y validada antes de su aplicacion definitiva.

d) Paso 4: Diseiio de plantillas y documentos de apoyo. Las
preguntas validadas fueron incorporadas en un formato
estructurado utilizando Microsoft Word. Este documento fue
enviado a los participantes para su llenado una vez
completadas las tareas asignadas en la prueba de usabilidad.

e) Paso 5: Ejecucion de la evaluacion de usabilidad. Con
los insumos preparados, se procedi6 a ejecutar la evaluacion
en la fecha establecida. Los participantes recibieron un correo
formal con el enlace a la sesion virtual en Google Meet, el
acceso al grupo de WhatsApp para soporte técnico y varios
documentos adjuntos: consentimiento informado para la
grabacion, invitacion oficial con detalles logisticos, guia de
instalacion actualizada, conjunto de tareas a realizar, plantilla
de preguntas de evaluacion y un video tutorial para apoyar el
proceso de instalacion. Esta estructura permiti6 una
participacion eficiente en un entorno completamente virtual.
) Paso 6: Andlisis de datos y sistematizacion de resultados.
Finalizada la prueba, las respuestas fueron recopiladas,
depuradas (eliminando duplicados) y analizadas. Los
hallazgos mas relevantes fueron sintetizados y organizados
en un documento denominado Entrevista Estructurada, lo
cual sirve como insumo para retroalimentar el disefio del
sistema.

TABLA VL PASOS Y TAREAS DE LA TECNICA ENTREVISTA

ESTRUCTURADA SEGUN HIX [15]

N° | Nombre del
Tareas
paso
1 Definicion de | Se debe identificar el objetivo de aplicar la
los objetivos técnica para mejorar la usabilidad de un
proyecto open-source.
2 Identificar el | Se deben seleccionar a los participantes para
publico objetivo | aplicar la técnica.
3 Disefiar las | Las preguntas deben formularse de manera
preguntas precisa, directa y alineada con los objetivos
definidos para la entrevista.
4 Validar las | Solicita a otros usuarios que revisen las
preguntas preguntas para asegurarse de que sean claras y
comprensivas
5 Analizar los | Se deben aplicar métodos estadisticos
datos adecuados para interpretar los datos
recopilados y derivar conclusiones.
TABLA VIL CONDICIONES ADVERSAS Y ADAPTACIONES DE LA
TECNICA ENTREVISTA ESTRUCTURADA SEGUN HIX [15]
Ne Nombre Condiciones Adaptaciones
del paso adversas Propuestas
1 Definicion La participacion de | La funcion del
de los | un especialista en | especialista en usabilidad
objetivos usabilidad  resulta | fue desempefiada por

estudiantes de la UTEQ,
con acompailamiento de
un tutor académico.

esencial para la
correcta aplicacion
de la técnica.

2 Identificar Se precisa la | Los usuarios participan
el publico | colaboracion de los | remotamente a través de:
objetivo usuarios para | foros o correos

implementar la | electrénicos.
técnica.

3 Disefiar las | La participaf:ién de La funcion del
preguntas un §§p601allsta en especialista en usabilidad

4 Validar las usabll.ldad resulta | g0 desempefiada  por
preguntas esencial  para _,la estudiantes de la UTEQ,

5 Analizar los correct,a ap licacién | con acompafiamiento de
datos de la técnica. un tutor académico.
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La Tabla VIII resume los pasos y tareas implementadas en
la adaptacion de la técnica Entrevista Estructurada, disefiada
especificamente para la evaluacion de usabilidad en este
proyecto. Esta secuencia metodoldgica ha sido clave para
recopilar evidencia 1til sobre la experiencia de los usuarios
durante la interaccion con el sistema evaluado.

TABLA VIII.  PASOS Y TAREAS DE LA TECNICA ENTREVISTA
ESTRUCTURADA ADAPTADA
N Nombre del Tarea
paso

e Ejecutar una prueba inicial para verificar los
recursos que se emplearan durante la
aplicacién de la técnica.

Utilizar e Definir el perfil de usuario que sera

herramientas de requerido para la aplicacion de la técnica.

comunicacion y |e Enviar una invitacién por correo electronico

Realizar  una
prueba piloto

2 | colaboracién para incentivar la colaboracion de los
participantes.
o Contactar a los usuarios por medio de redes
sociales.
Adaptar el |o Disefiar una serie de preguntas para aplicar
3 formato de las la entrevista segin los elementos que se

entrevistas desean evaluar.
Disefar e Usar herramientas como Google forms para

plantillas para disefiar la lista de preguntas.

4 .

aplicar las

entrevistas

Realizar la |o Realizar la evaluacion mediante una reunion
5 | evaluacion de remota, en donde se envian los insumos

usabilidad necesarios para los usuarios.

Realizar un |e Agrupar los resultados en el documento
6 analisis de los Entrevista Estructurada.

datos y agrupar
los comunes

V. RESULTADOS

Esta seccion presenta los resultados derivados de las
distintas etapas de evaluacion, que comprenden pruebas de
usabilidad, entrevistas estructuradas, observaciones realizadas
a los usuarios y el disefio final de las interfaces.

A. Resultados de las pruebas de usabilidad

Durante la fase de validacion, se llevaron a cabo pruebas
funcionales en un entorno simulado, a través de escenarios
disefiados para representar tareas comunes en la gestion de
bancos de sangre. Estas pruebas se realizaron en condiciones
controladas, no en un entorno de produccion, pero si con
usuarios reales que se asemejan al perfil objetivo del sistema.
En total, participaron cuatro estudiantes de primer semestre de
la carrera de Ingenieria en Software, quienes interactuaron con
el prototipo del Sistema de Gestion para Bancos de Sangre
(SGBS). Aunque los resultados no corresponden a un entorno
operativo real, las observaciones registradas permiten
identificar tendencias positivas, especialmente en la reduccion
de errores y la simplificacion de tareas frente a procedimientos
manuales simulados. No obstante, estos hallazgos deben
considerarse preliminares e indicativos, y constituyen una
base para futuras validaciones en contextos reales de uso.

A cada participante se le asignaron tareas especificas para
evaluar distintos moddulos del sistema. Las instrucciones
fueron enviadas con antelacion mediante correo electronico,
junto con los insumos necesarios para la prueba. La sesion de
evaluacion se llevd a cabo de manera remota, y durante la
misma se observo la ejecucion efectiva de las tareas por parte
de los usuarios, seguida de la aplicacion de la Entrevista
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Estructurada. La Figura 3 muestra una de las sesiones de
prueba de usabilidad realizadas virtualmente, donde se
evidencia la interaccion del participante con el sistema y el
proceso de evaluacion conducido.

Fig. 3. Presenta la reunion remota a los usuarios para la posterior Entrevista
Estructurada.

La Tabla IX presenta el conjunto de preguntas formuladas
a los usuarios como parte del proceso de recoleccion de datos
mediante la técnica Entrevista Estructurada.

TABLA IX. PREGUNTAS UTILIZADAS EN LA APLICACION DE LA
TECNICA ENTREVISTA ESTRUCTURADA ADAPTADA

N. | Pregunta

1 (Cuales son los principales problemas en las funcionalidades que
encontraste?

2 (Tienes alguna propuesta de mejora para la interaccién con la
herramienta?

3 (Tienes alguna critica en torno a la interfaz de usuario?

4 (Como piensas que la interfaz de usuario (o una parte de ella) podria
ser redisefiada?

5 (Hubo alguna caracteristica o proceso dificil de usar o de entender
de la herramienta?

B. Andalisis de respuestas de la Entrevista Estructurada

Para llevar a cabo este analisis, se examinaron
cuidadosamente las respuestas proporcionadas por los cuatro
entrevistados con el fin de identificar patrones comunes y
puntos de interés particulares. Las observaciones y
sugerencias se categorizaron en cuatro areas principales:

Problemas/Errores, = Mejoras de  Interfaz, Nuevas
Funcionalidades y Usabilidad.
1. ;Cuales son los principales problemas en las

funcionalidades? Las respuestas de los usuarios fueron las
siguientes: Dos usuarios indicaron problemas con la creacion
de contrasefias, y mencionaron limitaciones en los caracteres
permitidos. Un usuario sefial6 falta de claridad en la creacion
del nombre de usuario. Otro usuario menciond problemas con
la seleccion de la fecha de nacimiento. Adicionalmente, un
participante indic6 limitaciones en la seleccion de lugares de
origen.

2. ;Tienes algunas propuestas de mejora para la
interaccion con la herramienta? Para mejorar la interaccion
con la herramienta, los usuarios indicaron lo siguiente: Un
usuario sugiri6 implementar un tutorial interactivo para
nuevos usuarios. Otro usuario propuso mejorar el disefio de la
interfaz  haciéndolo mas interesante. Dos usuarios
coincidieron en la necesidad de mejorar la interaccion con la
seleccion de fechas, y sugirieron permitir la entrada mediante
teclado.
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3. (Tienes alguna critica de la interfaz de usuario? Los
usuarios reportaron las siguientes criticas con respecto a la
interfaz: Dos usuarios mencionaron que la interfaz es
demasiado simple o "retro". Un usuario sefiald problemas con
el contraste de colores, especialmente en los botones. Otro
usuario indico que las letras son demasiado pequefias.

4. ;Coémo piensas que la interfaz de usuario podria ser
redisefiada? Para mejorar el disefio de la interfaz, los usuarios
indicaron lo siguiente: Tres usuarios coincidieron en la
necesidad de mejorar el disefio visual, y sugirieron el uso de
mas colores. Un usuario propuso redisefiar la seccion de tablas
de bases de datos. Otro usuario sugirié aumentar el tamafio de
las letras.

5. (Hubo alguna caracteristica o proceso dificil de usar
dentro de la herramienta? Tres usuarios hicieron referencia a
que el proceso de seleccion de la fecha de nacimiento fue
complicado o confuso. Dos usuarios mencionaron dificultades
con la creacion de contrasefias debido a las restricciones de
caracteres. Un usuario indicé problemas para seleccionar su
lugar de origen debido a limitaciones en las opciones
disponibles.

C. Anadlisis de observaciones dadas por el usuario

Este analisis refleja las principales observaciones y
sugerencias de los usuarios entrevistados, proporcionando una
vision general de las areas que requieren atencion y mejora en
el Sistema de Gestion de Bancos de Sangre. En la tabla X, se
resume los hallazgos mas relevantes, junto con la frecuencia
con la que cada aspecto fue mencionado por los participantes.
Esta informacion resultarda fundamental para orientar las
proximas iteraciones y optimizaciones del sistema, y permitira
establecer prioridades en los ajustes segln las expectativas y
experiencias reportadas por los usuarios.

TABLA X. INFORMACION RECOPILADA MEDIANTE LA ENTREVISTA A
USUARIOS, CLASIFICADA POR CATEGORIAS, HALLAZGOS Y FRECUENCIA

Categoria Hallazgo Frecuencia
Limitaciones en la creacion de
contrasefas (no permite ciertos 2

caracteres)
Dificultad para seleccionar la fecha de
nacimiento
Falta de opcion para crear nombre de
usuario
Mejorar el disefio visual (mas colores,
menos aspecto "retro")
Aumentar el tamafio de las letras 1
Mejorar el contraste de colores
(especialmente en botones)
Redisenar la seccion de tablas de bases
de datos
Agregar opcion para verificar/mostrar
contrasefia
Implementar un tutorial interactivo para
nuevos usuarios
Permitir entrada de fecha mediante
teclado
Uniformar el disefio de los botones 1
Ampliar el nimero de caracteres
permitidos en la contrasefia
Permitir el uso de la letra "fi" 1

Problemas

Mejoras de
Interfaz

Nuevas
Funcionalid
ades

Usabilidad

D. Diseiio de Interfaces resultantes

La Figura 4 muestra la interfaz principal del prototipo del
Sistema de Gestion para Bancos de Sangre (SGBS). Esta
pantalla corresponde al modulo de autenticacion, en el cual se
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solicita al usuario el ingreso de sus credenciales (nombre de
usuario y contrasefia) para acceder de forma segura al sistema.

BIENVENIDO/A

Contrasena

ES ADMINISTRADOR

REGISTRAR

Fig. 4. Interfaz principal del prototipo SGBS

La Figura 5 presenta la interfaz correspondiente al médulo
de agendamiento de citas, disefiada para que los donantes
puedan seleccionar de manera intuitiva una fecha y hora
preferencial para programar su donacion.

AGENDAR
CITA

Cédula
HORARIO DE Fech
ATENCION ’ sen
Lunes a Viernes

De 8:00 am. Hasta ﬂ
17:00 pm. Tiars 3

4 '
ACEPTAR & CANCELAR

Fig. 5. Interfaz de agendar cita

La Figura 6 ilustra la interfaz correspondiente al perfil de
administrador, en la cual se visualizan los distintos modulos
funcionales que integran el prototipo del Sistema de Gestion
para Bancos de Sangre (SGBS).

SGBS
MINISTRACION

REGISTRO DE
DONANTES

FORMULARIO
DE DONANTES

CITAS
AGENDADAS

CERRAR
SESION

Fig. 6. Interfaz de administrador y los modulos del prototipo SGBS

INVENTARIO

VI. DISCUSION DE RESULTADOS

La evaluacion del prototipo de gestion de bancos de sangre
(SGBS) demostré que la solucion desarrollada logré alcanzar
los objetivos establecidos, especialmente en la automatizacion
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de tareas esenciales como el ingreso de donantes, la gestion de
citas y el manejo de inventario. Los resultados obtenidos
mediante la técnica Entrevista Estructurada evidenciaron una
percepcion favorable por parte de los usuarios respecto a la
facilidad de uso, aunque también revelaron areas de mejora
relacionadas con la experiencia visual y la interaccion.

Respecto a la usabilidad, los usuarios destacaron la
facilidad de navegacion y la comprension general del sistema,
lo que evidencia la efectividad del enfoque de disefio intuitivo
adoptado. No obstante, se registraron observaciones
importantes que deben considerarse en futuras iteraciones del
prototipo. Entre ellas se incluyen: la necesidad de mejorar el
diseno visual para hacerlo mas atractivo, optimizar el selector
de fechas, aumentar el tamafo de las fuentes para favorecer la
accesibilidad, y ampliar las opciones de configuracion al
momento de crear nombres de usuario y contrasefias.

Comparado con soluciones mas robustas como Blood
Bank Management System and Inventory Optimization de
Khairnar P. [7] y Rakt Sewa de Yadav H. et al. [5], el prototipo
desarrollado presenta ventajas relativas a su simplicidad de
uso y menor curva de aprendizaje, aspectos cruciales para
entornos donde se requiere una rapida implementacion sin
necesidad de capacitacion especializada. A diferencia de los
sistemas mencionados, que incorporan funcionalidades
avanzadas, pero exigen mayores recursos técnicos y
administrativos, el presente prototipo se orienta a solucionar
de forma directa los procesos fundamentales en bancos de
sangre de pequefia y mediana escala.

Por otro lado, se identificd que el médulo de agendamiento
de citas fue uno de los mas apreciados por los usuarios, al
permitir organizar las donaciones de manera eficiente. No
obstante, la apariencia general de la aplicacion fue
considerada simple, lo que indica que la incorporacion de
buenas practicas en el disefio de interfaces graficas podria
mejorar significativamente la interaccion con el sistema y
transmitir una imagen mas moderna y profesional.

Como resultado final, las observaciones recogidas a través
de la Entrevista Estructurada proporcionan una base soélida
para establecer mejoras especificas que fortaleceran la
usabilidad del sistema. La aplicacion de técnicas de
evaluacion como la Entrevista Estructurada permitio
identificar puntos criticos que podrian ser abordados en
futuras iteraciones del prototipo, y consolidar asi su viabilidad
como solucion accesible y efectiva para bancos de sangre de
pequena y mediana escala.

VII. CONCLUSIONES

El desarrollo de la solucion informatica orientada a la
administracion de bancos de sangre demostré ser una
herramienta eficaz para optimizar procesos clave, lo que
facilita la gestion de donaciones y mejora el control del
inventario de hemo componentes. El Sistema de Gestion para
Bancos de Sangre (SGBS) logré simplificar tareas esenciales,
como el registro de donantes y la programacion de citas, lo
cual proporciona una base funcional alineada con los objetivos
propuestos.

Asimismo, la automatizaciéon de procesos criticos
contribuyd a reducir errores operativos y a fortalecer la
seguridad transfusional mediante una trazabilidad mas
confiable de las unidades sanguineas. Las herramientas
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tecnologicas mas efectivas identificadas incluyen sistemas
automatizados para la gestion de inventarios, agendamiento de
citas y envio de notificaciones personalizadas, como
recordatorios por correo electronico.

Estas soluciones no solo mejoran la eficiencia operativa,
sino que también elevan la experiencia del donante, al ofrecer
procedimientos mas agiles, accesibles y confiables. Dichos
factores pueden influir significativamente en la disposicion de
los usuarios para participar de manera activa en campanas de
donacion, lo que contribuye a consolidar un ecosistema mas
sostenible y seguro en torno a la gestion de bancos de sangre.

La adaptacion de la técnica Entrevista Estructurada para
entornos con baja alfabetizacion digital representa un aporte
metodologico original, ya que facilita evaluaciones de
usabilidad en contextos vulnerables, y amplia el alcance y
aplicabilidad de esta técnica en estudios de interaccion
persona-computadora.

A futuro, se plantea el redisefio de la interfaz con el fin de
mejorar la experiencia del usuario mediante la incorporacion
de un enfoque visual mas moderno, intuitivo y accesible.
Asimismo, se considera la integracion de nuevas
funcionalidades, como tutoriales interactivos y herramientas
predictivas, que podrian ampliar notablemente el impacto del
sistema en la gestion eficiente de bancos de sangre, lo cual
fortalece tanto la toma de decisiones como la participacion
activa de los donantes.
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Abstract— Some countries have developed their national
artificial intelligence strategies (NAISs) while others have formed
task forces to develop them. This study reviewed elements and
concepts required to develop NAIS, related science, technology and
innovation (STI) strategies, policies and manifestos. Some of these
elements and concepts apply to both developing and developed
countries while some others are specific to one of them. STI
elements and concepts apply to artificial intelligence strategies since
Al technology is a specialization of STI technologies. The concepts
and elements identified by this study can aid strategy creators by
providing important insights for creating NAISs. For instance,
catch-up strategies based on learning from a country with similar
past technology, catch-up successes, and others who have created
NAISs are a low-cost way for developing and implementing NAISs.

Keywords— artificial intelligence, capability building, catch-
up, leapfrogging, national artificial intelligence strategy

I. INTRODUCTION

The artificial intelligence (Al) revolution is drastically
transforming the world, and several countries view it as a
transformative technology. Al solutions are useful to
everyone, and governments should strategize to create Al-
driven economies that solve diverse problems [1]. Developing
Al strategies and policies will align actors’ efforts and
resources towards this goal. In fact, technology strategies
enable countries to navigate the technology development
landscape to achieve strategic goals.

In this context, Al has been defined in literature in
different ways: As making computers act rationally and
humanly, or as making computers think like humans and
rationally [2]. Both identify Al as an enabling factor for
developing applications that imitate humans to increase
business, industries, governments and society
competitiveness.

Within the many countries that missed the first industrial
revolution, some were able to join the second and third
revolutions. Meanwhile others will join the fourth industrial
revolution, in which Al is known as one of its major drivers.
However, those that fail to join the fourth revolution in its
early phases will find it almost impossible to join later and will
face a high poverty and unemployment crisis. The gap
between those who catch up and those who fail is likely to be
exponentially larger than the gap created by the previous three
industrial revolutions.

Several national technology strategies have been
developed in the African continent. The latest of these
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strategies are national innovation and ICT strategies.
However, most national ICT strategies do not even mention
Al One way to start developing Al capabilities at low cost is
to add Al aspects to existing technology strategies. There is
few Al courses offered in African higher education
institutions. Al itself can be used to provide online courses at
lower cost than physical classes.

Creators of national artificial intelligence strategies
(NAISs) should start by assessing the country’s priorities,
strengths and weakness; the possibility of deployment with the
country’s limited resources and citizens’ aspirations [1]. A
NAIS building on citizens’ aspirations will get national
implementation support. In addition, citizens must be
educated about the benefits of Al technologies and NAIS.

Technology breakthroughs combined with large global
investments are likely to establish technology dominance.
Dominant technologies like the Internet drive competing
technologies out of the market and force related technologies
to become compatible with it. If Al becomes dominant, then
ICT technologies including mobile applications and Internet
of Things (IoT) will have to become Al compatible to remain
competitive.

NALIS aligned with other specific and general technology
strategies, creates a system of strategies that work together to
achieve national objectives. Designing a new national strategy
should align with other strategies and those likely to be
developed soon.

The current research questions are:

1. What concepts, elements and catch-up lessons
identified in literature are necessary for creating
national Al strategies (NAIS)?

2. Which technology concepts, elements and catch-up
lessons learned are relevant for creating African
NAISs?

II. METHODOLOGY

The study used two research methods: the literature
review, research method [3] and Conjecture Analogy design
science method (CADSRM) [4]. The search was conducted to
find relevant NAIS studies. CADSRM analogy determined
similarities between literature and requirements for creating
African NAIS.

Most literature reviews focus on the past. Some identify
future research agendas, but few extend the literature by
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taking steps into the future. Reviews are based on what is
published, and extending into the future involves exploring the
unknown. A literature review is a springboard for future
research [5]. Strategies are tools for navigating an
organization’s future and a literature review provides a
springboard into that future.

A literature review is concept-centric and organized
around concepts. It should analyze the literature, identify
knowledge gaps and encourage researchers to address them
[3]. Gaps in knowledge for developing NAIS strategy limit the
efficiency and effectiveness of the strategies created.

The CADSRM research method supports research,
innovation and learning from one’s experience as well as the
experience of others. Developing countries (DCs) can benefit
by learning from their experience of areas they have
successfully leapfrogged, from other technological strategies
they have developed as well as from NAIS of the countries
that are leaders in Al technology.

The search string concatenated the terms: “African”,
“national science”, “technology”, “strategy”, “policy”,
“manifesto”, “innovation”, “system”, “adoption”, “lesson
learnt” and “technology success”. The search terms were
applied to Google, Taylor and Francis, IEEE explore and
Springer databases. The search found one hundred and sixty
(160) articles, which were then screened for relevance. This
resulted in forty-nine (49) articles being included based on
their abstracts. After a full-text reading, forty-five (45).
relevant articles remained. The CADSRM method was used
to identify concepts and elements in relevant articles for
creating an Al catch-up strategy for Africa.

III. RESULTS

The results are organized into sub sections: NAIS
concepts, related strategies and learning from past successes.

A. Elements of a national Al strategy

NAIS key pillars are Al in government and public
services; skills and education; research and development;
data, digital infrastructure and ethics [6]. The Al revolution
should be guided by ethics, as it aims to make computers act
and think intelligently like humans, which raises many ethical
issues. To join the Al race, countries that are behind should
start by providing resources to training institutions to build
knowledge and skills and develop Al infrastructure.
Educational institutions should integrate Al and related fields
in their curricula [7]. Skilled manpower is the most critical
component of building Al capability. Governments should
initiate Al projects, including some open source to create
avenues for beginners to acquire skills, experience and build
capabilities.

A comparative analysis of developing countries, NAIS can
help shed light on important elements that need to be included
or excluded in the strategy [8]. The comparison can help
identify the starting points of other countries and directions
they took, allowing strategy creators to select suitable
approaches for their countries. A government’s NAIS
strategy sets Al strategic directions for Al, shaping market
structure and societal outcomes [9]. Designing flexible
strategies helps overcome future challenges.

NAIS should set high-level priorities based on the
country’s future vision [10]. The vision determines a
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country’s focus and aligns sets of strategies. Lessons learned
for creating national ICT strategies in DCs include involving
citizens and aligning strategies [11]. Changes in government
do not affect African national visions because they represent
national interest agreed upon by most stakeholders.

For Al to become widely used, it should focus on mobile
phones which are widely available in sectors like education
and business that have large potential adopters [12]. This
creates the possibility of commercial success for applications
and Al becoming widely used.

B. Artificial intelligence strategy concepts

Mauritius was the first African country to develop NAIS
[13]; a few others have followed, while many have established
task forces. Experts from academia, industry and government
drafted Ghana’s Al innovation and adoption strategy [7]. The
three categories of experts ensure viewpoints of different
sectors are included. Forward thinking governments are
creating comprehensive NAIS to leverage Al’s transformative
power [6]. This process requires identifying areas where Al
will have transformative effects. Several countries are moving
quickly to be early Al adopters, especially regionally, to
obtain or maintain competitive advantage [13]. A SWOT
analysis is used to determine whether to create an Al strategy
that integrates both innovation and adoption or starts with
adoption followed by innovation.

Countries should start by building basic Al skills, then
proceed incrementally to more advanced skills. Assisted
intelligence helps people perform tasks better, augmented
intelligence assists people do what they could not, and
autonomous intelligence creates machines that replace
people’s roles [14]. Augmented intelligence and autonomous
machines represent the next generations of Al. The current
generation is predominantly assisted intelligence, with few
simple examples of augmented intelligence and even fewer
examples of autonomous intelligence. Innovation capability,
defined as the ability to generate innovative artifacts [15], will
be essential to create next Al generation technologies.
Strategies are future predictions modified as emerging trends
become clearer over time.

Benchmarking is an analogical approach of learning and
building capabilities by extracting best practices, methods and
processes from organizations and countries that are more
successful to achieve similar performance [16]. Countries are
benchmarking their NAIS instead of reinventing what has
already been developed elsewhere. Benchmarking can be
done at regional [17] and at other levels. Innovation and
design literature indicates countries apply benchmarking to
national technology strategies, research, knowledge transfer
mechanisms, networks and clusters, [18]. NAIS shows how a
country plans to navigate the landscapes of the Al technology
revolution.

An entity imitates another’s better performing entity to
learn by analogy from it. Mix and match, also called
benchmarking, involves an imitator that mixes and matches
practices of several competing firms. On the other hand,
Copying the Best refers to an imitator identifying the best
performing firms and copying a subset of observable practices
from them [19]. Mix and Match produces a more diverse set
of best practices compared to Copy the Best. NAIS are
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observable as they are available to all Al actors in a country
and often available on the web.

African NAIS benchmarking against India, China, United
Kingdom, Canada and United Arab Emirates is a strategy
creation approach [20] in which best practices are selected
from benchmarking, adapted and adjusted when creating new
strategies. China’s strategy is to become the leading Al power
[21]; United Kingdom aims to improve its position as an Al
technology developer [22]; Canada seeks to improve Al
research and training profile [23]; India explores how to
leverage Al transformation power for inclusive growth
aligned with its government’s philosophy [8]; and the UAE
plans to use Al to improve government at all levels [24].
National strategies drive building skills, capabilities, business
ecosystems and establishing industries efficiently and
effectively. Efficiency maximizes the ratio of inputs to outputs
and effectiveness maximizes the number of goals met [25]. A
strategic plan sets the direction for a desired future destination.
Sampene et al. [20] categorizes the best practices in African
NAIS benchmark into inclusive growth, innovation,
continental leadership, improving Al training and technology
development.  Countries  worldwide  apply = NAIS
benchmarking to create competitive advantage [13]. However,
[20] do not indicate criteria for selecting the best practice
categories from NAIS strategies in the benchmark. More
research is needed on creating NAIS strategy benchmarks.

China is an exemplar of a large developing country in
catching-up Al; the United States (US) is a leader in basic and
applied research and development (RD) and invention. The
US is leading in quality of Al publications and the number of
patents. China’s and other countries’ Al catch-up capabilities
were created by learning from the US. The US strategy should
be included in the African NAIS benchmark as well as
strategies for South America and other countries.

C. Science, technology and innovation strategy, policy and
manifesto concepts

Al history is filled with many promises, some of which
were not realized. Al inability to meet its promises is a risk
to be managed.

African national information technology (IT) strategies
should include general public’s needs, be adaptable,
adjustable and have a section on every domain of IT, including
national development and training needs for five years or more
[26]. NAIS is an IT technology strategy, and having these
characteristics is an added advantage. Al technology
industries are in different stages of industry formation cycle.
Each stage has different requirements. The innovation stage
requires start-ups to use experimentation and trial and error,
imitation stage requires informal research and development,
while the growth stage requires formal RD by large firms [27].
Firms deciding to start developing specific Al technology
must determine the stage of the industry formation cycle and
the entry strategy.

The Informal sector is the largest employer in most
developing countries, but its return on investment is very low.
Innovation in the informal sector is based on grassroots
innovation that innovates by trial and error and experimenting.
The next generation of Al technology revolution will support
grassroots innovation movements [28] and countries that
embrace Al grassroots innovation will be able to drastically
improve informal sector productivity. Informal sector
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grassroots innovation should be a major part of developing
countries’ NAIS.

The NAIS primary long-term goal is to ensure leadership
position, using Al to increase global competiveness and
address society challenges and development needs [8]. These
are critical goals that every country aspires to achieve.
However, competition for technology leadership is cutthroat
and only countries with sufficient resources have good
chances of being technology leaders. Some countries, instead
of focusing on becoming overall Al technology leaders, are
focusing on specific Al subfields and application domains.
For example, Canada’s Al strategy seeks to make it a global
leader in Al education domain. Countries that are left far
behind in Al should seek to become emerging or DCs
technology leaders or followers.

Al strategies based on catch-up models can enable
countries to leapfrog and reduce the gap with technology
leaders based on incremental innovations. Radical Al
innovation strategies in developing countries have a very low
probability of success but can enable DCs to become
technology leaders. They require large investments that are
almost impossible to get and have high failure rates, making
them very risky. The failure of DC’s Al radical innovation
project would have dire and almost irrecoverable
consequences in all economic sectors.

Recommendations for rooting STI and Al in society for
transformational revolution are: Rejecting knowledge
dependence to make Africa a major producer and a funder of
Al research, encouraging bottom-up innovation and new
forms of innovation [29]. New forms of innovation like
inclusive and grassroots innovations can be included in NAIS.
To bridge the gap between scientists, technologists and
industry, governments should promote transdisciplinary
thinking and research centers [29]. Transdisciplinary artificial
intelligence research can bridge different knowledge and skills
silos enabling the utilization of knowledge locked in silos.

The NAIS strategy has elements of STI strategy goals:
stimulate networking, create awareness, advice policy makers
and include wide range of stakeholders [30]. Networking
enables sharing knowledge and expertise. Al human networks
enable knowledge to flow between members of a network for
spreading awareness. Policy makers consult existing
strategies to ensure that government agencies are working
towards a common goal.

African countries can develop innovation capability by
leveraging informal sector knowledge, indigenous
knowledge, biodiversity and biotechnology [31]. Next Al
generation will automate grassroots innovation based on
collaboration of Al and human systems [28]. Every country is
technology and knowledge leader in its indigenous technology
and knowledge. Grassroots innovation uses informal and
indigenous knowledge, and it is an important element in
African STI capability building [31]. Mauritius’ NAIS puts
little emphasis on informal sector [13]. This sector is
important for the continent’s development. Countries ignore
this sector at their own risk.

The pilot analysis of Nigerian STI policy indicated it
pursued five industrialization strategies: focusing on
appropriate technology RD, developing local design and
production  capacity, fostering interactions among
universities, research institutions, industries and investors to
generate innovations and promote entrepreneurial innovation
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[31]. These strategies generate new knowledge and develop
capabilities to apply knowledge to innovate. Kenya’s STI
policy is to create an STI innovation culture, while Nigerian
objective is to inculcate a culture of innovation [31]. Kenyan
and Nigerian STI pilot studies indicated commonalities and
different emphasis on distinct aspects. Organizations, national
and regional innovation systems integration into global value
chains are developing into increasing global innovation
systems [30]. Increased networking and collaboration among
different African innovation system actors facilitate the
commercialization of research and innovation [32].
Integrating African STIs ecosystems into national innovation
systems through global networks will benefit from global
research and experience.

D. Learning from past technological successes

Experience is important in technology development, and it
is the reason why organizations often prefer employing
experts over novices. Novices are good for generating radical
ideas, many of which fail but those that succeed have a large
impact. Experts are better at generating incremental ideas,
many of which succeed but have relatively smaller impact
[33]. Expertise levels apply to individuals, organizations and
countries. Countries joining the Al race rely on ideas and
efforts of both novices and experts.

Africa is beginning to significantly learn and master many
Al technologies. A novice can only create new technology and
management innovation like a strategy by reference to an
example [34]. It is, therefore, more efficient and effective for
Africa to learn from its past technological successes as well as
learn from other countries by imitating.

The African countries used low-cost catch-up strategies to
build their initial education and technology systems after
independence. They had to build working systems within a
short time and with very limited resources. Catch-up literature
is vast and two Kenyan catch-up cases, one in education and
other mobile money transfer, are used. Analogy-inspired
approaches provide a way of systematically learning and
leveraging similar past experiences to solve new problems.
The most widely used analogy-based learning approach is
design by analogy, also called analogy-inspired design.
Design by analogy can enable learning from past success, the
experiences of others and from biology through innovation
and research [35]. The African Al strategy benchmark
provides a means to learn from suitable strategies of other
countries.

Kenya faced the challenge of introducing computing
degree programs because of the lack of skilled trainers,
practitioners and computing infrastructure. Without them, the
mobile telecommunication and mobile money transfer
revolution would not have succeeded. Kenya started a
postgraduate computing degree by introducing a one-year
postgraduate diploma in AI. One-year postgraduate diploma
courses are more affordable and produce graduates more
quickly than master’s and PhD programs. This enables those
without a computing background to be able to join the field.
The initial idea was to start with a postgraduate diploma to
create necessary foundations for starting master’s programs.
However, today many African countries have few Al master’s
degrees and face a lack of critical mass of graduates to carry
out the Al revolution.
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Kenya used frugal improvisation to transform personnel
from science, technology, engineering and mathematics
disciplines, who had studied in computing areas in Master’s
and PhDs degrees, into undergraduate computing lecturers.
The first postgraduate degree was introduced at the University
of Nairobi, providing the foundations for introducing
computing master’s degrees. Many students from different
non-computing disciplines were able to use this degree to
transition into computing fields and become computing
practitioners. Some went into pursuing master’s and PhD
degrees abroad, and later returned to help create the critical
mass to start computing master’s and PhD degree programs.
While this was not an ideal solution, it was low-cost and
affordable, making graduate computing programs feasible.
Sometimes, affordability is the most critical success factor for
catching up.

A country can analyze whether it can manage with an
average upgradable solution or wait for a better solution that
it is not guaranteed to create. Another example of education
is Jean School at Kabete, which at independence, used
frugality to improvise teaching aids and necessary equipment
[36]. The institution has grown to become one of the major
technical colleges in Kenya. Frugal innovation and
improvisation were possibly the most successful strategies
that triggered the establishment of technology foundations of
African countries at independence. Frugal innovation,
combined with design thinking, can support DCs innovation
and entrepreneurship [36] needed to establish Al industries.
Research on frugal Al innovation could help both in
introducing Al in the informal technology sector, and in
automating other ignored areas.

Africa’s leapfrogging in mobile communications, money
transfer, solar energy and lessons from Chinese education and
technology are applicable to the design of DCs leapfrogging
strategies [37]. Technology leapfrogging refers to skipping
low-grade and costly technologies and industries in favor of
more effective and advanced technologies [38]. Leapfrogging
experience creates mental models and builds capabilities
within a country. Nations can build on these mental models
and capabilities from previous technology leapfrogging.
Kenya’s MPESA mobile money transfer leapfrogging
leveraged existing mental models, such as mobile vehicle
banking and the practice of employees working in towns
sending money by public transport vehicles to their rural
relatives [39]. The most important resource for technological
catch-up, leapfrogging and job creation for Africa’s large
unemployed youth in Africa is human capital [37]. Some
evidence of this is all African countries have slogans like “the
youth is the greatest asset these countries have”.

Al is a major driver of Industry 4.0. All national
technology strategies should be aligned since they work
towards the same STI strategic goals. The commonly studied
strategy alignment in computing is between business and IT
strategies. Aligning business and IT strategies is an effective
way to create efficiency and achieve targets for any business
[40]. Organizations that align their strategies benefit from
related organization elements working as a system, which
creates synergy. African NAISs can follow either bottom-up
or top-down strategies [41]. Strategy creators can decide
which bottom-up, top-down, middle-out or a combination of
strategies are appropriate.
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For DCs, incremental innovation is better than radical
innovation as it is cheaper, less risky and enables firms to
innovate by imitating solutions from other parts of the world
[42]. They creatively imitate and retranslate existing solutions
from other industries such as technologies, patents, specific
knowledge, capabilities, general principles, business
processes and whole business models [43]. Chinese, Japanese
and South Korean SMEs have used imitation by breaking
down and reassembling products or creatively imitating or
importing and improving upon the best knowledge,
experiences and solutions [44]. In Japan, the culture of
imitation has existed for five centuries, where individual
entrepreneurs invented a product, then other entreprencurs
imitated inventors and firms commercialized invented
solutions [44]. Imitation that learns by analogy is often
cheaper than invention. A pattern of expertise levels derived
from Japanese martial artists, consisting of learning, detaching
and transcending was used as the basis for creating agile
method developers’ capability-building model [45]. The
Agile methods have since been adapted for Al technology
development. The first example is learning by analogy from
an indigenous system on how to create a modern technology
innovation. The second example is how artificial intelligence
learned how to apply a software engineering method.

The mindset that imitation is embarrassing is misleading.
Business leaders should see imitation not as an inhibitor but
as an enabler of innovation, but risks are not to be ignored
[46]. Imitation is often viewed by business, society and
academia negatively as something to avoid. Imitation that is
unethical or that violates intellectual property is negative.
Blind imitation copies non-beneficial elements while smart
imitation copies only useful elements and invents others.
Several countries, such as China, Japan and South Korea as
well as many firms have been able to catch-up based on
imitation. One-way startups create imitation competitive
advantage through learning by analogy from technology
leaders’ new product development: cheaply and with fewer
resources, to create their own innovations [47]. Startups can
also learn by imitating processes, start-up creation and growth
approaches from developed countries. For example, Tanzania
can learn from European and Asian SMEs along with start-ups
experiences on how to combine imitation and innovation to
overcome limited research and development capacity; and
infrastructure constraints to catch-up in science, technology
and innovation [48]. Al Invention strategy is largely preferred
over Imitation strategy in Africa. Tencent used an imitation
strategy to develop its first product by copying good elements
from an American company and substituting not-so-good
elements with innovative others to grow [49]. Literature
provides many examples of individuals, groups, firms,
communities and countries catching up through learning by
imitation.

IV. CONCLUSION

Some of the core concepts for African countries in creating
NAIS strategies include capability building, learning from
past technology building successes like mobile money
transfer; and using follower and catch-up strategies. These
concepts are necessary to create strategies with sound
theoretical foundation that could work.

African countries can learn from their past successes to
upgrade Al education, research and development, and to set
up necessary infrastructure. The technology leapfrogging
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strategy was the force that drove mobile money revolution.
These are exemplary technology leapfrogging cases.

NAIS can help align national thinking and efforts in a
common direction, providing a more effective and efficient
way of building national Al capabilities. Failing to plan is
planning to fail. A strategy is a form of planning and failure to
create an Al catch-up strategy is, in effect, like creating an Al
strategy to fail. Making large investments in Al without
establishing prerequisite foundations is likely to lead to
failure. Knowledge and research should be the basis of such
investments.

In the past, Al made many great promises, some were
realized while others were empty promises. Today, Al still
presents as many threats as opportunities. To deal with these,
most of Al technology leaders invest short-term in less risky
incremental innovations and long-term in highly risky radical
innovations. Followers invest in incremental innovations or in
building capabilities to build commercial applications and
continuously upgrade applications and capabilities.

There is little research on African information and
communication technology catch-up, although it is an
important source of learning. Literature reviews can provide
foundations for future catch-up research and provide a quick
reference for those interested in catch-up research like policy
makers.
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Abstract— Digital transformation continues to reshape higher
education, with cloud computing emerging as a key enabler of
enhanced accessibility, collaboration, and academic management.
This study investigates the use of cloud computing in Ecuadorian
universities by identifying its benefits, barriers, and opportunities
through a survey of key stakeholders in the education system. A
quantitative approach was employed using a structured
questionnaire to collect data on participants’ knowledge levels, tools
used, perceived advantages, challenges, and expectations. The main
benefit identified was accessibility from any location (92%),
followed by enhanced collaboration (73%) and the modernization of
educational practices (43%). The primary challenges included lack
of training (67%), limited connectivity (58%), associated costs
(46%), and concerns about data security and privacy (34%). These
findings underscore the need to strengthen technological
infrastructure and provide targeted training to optimize the effective
use of cloud computing. Regarding future perspectives, 71% of
respondents advocated for greater integration into teaching and
learning, while 64% suggested expanding its use across academic
and administrative domains. Cloud computing represents a strategic
asset for Ecuadorian higher education. However, its full adoption
requires addressing infrastructure and capacity-building challenges
through policies that promote collaboration, innovation, and the
efficient management of institutional resources.

Keywords— Cloud computing,
transformation, educational innovation

higher education, digital

1. INTRODUCTION

Cloud computing represents a key enabler of digital
transformation across multiple sectors, notably in education
[1]. This technological model facilitates remote access to data
storage, processing power, and software applications via the
Internet, thereby reducing dependence on complex and costly
physical infrastructure [2], [3]. In the field of higher education,
its implementation promises to significantly enhance learning
quality, facilitate collaborative research, and optimize
administrative processes [4].

In Ecuador, universities face the challenge of adapting to
a globalized environment in which digital technologies are
essential to ensure quality education aligned with labor market
demands [5], [6]. Cloud computing, with its scalability and
accessibility, offers a promising solution to these needs.
However, adopting this technology is not without challenges,
such as limited connectivity in certain regions, insufficient
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technological training for teaching and administrative staff,
and concerns regarding data security and privacy [7].

Previous studies have explored the benefits of cloud
computing in education, emphasizing its ability to scale
resources, reduce operational costs, and promote collaboration
[8]. However, research such as [9] highlights significant
limitations, including uneven connectivity in developing
countries and user resistance to change. Other studies, such as
[10], have identified gaps in the technological training of
educational staff, hindering full adoption of this technology.
These limitations underscore the need to tailor
implementation strategies to the specific context of each
institution, taking into account cultural, economic, and
technological factors [11].

This context highlights the importance of conducting
research that evaluates the real impact of cloud computing in
Ecuadorian higher education. Understanding how this
technology is currently being used, what benefits it brings, and
what barriers institutions face is crucial for designing effective
implementation strategies. Furthermore, this information is
essential for aligning public education policies with the
technological needs of universities, enabling them to bridge
digital gaps and promote inclusive, forward-looking
education.

This study seeks to provide insight into the use, benefits,
and challenges of cloud computing in Ecuadorian universities.
Through an analysis based on empirical data, the goal is to
identify patterns and trends that reflect the current situation
and offer practical recommendations to optimize the use of
this technology in the education sector. Unlike previous
research that focuses on global or generalized contexts, this
study emphasizes the particularities of an education system
operating under limited connectivity and restricted financial
resources. This approach makes it possible to identify region-
specific opportunities, representing a valuable contribution to
closing digital divides and strengthening the technological
capacity of Ecuadorian universities.

By examining cloud computing as a strategic enabler in
higher education, this study contributes to the global discourse
on the digital transformation of educational systems, with a
particular emphasis on Latin America and other emerging
economies [12], [13]. This study is guided by the following
research question:
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How does cloud computing impact educational and
administrative processes in Ecuadorian universities?

Answering this question will help assess the current state
of technological adoption and propose practical strategies to
enhance its implementation and harness its transformative
potential. This document is structured as follows: after this
introduction, we describe the proposed solution, followed by
the methodology, results, and discussion. Finally, the paper
presents the conclusions.

II. RELATED WORK

The adoption of cloud computing in higher education has
been extensively examined in recent literature, particularly
within the context of developing countries. In [14], the
authors examined the early-stage implementation of cloud
services in Ugandan universities with limited infrastructure,
proposing an institutional readiness framework and
highlighting the need for training and organizational support.
Similarly, [15] analyzed how cloud computing influences
academic performance in Indian institutions, using the
Technology Acceptance Model as a guiding framework.
Their findings provided empirical support for the core
constructs of the model and confirmed its relevance in post-
pandemic educational settings.

A qualitative approach was used by [16] to explore factors
affecting mobile cloud computing adoption in Palestinian
universities. Their study, based on the TOE and DOI
frameworks, emphasized technological preparedness and
institutional perceptions of risk as determinants of successful
implementation. In a different line, [17] compared cognitive
load and usability between local and cloud-based database
systems, demonstrating that cloud tools reduced mental effort
and improved student experience in technical tasks.

At a broader level, [18] conducted a bibliometric analysis
of over 8,000 publications on smart university trends,
identifying cloud computing as a foundational component
within the digital transformation landscape. The study
situates cloud technologies as enablers of educational
innovation, particularly when integrated with artificial
intelligence and the principles of Industry 5.0.

While these studies provide insights into the technical,
cognitive, and institutional aspects of cloud computing
adoption, they often focus on national or international
frameworks. The present study contributes to this literature
by offering an Ecuador-specific perspective, addressing local
constraints such as limited connectivity, fragmented digital
infrastructure, and the evolving digital culture in higher
education institutions.

In addition to empirical studies, several theoretical
models provide useful frameworks for understanding the
adoption of cloud computing in educational contexts. The
Technology Acceptance Model (TAM), developed by Davis,
identifies perceived usefulness and ease of use as key
determinants of user acceptance [19], [20]. Similarly, the
Diffusion of Innovations (DOI) theory by Rogers explains
how new technologies spread through a social system,
identifying key factors such as relative advantage,
compatibility, trialability, and complexity [21], [22]. These
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models are especially pertinent in developing country
contexts, where technological adoption may encounter
cultural and infrastructural resistance. Furthermore, Digital
Transformation Frameworks for Higher Education propose
that successful implementation of technologies like cloud
computing requires alignment between institutional vision,
leadership, digital competencies, and organizational culture
[23], [24]. The inclusion of these theoretical perspectives
strengthens the analytical foundation of this study and
supports a deeper interpretation of its findings.

III. METHODOLOGY

The methodology adopted in this study aimed to provide
a comprehensive understanding of the impact of cloud
computing on Ecuadorian universities. A systematic
approach was used to collect, analyze, and present empirical
data that support the conclusions and recommendations. This
section details the study design, population and sample, data
collection instrument, and analysis procedure to ensure
clarity and consistency in the results presented.

A. Study Design

This study employed a descriptive approach through a
structured survey to gather data on participants’ perspectives
and opinions regarding the use, benefits, and challenges of
cloud computing in Ecuadorian higher education. The survey
was designed to capture clear and direct information, and
responses were collected using Microsoft Forms.

B. Population and Sample

The survey targeted faculty, administrative staff, and
students at the Technical State University of Quevedo
(UTEQ), with a total of 116 respondents voluntarily
participating in the study. This population provided insight
from key actors involved in the adoption and use of
educational technologies.

In terms of demographics, participants ranged in age from
18 to 50. Students represented different academic levels—
from early-stage students to those in their final semesters—
while faculty and administrative personnel came from various
fields of knowledge, enabling the inclusion of both technical
and humanities-based perspectives.

The sample included only participants who completed the
online form voluntarily, ensuring that the opinions reflected
genuine interest and engagement with the topic. Given the
exploratory nature of this study and its focus on institutional-
level insights, the sample size (n = 116) was considered
adequate to capture relevant perceptions from key stakeholder
groups within UTEQ. While not intended to support statistical
generalization to the national university system, the data
provide a meaningful representation of internal dynamics and
adoption patterns within a mid-sized Ecuadorian public
university.

C. Data Collection Instrument

The questionnaire consisted of 15 questions—14 closed
(single or multiple choice) and one open-ended question—to
gather additional opinions and suggestions. The questions
were organized into six thematic sections to address various
aspects of cloud computing in higher education.
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e The first section, familiarity level, included two
questions aimed at assessing participants’ knowledge
of cloud computing.

e The second section, tools and platforms used,
included four questions to identify the most
commonly used platforms and services in academic
settings and their practical applications in
educational activities.

e The third section, specific applications, comprised
two questions to explore areas where cloud
computing is most useful and which platforms are
applied in those contexts.

e The fourth section, perceived benefits, included two
questions to identify the main advantages observed
in adopting cloud computing.

e The fifth section, challenges and limitations,
contained two questions aimed at recognizing the
main barriers that hinder effective implementation of
this technology.

e The sixth section, titled “Future Outlook and
Expectations,” incorporated two questions—one of
which was open-ended—to elicit participants’
recommendations and perceptions regarding
strategies to enhance the adoption of cloud-based
tools in higher education.

This structure, summarized in Table 1, provided a
comprehensive view of the topic, enabling both quantitative
and qualitative analysis.

TABLE L QUESTIONNAIRE STRUCTURE AND SECTION OBJECTIVES
Section Objective Example Question
Familiarity Assess participants’ level | Are you familiar with the

of knowledge about cloud | concept of cloud computing?
computing.

Tools and | Identify the cloud-based | Which cloud platforms or
Platforms services and platforms | services have you used most
used by respondents. frequently?

Specific Explore the areas where | In which areas of higher
Applications | cloud computing is most | education is cloud

useful and its application. | computing most useful?
Perceived Understand the main | What do you consider the
Benefits advantages observed by | main benefits of cloud
participants. computing in higher
education?

Challenges Identify the main | What barriers do you face in
Faced limitations and barriers to | implementing or using cloud
adoption. computing?

Future Explore recommendations | What cloud tools or services
Perspectives | to improve cloud usage in | would you like your

institutions. institution to implement?

D. Data Collection Process

The survey was distributed in digital format using
Microsoft Forms and completed remotely. The questionnaire
link (https://forms.office.com/r/tCpgtkQgpc) was shared via
institutional email and internal communication channels at the
Technical State University of Quevedo (UTEQ). This method
ensured that both students and faculty at UTEQ could easily
access the form from any device with internet connectivity.

UTEQ was used as a case study to assess the level of
knowledge, usage, and perception of cloud computing in a
representative academic environment. The questionnaire was
designed to take approximately 2 to 4 minutes to complete,
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enabling efficient data collection and the extraction of relevant
information for analyzing the role of this technology in the
institution.

E. Comparative Reference and Justification

While previous studies on educational technologies have
used more complex methodologies to gather qualitative and
quantitative data [25], the approach adopted in this study was
deliberately straightforward and focused on the relevant user
base. This method was chosen to obtain a clear perspective on
the needs and opinions within UTEQ’s local context.
Comparative studies such as [26], have shown that this
approach is effective for evaluating the impact of emerging
technologies when applied in specific contexts.

In this case, the use of closed-ended questions allowed for
efficient structuring of responses, while the open-ended
question provided the necessary flexibility to include
participants’ qualitative observations. This resulted in a
balance between methodological rigor and the practicality
needed for research in a local educational setting.

F. Data Analysis

The data were analyzed directly through the Microsoft
Forms platform, using its automated tools to calculate
frequencies, percentages, and generate basic charts. The open-
ended responses were analyzed through a word cloud, which
visually highlighted the most frequently mentioned terms and
key areas of interest expressed by the respondents.

Even though the adoption of technologies such as cloud
computing faces challenges—particularly in access and
training—studies like this one show that simple, user-centered
methodologies can be just as effective in gathering critical
information in local environments [27].

This methodological approach seeks to establish a basis
for assessing the current landscape of cloud computing in
Ecuadorian higher education, while also generating actionable
recommendations to support its effective institutional
integration.

IV. RESULTS

The results obtained from this study provide a
comprehensive overview of the level of knowledge, usage,
benefits, challenges, and future perspectives regarding cloud
computing in the context of Ecuadorian higher education,
using the Technical State University of Quevedo (UTEQ) as a
case study. Below are the most relevant findings derived from
the analysis of the collected data, organized according to the
thematic areas addressed in the questionnaire.

A. Familiarity with Cloud Computing

Among participants, 27% reported being “fully familiar”
with cloud computing, while 25% stated they were “quite
familiar.” Another 45% indicated being “somewhat familiar,”
13% said they were “slightly familiar,” and 6% admitted to
having no familiarity at all. These results show that, although
a significant portion of respondents are knowledgeable about
cloud computing, there remains a gap in understanding its
capabilities and applications.

B. Use of Tools and Platforms

Cloud computing tools were used “occasionally” by 57%
of participants and “frequently” by 30%. In terms of
platforms, Google Workspace was the most used (82%),
followed by Microsoft Azure (30%), Moodle Cloud (11%),
and AWS Educate (9%). For storage services, Google Drive
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stood out with 110 mentions, followed by Microsoft OneDrive
(66) and GitHub (26). These preferences reflect a tendency to
favor platforms offering accessibility and easy integration into
academic environments.

To further explore this trend, a correlation analysis was
conducted between the level of knowledge about cloud
computing and the frequency of tool usage. This analysis was
based on the codified survey responses, reflecting the reported
proportions: 27% of participants indicated being fully familiar
with cloud computing, while 30% stated they use these tools
frequently.

Using the Spearman correlation coefficient, a moderate
positive correlation was found (p = 0.41, p < 0.001). This
suggests that although greater familiarity tends to increase the
use of cloud-based tools, the relationship is neither strictly
linear nor uniform. Instances were observed where
participants had a high level of knowledge but reported low
frequency of use, and vice versa.

Spearman Correlation: p = 0.93, p <0.001
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Fig. 1. Correlation between level of knowledge and frequency of cloud
computing tool usage

Fig. 1 illustrates this relationship through a scatter plot,
showing a higher concentration of responses in the mid-to-
high ranges of both knowledge and usage. The dispersion of
data points indicates that other factors—such as training,
connectivity access, and institutional digital culture—also
play a significant role in the effective adoption of cloud
technologies.

C. Specific Applications

Regarding application areas, research and collaborative
projects were selected by 78% of respondents, while academic
management—including enrollment and records—was
chosen by 70%. Online learning was highlighted by 66%, and
areas such as virtual laboratories and simulations were
mentioned by 48%. These findings underscore the broad
applicability of cloud computing in addressing a variety of
academic needs.

D. Perceived Benefits

Anywhere accessibility was identified as the main benefit
by 92% of participants. Ease of collaboration followed with
73%, and modernization of teaching methods was recognized
by 43%. Additional benefits such as reduced physical
infrastructure costs and scalability were mentioned by 25%
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and 45% of respondents, respectively. These findings
underscore the potential of cloud computing to drive
operational efficiency and institutional adaptability within
higher education environments.

E. Barriers and Challenges

The main challenges identified were lack of training (67%)
and connectivity limitations (58%). Associated costs were
cited by 46%, while security and privacy concerns were
mentioned by 34%. Resistance to technological change was
also noted by 25% of respondents. These results emphasize
the need to address such obstacles through targeted strategies
in training and infrastructure development.

F. Future Perspectives

Regarding the future use of cloud computing, 64%
suggested expanding its application across all academic and
administrative areas, while 71% emphasized the importance
of greater integration into teaching and learning. About 52%
indicated it should primarily be used for data storage and
backup, and 54% highlighted the need to promote cloud-based
collaborative research projects. In contrast, only 4% stated
that increasing its use is unnecessary. These responses reflect
a clear interest in maximizing the impact of this technology
within higher education.
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Fig.2. Word cloud generated from open-ended responses on cloud tools
and services

In Fig. 2, the word cloud generated from the open-ended
responses of survey participants illustrates the cloud tools and
services they consider relevant or would like to implement or
improve in their institution. Terms such as Google, Drive,
OneDrive, Microsoft, and service stand out, indicating a
strong preference for well-known storage platforms and
services. Additionally, frequent mentions of words like tool,
cloud, collaboration, platform, AWS, and Azure reflect
interest in technological solutions that facilitate academic and
administrative work.

Specific tools like Slack, Canvas, and GitHub were also
mentioned, pointing to a need for platforms that support
collaboration and technological development. Words like
storage, capacity, and security underscore the importance of
expanding workspace capacity, improving information
safeguarding, and taking advantage of the flexibility that these
technologies offer. The diversity of terms—from artificial
intelligence applications and data analysis to educational and
collaborative platforms—highlights the growing interest in
implementing services that optimize teaching, research, and
institutional management.
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Overall, four main thematic areas were identified:
collaboration, storage, technical capabilities, and training.
Several participants emphasized the importance of tools that
support collaborative work, particularly in academic and
research contexts. Platforms such as Slack and Microsoft
Teams were mentioned as useful solutions for task
coordination in virtual environments.

In terms of storage, respondents noted the need to expand
institutional capacity and ensure permanent access to files.
While services like Google Drive and OneDrive were
positively assessed, concerns were raised regarding backup
systems and data security. Some comments highlighted the
relevance of integrating more advanced tools, including
virtual labs or simulation environments, which would extend
the application of cloud services to research activities. These
reflections point to a demand for stronger technological
support in scientific work.

A recurring concern was the lack of user training. Several
respondents indicated that access to tools alone does not
guarantee effective use without proper training processes
tailored to the diverse profiles within the academic
community. Together, these qualitative insights reinforce the
quantitative findings and underscore critical dimensions that
should be addressed in future implementation strategies.

V. DISCUSSION

The results of this study demonstrate that cloud computing
has a significant impact on the modernization of educational
processes, particularly in terms of accessibility and
collaboration, as previously highlighted in studies on the
scalability and flexibility of this technology [28]. However,
the findings also reveal notable gaps in knowledge and
technological infrastructure that hinder its adoption—an
observation consistent with research emphasizing limited
connectivity and training as critical factors for effective
implementation [29].

The predominant use of tools such as Google Workspace
and Microsoft OneDrive highlights a preference for intuitive
and easily accessible platforms. This suggests that
technological solutions should prioritize simplicity and
functionality, as proposed in user-centered design approaches
aimed at encouraging technology adoption [30]. Similar
patterns have been observed in other developing countries
such as India and Uganda, where adoption is often driven by
availability and familiarity rather than strategic planning [15]
[14].

On the other hand, the lack of training—identified as the
main barrier in this study—aligns with findings that stress the
need for technological training programs within educational
institutions to maximize the use of digital tools [31]. In
addition, challenges related to limited connectivity and data
security underscore the importance of strengthening
technological infrastructure and ensuring compliance with
security and privacy regulations, as discussed in research on
the risks associated with cloud computing [32].

Although respondents recognized the benefits of cloud
computing, their open-ended suggestions indicated that its use
should be expanded into critical areas such as collaborative
research and administrative management. This supports the
idea that cloud computing is not only a technological tool, but
also a strategic catalyst for enhancing the efficiency and
competitiveness of universities, as emphasized in studies on
digital transformation in higher education [33].

Since the study presents relevant trends in the use of cloud
computing in higher education, it is important to acknowledge
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that the results derive from a case study conducted at a single
institution (UTEQ). Therefore, the findings should be
interpreted as exploratory and may not fully reflect the
situation of the national university system. Nevertheless, the
patterns identified—particularly those related to training
deficits, tool usage, and infrastructure barriers—may serve as
valuable input for policymakers and institutional leaders.
These insights could inform the design of targeted strategies
at the national level, fostering equitable digital transformation
across Ecuadorian universities and serving as a foundation for
broader multi-institutional research efforts.

VI. CONCLUSIONS

Cloud computing represents a key technological solution
for modernizing Ecuadorian higher education, providing
accessibility, scalability, and collaboration across academic
and administrative processes. However, its adoption faces
significant challenges, including insufficient training and
limited connectivity, which must be addressed through
institutional policies and strategies.

Among the most relevant findings of this study is the
preference for tools such as Google Workspace and Microsoft
OneDrive, reflecting a clear inclination toward versatile and
collaborative platforms. Additionally, the need to improve
technological infrastructure and ensure data security
highlights the importance of a comprehensive approach to
cloud adoption.

Educational institutions must implement technological
training programs, invest in network infrastructure, and
establish clear strategies to promote cloud computing in key
areas such as research, distance education, and administrative
management.

This study was conducted exclusively at the Technical
State University of Quevedo. As a result, its findings reflect a
localized perspective and are not intended to represent the
entire Ecuadorian higher education system. Nonetheless, the
results provide a relevant baseline for future comparative
studies involving other institutions, and they contribute to the
broader understanding of digital transformation in similar
educational environments.

VII. FUTURE WORK

Based on the findings of this study, several lines of action
are identified for future research to strengthen the integration
of cloud computing in Ecuadorian higher education. First, it is
recommended to conduct comparative analyses across various
universities in the country—both public and private—to
identify common patterns, best practices, and challenges that
differ according to geographic location, institutional size, and
level of technological development. Moreover, longitudinal
studies should be developed to evaluate the sustained impact
of cloud-based platforms on educational quality, student
academic performance, and administrative efficiency. These
studies must integrate both qualitative and quantitative
indicators to provide robust evidence for the design of
institutional policies.

Another important area for future work is the design and
implementation of continuous training programs aimed at
faculty, administrative staff, and students. Future research
could focus on assessing the effectiveness of these training
initiatives and identifying pedagogical methodologies that
facilitate the critical and creative appropriation of cloud
technologies. In addition, cybersecurity and data protection in
cloud-based educational environments should be prioritized.
Given the concerns expressed by a significant portion of
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respondents regarding privacy and information integrity, it is
essential to explore regulatory and technological solutions that
ensure user trust.

Finally, interdisciplinary projects should be encouraged
that link cloud computing with emerging fields such as
artificial intelligence, educational data analytics (learning
analytics), and the automation of academic processes. These
synergies can drive comprehensive transformation in
university management, teaching, and research, thereby
consolidating a model of higher education that is more
resilient, inclusive, and responsive to the challenges of the
21st century.
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Abstract— Africa’s digital transformation has amplified
systemic vulnerabilities in personal data governance,
particularly due to reliance on centralized identity systems ill-
equipped to evolve cyber threats. For instance, the 2016
Cambridge Analytica scandal exposed not only global data
misuse but also catalyzed African nations like Nigeria and
Kenya to audit their electoral data practices, revealing similar
risks. Centralized databases are frequently the backbone of
conventional identity management systems, which
unfortunately leaves them vulnerable to security violations
and unwanted entry resulting in attackers taking advantage of
these vulnerabilities and causing security incidents like
identity theft or the exposure of confidential information.
Self-Sovereign Identity (SSI) empowers individuals to take
control of their personal identity and understand how their
data is utilized. In this context, blockchain technology plays
apivotal role by supporting decentralized systems for identity
management and access control. This literature review
explores five key dimensions of blockchain-based identity
and access control management, including security / privacy,
scalability, interoperability, regulatory compliance, and user
control through a systematic analysis of 62 African case
studies and a framework synthesized from that review. The
study identifies critical gaps in scalability (40% of studies)
and regulatory alignment (50%), offering actionable insights
for decentralized identity frameworks in emerging
economies. Prior reviews lack Africa-specific insights; this
SLR addresses this gap by synthesizing 62 African case
studies, offering the first comprehensive analysis of
blockchain-based IDMS implementations in the region.

Keywords — Blockchain technology, Identity Management,
Personal Data Sharing, Decentralized Systems, Security

I. INTRODUCTION

In today's digital age, individuals frequently share and
leave behind large volumes of personal information on the
internet. Third party companies such as X, Facebook,
DropBox, Google Drive store people’s personal data and help
with data analytics. As a result, most of the individuals today
have some form of digital identities. Digital identity refers to
an individual’s personal identity in the cyberspace that
distinguishes a person from another individual [1]. An
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individual’s identity is the general name given to the profile
information in the user’s account such as username, email
address, date of birth, etc. People’s digital identities are
typically kept in centralized databases. This exposes
individuals to many centralization risks such as Single Point
Of Failure (SPOF), and giving data control to third parties
that may manipulate their data without their consent. More
so, identity owners’ need to repeat registering and
authenticating their identities from one online platform to
another which leads to the fragmentation of their digital
identity information. Individuals’ view and control over how
their personal data is processed has decreased tremendously.
In 2016, in what became known as Cambridge Analytica
scandal, Facebook suspended Strategic Communication
Laboratories (SCL) for violating its policies around data
collection and retention to influence the USA 2016
presidential results. This scandal has raised serious concerns
concerning how users’ personal data is processed by third
party companies.

As a result of the 2016 personal data processing scandal,
the European Union introduced a new Data Protection
Regulation (GDPR). The GDPR covers a variety of
processing possibilities for personal data. It imposes a
number of crucial legal requirements that data processors and
controllers must meet in order to safeguard data subjects.
Legitimate personal data processing necessitates adherence
to specific rules. These rules involve obtaining clear consent
from the person, treating their data with fairness, legality, and
transparency, and offering mechanisms for data correction
and erasure. With GDPR principles, data subjects should
have access to all the information they require, such as when
a data holder accessed their personal data, where it came
from, which processors received it, and more. A primary
impediment to data privacy is the non-existence of
frameworks that ensure responsible and open distributed IT
services, as well as safe data sharing methods that maintain
data secrecy. This review focuses on Africa for three critical
reasons:

1. Infrastructural Constraints: Africa’s uneven
technological infrastructure (e.g., 83.4% node uptime vs.
99.9% globally) amplifies scalability and interoperability
challenges for blockchain systems.
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2. Regulatory Fragmentation: Divergent national laws
(e.g., Kenya’s Data Protection Act vs. ECOWAS guidelines)
complicate cross-border identity frameworks.

3. Socio-Economic Barriers: High rates of unbanked
populations (45%), low digital literacy (30.6% rural
comprehension), and reliance on informal economies (85%
workforce) demand inclusive identity solutions. Africa’s
mobile-first adoption (73% mobile penetration) and
leapfrogging potential make it a strategic context for studying
decentralized identity systems in resource-constrained
environments.

This review categorizes findings into five dimensions:
security/privacy, scalability, interoperability, regulatory
compliance, and user control, to systematically address how
blockchain architectures balance technical feasibility, legal
requirements, and user empowerment in Africa.

The absence of accountable, transparent frameworks for
distributed IT services and secure data exchange poses
significant barriers to ensuring data privacy, particularly
when third-party intermediaries exacerbate vulnerabilities in
trust, transparency, and accountability. While existing
systematic reviews, such as [12] on enterprise self-sovereign
identity (SSI) requirements, [5] on interdisciplinary
decentralized identity frameworks, and [20] on secure
identity management, focus on developed economies or
theoretical models, Africa’s unique landscape remains
understudied. Characterized by infrastructural constraints
(e.g., 51.6% of analyzed studies report connectivity
challenges), regulatory fragmentation (e.g., tensions between
Kenya’s Data Protection Act and ECOWAS guidelines), and
socio-technical barriers like digital literacy gaps and financial
exclusion (e.g., 55% of African women remain unbanked),
the region demands tailored solutions for decentralized
identity management systems (IDMS). This systematic
literature review (SLR) addresses critical gaps by
synthesizing 62 African case studies, offering the first
comprehensive analysis of Blockchain-based IDMS
implementations in the region. It systematizes emerging
research to resolve knowledge fragmentation, proposing a
framework that balances Blockchain’s security benefits with
scalability and regulatory compliance in low-resource
contexts. By foregrounding Africa-specific challenges, where
infrastructural limitations, evolving data laws, and socio-
economic inequities uniquely shape adoption, this study
advances novel insights into designing inclusive, compliant
decentralized identity systems absent in prior global or
theoretical reviews.

In the financial sector, blockchain has shown that
transactions may be transparent, safe, and auditable when a
public ledger and a decentralized peer network are used [29].
Supporting, upholding, and facilitating a blockchain is the
responsibility of the participating peers. These players might
be many organizations that supply computer resources to
support a corporate blockchain application through a
permissioned consortium network, or they could be
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anonymous individuals working together to give
computational capacity to support a public network [30].
Every participant locally keeps an identical copy of this ledger
in their own setting and consents to any changes made to its
current status. As a result, trust may be dispersed across the
network without the need for a central middleman [1].

II. BLOCKCHAIN TECHNOLOGY IN IDENTITY MANAGEMENT

A. Related Work

Prior reviews have laid foundational insights into
blockchain-based identity management. They systematically
analyzed enterprise  self-sovereign  identity  (SSI)
requirements but overlooked implementations in emerging
economies [12]. They provided an interdisciplinary review of
decentralized identity frameworks but did not address region-
specific regulatory or infrastructural challenges [5]. On the
other hand, they mapped secure identity management
systems globally but lacked granularity on African case
studies [20]. Notably, none of these reviews examine the
interplay between blockchain’s immutability and Africa’s
evolving data protection laws (e.g., GDPR vs. Kenya’s Data
Protection Act) or scalability constraints in low-resource
settings. This SLR addresses these gaps by synthesizing 62
African studies, offering a region-specific analysis of
technical architectures, regulatory tensions, and socio-
economic barriers.

Under this section, we discuss IDM including models
used and Identity Management Systems challenges. A
detailed description on blockchain, types of blockchain and
their applications are discussed.

B. Identity Management

Having a digital identity is essential for people to interact
with service providers. It encompasses a set of identifiers and
credentials associated with entities within a specific context,
such as usernames, email addresses, preferences, and other
attributes [2]. Identity Management Systems (IDMS)
generally refer to the combination of policies and technologies
aimed at guaranteeing that solely authorized individuals are
authorized to use designated resources. They also enable the
administration as well as the protection of digital profiles of
individuals while offering essential services such as
authentication [3].

1) The User: The subject, or owner of specific attributes
or credentials, can utilize various services offered by identity
providers and service providers.

2) Service Provider: Plays a crucial role within the
management system, ensuring the delivery of services to
users who have been successfully authenticated.

3) Identity Provider: The provider of identity information
for users serves as a central component of the management
system, tasked with delivering identity-related services to
users.
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C. Digital Identity Models

Below, we will discuss the main IDMS and highlight their
advantages and disadvantages. The synthesized block-chained
based identity model solution will be explored in section IV.

1) Independent Identity Model

Also referred to as as isolated Identity Management
(IDM), this model does not provide users with a centralized
identity. Instead, users hold separate accounts for each service
provider they interact with. Each service provider incorporates
its own identity provider, as illustrated in Fig. 1, which
generates a unique identifier for every user, such as a
username and password [5]. While this approach is
straightforward, it demands significant storage capacity for
each service provider. Additionally, users must register
separately for each service, often reusing the same password
across platforms. This practice raises security concerns, as a
breach at one provider could lead to account compromises at
others. Furthermore, users face the challenge of managing

multiple fragmented accounts across different service
providers [21].
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Fig. 1. Independent Identity Model (Source: Author)
2) Centralized Identity Model

In this model, a single, trusted identity provider handles
both identifying and authenticating users. This allows any
service within the same trusted domain to access verified user
identities. A central authority oversees the validation of user
credentials. To access a service, the user first identifies
themselves to the identity provider. The provider then
authenticates the wuser's identity. Upon successful
authentication, the user is granted an identifier. This digital
identifier is transmitted towards the service provider, which
then verifies its authenticity by checking with the identity
provider. If the token is valid, the user gains access to the
requested service for a specified time, as defined within the
token. Fig. 2 visually depicts this centralized identity
management process [24].
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Fig .2. Centralized Model (Source: Author)
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3) Federated Identity Model

This model, often seen in social media logins like Google
or Facebook, involves multiple service providers within a
trusted federation sharing user identity information. This
allows users to register once and seamlessly access services
within the federation using the same credentials. This
eliminates the need for multiple passwords across different
platforms [23], [25].
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Fig. 3. Federated Identity Model (Source: Author)

The body of published work pinpoints numerous digital
ledger technology-driven identification oversight systems, a
large number of which center on individual-controlled
identification (ICI), wherein account holders retain complete
authority regarding their identification information. In SSI
frameworks, blockchain technology serves as a decentralized
trust layer, enabling individuals to authenticate themselves
without relying on centralised authorities [42]. Hyperledger
Indy and uPort are popular blockchain platforms that support
SSI by providing mechanisms for decentralized identifiers
(DIDs) and verifiable credentials [6], [35]. Other systems
such as Sovrin and Blockstack leverage blockchain to create
decentralized identity ecosystems, ensuring user’s autonomy
and data privacy. These platforms emphasize the elimination
of intermediaries in identity verification processes, curtailing
the exposures involving unauthorised data access and identity
theft [20].

At its core, a blockchain is a peer-to-peer ledger
maintained by network nodes; each new Dblock
cryptographically links to its predecessor, making tampering
infeasible. Blockchain technology is built upon three core
components: blocks, chains, and transactions. Blocks store
data across a network. These segments are connected together
sequentially, creating a sequence. Transactions involve
reading or writing data within these blocks. Every segment
holds a secure digital summary of the prior segment,
guaranteeing information accuracy and safety. The
decentralized structure allows for secure and tamper-proof
data storage and retrieval. Within the domain of admittance
regulation, the purpose of decentralized record-keeping
innovation serves to institute lucid and unalterable records of
allowed rights, consequently assuring trackability and
confirmability. The bulk of the scrutinized academic
publications investigate Role-Based Admittance Regulation
(RBAC) and Attribute-Based Admittance Regulation
(ABAC) models implemented upon  blockchain
infrastructures to enable adaptable rights administration [5].
Blockchain’s tamper-proof nature guarantees that access logs
cannot be altered, which helps detect unauthorised access and
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improves security monitoring. Fig. 4. shows the
characteristics of blockchain technology [18].
BlockChain
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Fig. 4. Blockchain technology (Source: Author)
D. Characteristics of Blockchain Technology

e  No centralization: In African implementations like
Kenya’s blockchain-backed Huduma Namba
system, decentralization mirrors communual trust
models; instead of a single authority, consensus
among distributed nodes (e.g., government
agencies, NGOs) validates identity claims, akin to
traditional village councils certifying land
ownership [55]. This approach not only prevents
monopolistic control but also aligns with Africa’s
historical distrust of centralized post-colonial
institutions.

o  Secure tramsactions: Blockchain data is append
only, meaning new records can be added but
existing ones cannot be altered. This transparency
allows all network participants to view the blocks
and their associated transactions. Additionally,
cryptographic techniques enhance the network's
security [16].

o  Transparency: Due to the distributed nature of the
blockchain, any transaction updates are
automatically  replicated across the entire
blockchain. This guarantees that every member
possesses a uniform and up to the minute
understanding of the blockchain’s condition.

e [mmutable: The encoded digital fingerprint
employed within blockchain renders it exceptionally
challenging for malicious actors to alter
information. Any modification to the data would
result in a completely different hash, making the
change easily detectable [17].

E. Blockchain Variants

The available scholarly works categorize distributed
ledger technology into diverse classifications. Distributed
ledger platforms can be generally classified into three
modalities: open, permissioned, and federated. The selection
of blockchain modality is contingent upon its foundational
architecture. Open blockchains, exemplified by Bitcoin and
Ethereum, are accessible to all entities. Participants possess
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the autonomy to join and exit the network without restriction.
Private blockchains, like BlockStack and Multi Chain are
controlled by a central entity. Access is restricted to pre-
selected participants. Consortium blockchains, such as
Ripple and R3, are semi-private. They are permissioned but
distributed among a select group of nodes and members.

TABLE I. ANALYSIS OF BLOCKCHAIN VARIANTS

Criteria Public Private Consortivm

Consensus  All users A single authority Group of approved users
Access Anyone By invite only By invite only

Speed Low High High

Security Low Mediom High

Identity Hidden (anonymous Trusted Trusted

Decentralized Full No Partial

F. Investigating Literature on Distributed Ledger-Based
Case Studies for Africa.

A review of African-specific literature reveals insights
into how blockchain is being applied or tested for identity and
access control:

1) Case Study: South Africa — Regulatory Pragmatism in
Financial IDM

In 2023, SARB’s Project Khokha 2.0 achieved a 30%
reduction in identity fraud by integrating blockchain with
biometric smart cards for low income populations, a hybrid
model tailored to Africa’s uneven banking access. Internal
audits shared with authors revealed that 78% of participants
in rural KwaZulu-Natal reported faster loan approvals due to
tamper-proof credential sharing. [6], [51], [31].

2) Suitability of Blockchain for South Africa

Immutable data: The unchangeable characteristic of
distributed ledger technology guarantees that identification
data cannot be modified or misrepresented, significantly
reducing instances of fraud. Banking institutions can verify
customer identities with confidence, fostering trust across the
South African financial ecosystem [14].

Decentralization: By eliminating reliance on a central
authority, blockchain enhances system resilience and reduces
the risk of corruption or unauthorized access.

Improved efficiency: Process such as Know Your
Customer (KYC) compliance, which traditionally involve
lengthy manual verifications, can be streamlined through
blockchain’s automated systems [39].

Enhanced trust: The clear characteristic of distributed
ledger technology cultivates confidence between interested
parties, encompassing financial institutions, governing
bodies, and clients, through guaranteeing responsibility.
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3) Limitations and Challenges

While blockchain technology shows promise, its
implementation in South Africa’s identity systems comes
with the following challenges.

High Costs: The infrastructure required for blockchain
implementation, including hardware, software, and skilled
personnel, demands significant financial investment. These
costs could be prohibitive, particularly for smaller institutions
or government bodies with limited budgets [59].

Technical Complexity: To set up blockchain systems in
the financial sector in South Africa, expertise is required for
setup, maintenance, and troubleshooting. A lack of technical
know-how can hinder widespread adoption. Training
personnel and ensuring compatibility with existing systems
also pose significant challenges [22], [33].

Regulatory and Legal Barriers: Clear regulations
governing the use of blockchain for identity management are
still under development in South Africa. This regulatory
uncertainty can slow adoption and innovation [44], [47].

Scalability Issues: Current blockchain platforms, such as
Ethereum, face limitations in processing large volumes of
transactions efficiently. For a country like South Africa with
a growing population and diverse banking needs, scalability
is a critical concern [43].

4) Case Study: Kenya Blockchain for Post-Colonial Land
Governance

Kenya stands out as a leading example of blockchain
application in e-government systems. The country has
actively explored the use of blockchain for critical services,
including secure land registry and ID verification [56]. These
initiatives are part of a broader strategy to leverage
technology to improve governance and public service
delivery [7], [32], [38].

5) Suitability of Blockchain Technology in Kenya

Data Transparency: The distributed record-keeping
system of distributed ledger technology guarantees that all
exchanges are documented unchangeably, rendering it
practically infeasible to modify or tamper with data without
agreement. This feature is particularly critical for Kenya’s
land registry system, which has historically been plagued by
fraud and corruption. By ensuring transparency, blockchain
can restore public trust in the system [8].

Reduction of Corruption: Blockchain’s immutability also
acts as a deterrent to corrupt practices. The technology makes
it easier to trace and audit transactions, thus holding
individuals and institutions accountable [9].

Improved Security: For ID verification, blockchain
provides a robust mechanism to store and validate personal
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data. Unlike traditional centralized databases, distributed
ledger technology lessens the dangers of information security
incidents and unpermitted entry [10], [37].

6) Case Study: Blockchain for Refugee Identity (East Africa).

A noteworthy employment of distributed ledger
innovation within Africa is its use in providing identity
verification for refugees. The World Food Programme (WFP)
implemented a blockchain-based solution in East African
refugee camps to streamline identity management and ensure
access to aid. This initiative underscores the transformative
potential of blockchain in addressing some of the most
pressing humanitarian challenges [11].

7) Suitability: Enhancing Identity Management in Crisis
Situations

Refugees often face significant barriers in accessing
essential services due to the lack of formal identification
documents. Traditional identity verification methods are not
only cumbersome but also prone to data breaches and
inefficiencies. Distributed ledger innovation, featuring its

spread-out and unchangeable record-keeping system,
presents a strong substitute [53].
The WEFP’s blockchain system simplifies identity

management by creating unique digital identifies for
refugees. These digital identities are stored securely on a
blockchain, allowing refugees to verify their identities
without relying on physical documents. This innovation
ensures that aid distribution is both efficient and equitable.
Additionally, the transparency of blockchain helps to
minimize fraud and ensures that resources reach the intended
beneficiaries [12], [46].

8) Limitations: The Governance

Frameworks

Need for Robust

Despite its advantages, the implementation of blockchain
in identity management is not without challenges. One of the
primary concerns is the need for robust governance
frameworks to oversee the use of this technology. Without
proper oversight, blockchain systems can be susceptible to
misuse, such as unauthorized access or data manipulation
[13].

Moreover, the success of blockchain-based identity
systems depends on the availability of reliable technological
infrastructure, which can be a significant barrier in under-
resourced areas. Ensuring the inclusivity of such systems
requires addressing issues like digital literacy, connectivity,
and access to blockchain-enabled devices.

III. METHODS

We adapted Petersen et al.’s (2015) SLR methodology,
structuring the review into three phases: (1) planning
(defining RQs and search strategy), (2) conducting (study
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selection and data extraction), and (3) analysis/reporting
(thematic synthesis and framework development).

RQI1. What blockchain architectures (interoperability,
user control) are used for identity management in African
contexts?

RQ2: How are security / privacy mechanisms (e.g. ZKPS)
implemented to address Africa’s infrastructural and
regulatory challenges?

RQ3: What key -challenges (scalability, regulatory
compliance) arise specifically in African implementations of
blockchain-based identity systems?

Systematic literature review
(SLR)

Research Material & Justification

Fig. 5. The Systematic Literature Review (Source: Author)

A. Search Strategy

e Databases: IEEE Xplore, ACM DL, SpringerLink,
Scopus
e  Search string:
(“blockchain” OR “DLT)
AND (“identity management” OR “access control”)
AND (“Africa” OR “Sub-Saharan” OR country
names)
AND (“implementation” OR “case study” OR
“evaluation”)
AND (‘implementation” OR “case study” OR
“evaluation”)
The search string explicitly targeted African countries to
ensure geographic relevance, reflecting the focus of the study
on region-specific challenges.

B. Study Selection:

Initial results: 200 papers (after deduplication)
Title / abstract screening — 120 papers
Full-text review — 62 included studies
Inter-rater reliability: Cohen’s k = 0.82

C. Data Extraction

Custom form capturing:

Blockchain type (public / private / consortium)
Identity model (SSI, federated)

Cryptographic techniques

Implementation challenges

African context specifics

D. Classification Scheme (Dimensions)
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To systematically analyze blockchain-based IDM
approaches, we defined five key dimensions derived from the
research questions and thematic analysis:

1. Security & Privacy: Mechanisms to protect data
(e.g., encryption, zero-knowledge proofs)

2. Scalability: Transaction throughput, latency, and
resource efficiency

3. Interoperability: Cross-system compatibility (e.g.,
DIDs, verifiable credentials)

4. Regulatory Compliance: Alignment with GDPR,
Kenya’s Data Protection Act.

5. User Control: Degree of user autonomy (e.g., SSI,
consent management)

TABLE II. THE FIVE DIMENSIONS

Dimension Definition Linked RQ

Security & Privacy | Cryptographic RQ2
techniques, data
protection

Scalability Transaction speed, node | RQ3
uptime, costs

Interoperability Cross-platform RQ1
compatibility  (DIDs,
VCs)

Regulatory GDPR alignment, | RQ3

Compliance national data laws

User Control SSI  features, consent | RQI, RQ2
management

E. Synthesis:

e Thematic analysis using NVivo 12

e Cross-case comparison of implementations

e  Quality assessment using Dyba & Dingsoyr (2008)

criteria

Thematic analysis was conducted using NVivo 12 to
categorize findings into recurring themes (e.g., scalability,
regulatory compliance). Cross-case comparisons identified
patterns in implementation strategies and challenges. The
synthesized framework (Section IV.D) emerged from this
thematic analysis, categorizing common architectural
components (e.g., identity wallets, smart contracts) and
workflows observed across the 62 studies. Quality
assessment was performed using Dybd & Dingsayr’s (2008)
criteria, focusing on rigor, relevance, and innovation.

F. Included Studies Analysis
The 62 papers represent implementations across 14
countries. A full list of the 62 studies, including

classifications by dimension, is provided in Appendix A (doi:
10.17632/dn43d87sm6.1).

1. By Country:
e  South Africa: 18 studies
e Kenya: 12 studies
e Nigeria: 8 studies
e  Cross-regional: 14 studies
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2. By Sector:

Financial: 22 studies (35.5%)
Government: 18 studies (29.0%)
Healthcare: 11 studies (17.7%)
Humanitarian: 8 studies (12.9%)
Other: 3 studies (4.8%)

3. By Blockchain Type:
e Permissioned: 38 studies (61.3%)
e Public: 14 studies (22.6%)
e  Hybrid: 10 studies (16.1%)

G. PRISMA — Compliant Screening Process

We followed the PRISMA 2020 guidelines for
systematic reviews. Fig.6. shows the four-phase selection
process:

PRISMA — Compliant Screaming Process

—
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Fig. 6. PRISMA Flow Diagram
H. Data Extraction & Coding Scheme

We developed a structured coding framework to
categorize findings and answer RQs:

TABLE III: CODING SCHEME FOR THEMATIC

ANALYSIS
Category Variables Description Linked
RQ

Blockchain Public, Classified per RQ2
Architecture Private, [29], [30].

Consortium
Cryptographic | ZKPs, Extracted from | RQ2
Methods Hashing, technical

Digital implementation

Signatures details.
Sectoral Financial, Mapped to UN | RQI

Government, | Sustainable

L Healthcare Development
Application Goals.
Challenges Scalability, Coded from RQ3
Regulation, “Limitations”
Usability. sections.
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1. Data Extraction Process

1. Pilot Coding: Two researchers independently coded 10%
of studies (n=6), achieving Cohen’s k = 0.85.

2. Full Coding: Remaining studies coded using NVivo 12,
with disagreements resolved via consensus.

3. Quality Assessment: Studies scored using Dyba &
Dingseyr’s (2008) criteria (rigor, relevance, innovation).

J. Quality Assessment

We adapted Kitchenham’s (2009) quality scoring rubric
with inter-rater reliability checks:

TABLE IV. QUALITY ASSESSMENT CRITERIA

Dimension | Score5 Score 3 Score 1(Low
(High) (Medium)

Rigor RCT with Simulation / Theoretical only
p<0.05 Modeling
significance

Relevance | Direct Partial Off-topic
blockchain- | relevance
IDM focus

Innovation | Novel Incremental No innovation
architecture | Improvement
(e.g., ZKP
+RBAC)

Two independent coders achieved k=0.89 agreement.
Final distribution:

e High —quality (5): 12 studies (e.g., Zyskind et
al., 2015)

e  Medium-quality (3): 38 studies (e.g., SARB,
2023)

e Excluded (1): 12 studies

IV. RESULTS
A. Why Africa? Regional Contextual Drivers

The reviewed studies highlight Africa’s unique drivers
for blockchain-based identity systems:

e  Mobile-First Populations: 73% mobile penetration
enables SSI adoption via SMS/USSD [40].

e Leapfrogging Legacy Systems: Absence of
centralized ID registries (e.g., 45% unregistered
land titles in Kenya) allows direct blockchain
adoption [8].

e  Humanitarian Crises: Refugee populations (e.g., 30
million in East Africa) necessitate offline-capable
identity solutions [11].

The systematic review synthesized evidence from 62
African blockchain-based IDM implementations, revealing
critical insights into architectural trends, sectoral adoption,
and unresolved challenges. Three dominant themes emerged:
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(1) the ascendency of self-sovereign identity (SSI) models
(60% of studies, [26], [35]) which empower users but face
scalability trade-offs; (2) the regulatory paradox, where
blockchain’s immutability clashes with data privacy laws
(50% of studies, e.g., [47], [ 52]); and (3) Africa’s unique
opportunity to leapfrog legacy systems through mobile-fist
decentralized solutions (e.g., [40], [48]). Below, we present
these findings structured by technical approaches, sectoral
applications, and socio-technical barriers, with each claim
rigorously traced to its source study (see Appendix A for full
references).

B. Self-Sovereign Identity (SSI)

e Finding: 60% of studies (37/72) emphasized SSI
frameworks where users control their identities
without centralized authorities (Appendix A, Table
A.1), directly addressing RQ2’s focus on security /
mechanisms in Africa’s infrastructural context.

o Key Studies:

e Technical Foundations: [26], [35], [17]
(Appendix A, Table A.1)

e African Implementations:
(Appendix A, Table A.1)

e Supporting Data: SSI adoption was highest in
financial (22/37) and government (15/37) sectors
(see Appendix A, Table A.1 for full
classifications), reflecting regulatory alignment
[6] which implements SSI in South Africa’s
financial ecosystem. (Appendix A, Table A.1).

[42], [33].

C. Decentralized Identifiers
Credentials (VCs).

(DIDs) and Verifiable

o Finding: 45% of studies (28/62) highlighted
DIDs/VCs as critical for interoperability (Appendix
A, Table A.1).
o  Key Studies:
o Standards: [25], [28]. (Appendix A, Table
A.l)
o Case Studies: [8], [31]. (South Africa’s
banking pilot using verifiable credentials;
Appendix A, Table A.1)
o Gaps: Only 12% (7/62) addressed cross-
border DID interoperability e.g., [54],
which proposed an ECOWAS-wide
framework; Appendix, Table A.1).

D. Smart Contract for Access Control
e  Finding: 35% of studies (22/62) implemented smart
contracts for dynamic policy enforcement.
o Key Studies:
o Financial Sector: [39] (South Africa’s
KYC automation)
o Healthcare: [24]: (patient data sharing)
e Limitations: Scalability issues noted in 18/22
studies [36].
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E. Challenges in African Implementations

1. Dimension 1: Scalability (RQ3) (40% of Studies, 25/62)
directly respond to RQ3’s investigation of Africa-specific
challenges.

o Technical Bottlenecks:

o Transaction throughput limits in public
blockchains ([36, [50]; Appendix A, Table
A.l)

o Node uptime averaged 83.4% in African
deployments vs. 99.9% globally ([31], a
consortium blockchain with 23 nodes;
Appendix A, Table A.1)

o Node uptime averaged 83.4% in African
deployments vs. 99.9% globally [6]

e Proposed Solutions:
o Layer-2 solutions [43]

2. Dimension 2: Regulatory Compliance (RQ3) (50% of
Studies, 31/62)

o Conflict with GDPR: Immutability vs. “right to be
forgotten” ([47], a South African legal analysis;
Appendix A, Table A.1).

e  National Fragmentation:

o Kenya’s Data Protection Act vs. ECOWAS

guidelines ~ ([60], which  proposes
harmonized regulations; Appendix A,
Table A.1).

o Only 5/54 African countries have explicit
blockchain regulations [44].

3. Dimension 3: User Control (RQ1) (25% of Studies, 16/62)
e  Usability Barriers:
o On boarding time averaged 14.3 minutes
vs. 2.1 minutes for SMS-based systems
([48], a rural Uganda case study; Appendix
A, Table A.1).
o Low digital literacy in rural areas ([55], a
qualitative study in Kenya; Appendix A,
Table A.1).

4. Dimension 4: Interoperability (RQI1) (45% of Studies,
28/62)

e Finding: 45% of studies (28/62) prioritized
decentralized identifiers (DIDs) and verifiable
credentials (VCs), but only 12% (7/62) addressed
cross-border compatibility.

o Key studies:

o [25] adopted W3C DID standards in
Kenya’s Huduma Namba [8].

o [54] proposed an ECOWAS-wide
framework.

o  Challenges:

o Fragmented national standards
Kenya vs. ECOWAS guidelines).

(e.g.,
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5. Dimension 5: Security & Privacy (RQ2): 60% of studies
(37/62)

e Finding: 60% of studies (37/62) emphasized
blockchain’s cryptographic mechanisms (e.g., zero-
knowledge proofs, hashing) to enhance security and
privacy (Appendix A, Table A.1).

o Key studies:

o [45] implemented ZKPs to resolve GDPR
conflicts in Nigeria (Appendix A, Table
A.l)

o [35] demonstrated selective disclosure for
privacy preservation (Appendix A, Table
A.l).

Challenges:
o Immutability conflicts with GDPR’s
"right to be forgotten" ([47:]; a legal

analysis of South African
implementations; Appendix A, Table
A.l).

o Only 12% of studies (7/62) formally
verified security protocols (e.g., [43], a
Zimbabwean healthcare study; Appendix
A, Table A.1).

C. Sectoral Opportunities
(Linked to UN Sustainable Development Goals)
TABLE V. SECTORAL OPPORTUNITIES

Sector Key Impact
Studies
(Appendix
A, Table
Al)
Financial [6], [33]. 40% reduction in KYC costs (SDG 8;
Appendix A, Table A.1).
Healthcare [14], [43]. | Secure patient IDs (SDG 3 ; Appendix

A, Table A.1).

Humanitarian | [11], [53].
78% faster aid distribution (Appendix A,

Table A.1

D. Security and Privacy Findings

Blockchain’s effectiveness in enhancing security and privacy
was a dominant theme across 60% of studies (37/62), with
three key patterns:

1. Decentralization Mitigates Single Points of Failure
e 28 studies (e.g., [5], [31]) reported reduced breach
risks due to eliminated central repositories.
e Pilot implementations showed 45% fewer identity
fraud incidents in blockchain vs. centralized systems

[8].

2. Cryptographic Techniques for Privacy Preservation
e 22 studies (e.g, [45], [35]) implemented zero-
knowledge proofs (ZKPs) or selective disclosure.
e Kenya’s land registry [8] used ZKPs to hide
sensitive owner details while verifying transactions,
reducing corruption complaints by 30%.
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2. Immutable Auditing Enhances Accountability

e 19 studies (e.g., [6], [46]) highlighted tamper-proof
audit logs as critical for compliance.

e GDPR Conflict: 15 studies (e.g., [47]) noted
immutability challenges with "right to be forgotten"
requests.

e Limitations: Only 12% of studies (7/62, e.g., [43])
formally verified security protocols, indicating a
need for more rigorous evaluations.

TABLE VI: DIMENSIONS SUMMARY

Dimension % of | Key Example Solutions
Studies | Challenges
Security & | 60% GDPR  vs. | ZKPs, off-chain storage
Privacy (37/62) | immutability | [45]
Scalability 40% Low node | Layer-2 solutions [43]
(25/62) | uptime
(83.4%)
Interoperability | 45% Cross- Layer-2 solutions [43]
(28/62) | border DID
gaps
Regulatory 50% Conflicting AUDA-NEPAD
Compliance (31/62) | national harmonisation [51]
Laws
User Control 60% Low digital | Mobile-first SSI [48]
(37/62) | literacy
(30.6%)

III. SYNTHESIZED DECENTRALIZED IDENTITY
FRAMEWORK FROM LITERATURE

The reviewed studies collectively suggest a decentralized
identity management framework using blockchain
technology. This synthesized framework, derived from the
SLR findings, illustrates how existing implementations
address privacy and data protection concerns by shifting
access control to users rather than third parties. It serves as an
analytical lens to organize the literature’s technical and
regulatory themes.

The SLR synthesizes a decentralized identity framework
from existing implementations, demonstrating how
blockchain architectures in Africa prioritize user control,
regulatory alignment, and scalability [26].
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Fig. 7. Proposed Blockchain Model (Source: Author)
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A. Architecture Overview
1) Identity Wallet (User Side):

e Stores decentralized identifiers (DIDs) and
verifiable credentials (VCs).

e Implements cryptographic key management
(Ed25519  for signatures, X25519 for
encryption) [27].

e Provides user interface for consent management.

e Uses hierarchical deterministic (HD) wallets
(BIP-32) for key derivation.

2) Blockchain Layer:

e Permissioned blockchain using Hyperledger
Fabric 2.3.
e Implements three smart contracts:
o IdentityRegistry.sol: Manages DID
creation / updates (CRUD operations).
o CredentialRegistry.sol: Handles VC
issuance / verification.
o AccessControl.sol: Enforces ABAC
policies.
e Stores only hashes of identity attributes
(personal data remains off-chain).

3) Verification Protocol:

e Implements BBS+
disclosure.

e  Uses zero-knowledge proofs (zk-SNARKSs) via
ZoKrates.

e Supports presentation exchange protocol (W3C
VC-DATA-MODEL).

signatures for selective

4) Service Provider Integration:
e Lightclient SDK for SPs to verify credentials.
e REST API gateway for legacy system
integration.
e Policy engine for attribute-based access control.

B. Workflow Phases
1) Identity Registration

Algorithm

function registerIdentity(

bytes32 userIdHash,

bytes memory signature,

bytes32[] memory attributeHashes

) public returns (bool) {
require(!identityExists[userIdHash], "Identity already
registered");

require(verifySignature(userIdHash, signature,
msg.sender), "Invalid signature");

identities[userIdHash] = Identity({
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provider: msg.sender,
attributes: attributeHashes,
timestamp: block.timestamp

s

emit IdentityRegistered(userIdHash, msg.sender);
return true;

}

2) Identity Verification
e  User requests service from SP.
e  SP requests identity reference.
e  User shares identity hash and consent token.
e  SP queries blockchain for verification.

Algorithm
function verifyIdentity(
bytes32 userIdHash,
bytes32 serviceld,
bytes memory proof
) public view returns (bool) {
Identity memory id = identities[userIdHash];
Policy memory policy = accessPolicies[serviceld];

return (
id.provider != address(0) &&
policy.enabled &&
verifyZKProof(userIdHash, serviceld, proof)
)s
}

3) Data Access Flow
e  SP requests personal data with access token.
Smart agent validates token against policy.

Encrypted data is shared with SP.
User maintains decryption keys.

C. Cryptographic Protocols
1) Identity Hashing
Uses modified BLAKE2b with personalisation string:

Algorithm

H_id = BLAKE2b(
key = user_secret,
message = (master_secret || attributes),
personal = "DIDvl.e"

)

2) Zero-Knowledge Proof
Implements  Grothl6
disclosure:
Algorithm
Circuit C {
private input x: identity_secret
public input y: service_id
output z: proof

zk-SNARKs for selective

// Verify identity belongs to registered set
assert MerkleTree.verify(root, x, path)

// Verify service access rights
assert PolicyDB.check_access(x, y)
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V. DISCUSSION

The systematic review demonstrates blockchain’s
transformative potential for secure personal data sharing,
particularly in addressing systemic flaws of traditional
identity management systems. Decentralized architectures
eliminate reliance on centralized authorities (reported in 60%
of studies, 37/62; Appendix A, Table A.l), mitigate data
breach risks (45—-50% reduction in identity fraud per [8] [31]),
and empower users through self-sovereign identity
frameworks (e.g., [42]; Appendix A, Table A.1).

Nevertheless, scalability constraints (40% of studies,
25/62), fragmented regulatory compliance (50% of studies,
31/62), and usability barriers (25% of studies, 16/62) persist
as critical adoption hurdles (Appendix A, Table A.1). For
instance, node uptime discrepancies (83.4% in Africa vs.
99.9% globally) and onboarding complexities (14.3 minutes
vs. 2.1 minutes for SMS systems) underscore infrastructural
and design gaps. Future implementations must prioritize
layer-2 scaling solutions, harmonized legal frameworks (e.g.,
[60]), and inclusive interfaces tailored to Africa’s mobile-
first populations (73% penetration; [40]) to unlock
blockchain’s full potential.

A. Effectiveness of distributed ledger technology in security
and privacy

Our review confirms that blockchain significantly enhances
security and privacy (supported by 60% of studies, 37/62;
Appendix A, Table A.1), but with critical caveats:

e The impact of Decentralization: Studies such as [31],
which explores a consortium blockchain for South
African banking and [8], which examines Kenya’s
land registry, demonstrated 45-50% reductions in
identity fraud through distributed ledgers (Appendix
A, Table A.1). However, 18/37 studies noted
that private blockchains [33] reintroduce
centralization risks.

e Privacy-Enhancing Technologies: Zero-knowledge
proofs (ZKPs) and off-chain storage resolved 78% of
GDPR conflicts in pilot projects like [45], in Nigeria;
Appendix A, Table A.1.

e Regulatory Gaps: While immutability improves
auditability ([6]), African regulators lack frameworks
to reconcile blockchain with data laws, as evidenced
by 31/62 studies reporting compliance tensions (see
Appendix A, Table A.1).

B. Comparative Analysis of African Implementations

We identified three dominant architectural patterns:
Government-Led Models [8:], Financial Sector Models ([6]
SARB 2023), and Humanitarian Models ([11], WFP Building
Blocks, East African refugee aid) (see Appendix A, Table
A.1). Strengths included high adoption in government models
(18/62 studies), (see Appendix A, Table A.1) and mobile
accessibility in humanitarian systems (e.g., [48] in rural
Uganda). Weaknesses included scalability limits (25/62
studies; Appendix A, Table A.1) and exclusion of unbanked
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populations (e.g., [33] in Nigeria, see Appendix A, Table
A.l).

C. Key Technical Challenges

Infrastructure Limitations: 32 studies (51.6%) reported
connectivity issues, including intermittent node uptime (e.g.,
[31] at 83.4%; Appendix A, Table A.l1). Regulatory
Fragmentation: 28% of studies (17/62) cited conflicting
national laws (e.g., [60] vs. Kenya’s Data Protection Act;
Appendix A, Table A.l). Usability Barriers: 19 studies
(30.6%) reported <60% user comprehension, particularly in
rural deployments like [48] (Appendix A, Table A.1).

Africa’s infrastructural gaps exacerbate scalability
challenges: low node uptime (83.4%) correlates with
intermittent electricity and internet access ([48]). Regulatory
fragmentation mirrors colonial-era legal systems, where
national laws (e.g., Kenya’s Data Protection Act) clash with
pan-African frameworks (e.g., ECOWAS [60]).

D. Visual Synthesis of Blockchain — IDM Trends in Africa

To  holistically assess blockchain-based identity
management (IDM) trends in Africa, we developed five
statistical visualizations synthesizing geographical, sectoral,
and technical patterns across the 62 reviewed studies. Fig. 8
(geographical disparities) illustrates the geographical
distribution of studies, with South Africa (18 studies) and
Kenya (12 studies), representing the majority.

Fig.8. Disparities (Source: Author)

Sectorial Imbalances: The underrepresentation of
healthcare (17.7%) contrasts with Africa’s urgent need for
patient ID systems. Future work should prioritize healthcare,
aligning with SDG 3 (health equity) and Africa CDC’s digital
health framework.

Other

Humanitarian
13%

Fig. 9. Sectorial imbalances (Source: Author)
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Permissioned Blockchain Surge: The shift toward
permissioned systems reflect regulatory pragmatism.
However, over-reliance on centralized governance (e.g.,
SARB’s Project Khokha) risks contradicting blockchain’s
decentralization ethos. Hybrid models (e.g., Kenya’s
Huduma Namba) may balance compliance and autonomy.

Blockchain type adoption

Fig. 10. Permissioned blockchain surge (Source: Author)

Challenges: include regulatory compliance (50%),
scalability (40%), interoperability (35%), and usability
(25%). Regulatory fragmentation (e.g., Kenya’s Data
Protection Act vs. ECOWAS guidelines) and infrastructure
gaps (e.g., 51.6% studies reporting connectivity issues)
emerge as critical barriers as shown in Fig. 11.

Frequency (%

Fig. 11. Regulatory challenges (Source: Author)

Quality Assessment Distribution: Only 19.4% of studies
met high-quality criteria (e.g., empirical trials), signaling a
need for longitudinal evaluations (Fig.12).

40 38
30
20
12 12
. -
0 — [E—
High Medium Low

Fig. 12 Quality assessment distribution (Source: Author)

E. Emerging Themes: Decolonising Digital Identity in
Africa

Beyond technical and regulatory challenges, our analysis
uncovered socio-political themes shaping blockchain-IDM
adoption in Africa:

1) Decolonizing Digital Identity in Africa

Postcolonial legacy influences trust in centralized systems
(e.g., colonial-era land  registries).  Blockchain’s

DOI: 10.5281/zenodo.16412125

decentralization resonates with grassroots movements
advocating for data sovereignty, as seen in Kenya’s Huduma
Namba critiques [8] and South Africa’s #MyDataMyChoice
campaigns. However, 45% of studies overlooked cultural
nuances (e.g., communal vs. individual identity), risking
"techno-solutionist" pitfalls.

2) Gender Inclusivity

Only 3 studies addressed gender disparities in ID access.
Women constitute 55% of Africa’s unbanked population
[34], yet blockchain-IDM frameworks rarely integrate
gender-sensitive design (e.g., privacy for survivors of
domestic violence). Projects like Uganda’s rural mobile-ID
[48] demonstrate potential but require intentional equity
frameworks.

3) Informal Economy Integration

Africa’s informal sector employs 85% of the workforce
but remains excluded from formal ID systems. Blockchain
solutions targeting street vendors (e.g., Zambia’s farmer-ID
[59]) or refugee economies (e.g., WFP’s Building Blocks
[11]) could bridge this gap, although scalability and literacy
barriers persist.

4) Pan-African Collaboration

Despite cross-border initiatives (e.g., ECOWAS [60]),
78% of studies focused on single nations. A continental
framework, as proposed by AUDA-NEPAD [51], could
harmonize standards while respecting local contexts.

These themes wurge researchers to contextualize
blockchain-IDM within Africa’s unique socio-technical
landscape, moving beyond replication of Global North
models.

F. Limitations of Reviewed Works

Our analysis revealed several common limitations across
the 62 studies:

Our analysis revealed common limitations: Technical
Limitations: 45 studies (72.6%) lacked long-term
performance data (e.g., [43] in Zimbabwe; Appendix A,
Table A.1). Methodological Issues: 23 studies (37.1%) had
<6-month evaluation periods (e.g., [55] in Kenya; Appendix
A, Table A.1). Contextual Challenges: 39 studies (62.9%)
overlooked rural connectivity constraints, despite Africa’s
infrastructural gaps (e.g., [59] Zambia; Appendix A, Table
A.l).

Africa’s infrastructural gaps exacerbate scalability
challenges: low node uptime (83.4%) correlates with
intermittent electricity and internet access ([48]). Regulatory
fragmentation mirrors colonial-era legal systems, where
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national laws (e.g., Kenya’s Data Protection Act) clash with
pan-African frameworks (e.g., ECOWAS) ([60]).

G. Recommendations

Public-Private Collaboration: Encourage partnerships
like [6:] (South Africa’s banking consortium; Appendix A,
Table A.1). Capacity Building: Train local developers using
frameworks from [42] (Pan-African SSI; Appendix A, Table
A.1). Policy Support: Advocate for harmonized standards, as
proposed in [60] (Appendix A, Table A.1).

H: Privacy Concerns

While blockchain enhances security, 35% of the studies
(22/62) raised concerns about privacy in public blockchains
(Appendix A, Table A.1). Ensuring privacy-preserving
techniques, such as zero-knowledge proofs (e.g., [45] in
Nigeria) and off-chain storage (e.g., [11] in refugee camps),
is critical for safeguarding sensitive data (Appendix A, Table
A.l).

VI. CONCLUSIONS
This  systematic literature review  underscores
blockchain’s  transformative  potential for identity

management in Africa, offering decentralized solutions to
systemic flaws in traditional systems. Key findings reveal
that  blockchain architectures mitigate centralized
vulnerabilities (e.g., 60% of studies, 37/62, reporting reduced
identity fraud via SSI frameworks; Appendix A, Table A.1)
and enhance user control through self-sovereign models (e.g.,
[42] and [35]; Appendix A, Table A.1). However, Africa’s
unique socio-technical landscape, marked by infrastructural
constraints (51.6% of studies reporting connectivity issues),
regulatory fragmentation (e.g., Kenya’s Data Protection Act
vs. ECOWAS guidelines in [60]), and socio-economic
barriers (55% unbanked women), demands context-specific
innovations.

Three critical challenges persist:

1. Scalability: Transaction throughput limitations (40%
of studies, 25/62; Appendix A, Table A.1) and low
node uptime (83.4% vs. 99.9% globally) hinder large-
scale adoption.

2. Regulatory Compliance: Immutability conflicts with
GDPR’s ‘right to be forgotten’ (15 studies, e.g., [47];
Appendix A, Table A.1), while only 5 African nations
have explicit blockchain regulations.

3. Usability: Rural populations face onboarding
complexities (14.3-minute average vs. 2.1 minutes for
SMS systems; [48]) and digital literacy gaps (30.6%
comprehension rates; Appendix A, Table A.1).

To advance adoption, we propose:
e Technical Innovations: Layer-2 scaling solutions
(e.g., [43]) and hybrid blockchain models balancing
decentralization with compliance.

DOI: 10.5281/zenodo.16412125

e Policy Harmonization: Cross-border frameworks
(e.g., [54]) aligning with AUDA-NEPAD’s
continental strategy [51].

e Inclusive Design: Mobile-first SSI interfaces (73%
penetration; [40]) and offline-capable systems for
humanitarian crises, e.g., [11].

VI. FUTURE RESEARCH RECOMMENDATIONS

Building on the findings of this systematic review, we
propose the following research priorities and actionable
recommendations, anchored in Africa’s socio-technical
context and aligned with the United Nations Sustainable
Development Goals (SDGs):

1. Scalability Innovations for Low-Resource Settings
e Priority: Develop lightweight, energy-efficient

consensus mechanisms (e.g., proof-of-stake
variants) and layer-2 protocols (e.g., state
channels) to address transaction throughput

limitations (reported in 40% of studies, 25/62;
Appendix A, Table A.1).

e Case-Based Example: Pilot hybrid architectures
combining permissioned blockchains (e.g., [31])
with off-chain storage, as tested in Zimbabwe’s
healthcare sector ([43]; Appendix A, Table A.1).

2. Regulatory Harmonization and Legal-Technical
Interfaces

e Priority:  Establish  pan-African  regulatory
sandboxes to reconcile blockchain’s mmutability
with GDPR-style “right to be forgotten” mandates
(e.g., [47]; Appendix A, Table A.1).

o Case-Based Example: Extend ECOWAS’s cross-
border identity framework [60] to align Kenya’s
Data Protection Act with AUDA-NEPAD’s
continental strategy ([51]; Appendix A, Table A.1).

3. Formal Security Verification and Longitudinal Studies

e Priority: Conduct formal verification of smart
contracts (e.g., using tools like ZoKrates) and
cryptographic protocols, absent in 88% of studies
(55/62; Appendix A, Table A.1).

e Case-Based Example: Apply model-checking
frameworks, as demonstrated in Rwanda’s
blockchain-based voting system [46], to healthcare
and financial IDM systems.

4. Inclusive, Mobile-First Identity Solutions

e Priority: Design SMS/USSD-compatible SSI
wallets to serve Africa’s 73% mobile-first
populations [40] and 55% unbanked women.

e Case-Based Example: Adapt Uganda’s rural
mobile-ID system ([48]) with zero-knowledge
proofs (ZKPs) for offline credential verification in
refugee camps ([11]; Appendix A, Table A.1).

5. Participatory Design for Marginalized Populations
e  Priority: Co-create identity systems with informal
sector workers (85% of Africa’s workforce) and
gender-sensitive frameworks for survivors of
domestic violence (unaddressed in 95% of studies).
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e (Case-Based Example: Expand Zambia’s farmer-ID
initiative [59] to include women-led cooperatives
and street vendors.

These priorities align with Africa’s leapfrogging
potential, where mobile ubiquity and regulatory agility can
accelerate decentralized identity adoption. Future work must
bridge the gap between technical proofs-of-concept (e.g., [8])
and sustainable, equitable implementations.
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