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Abstract— With the increase of smart devices
and their capacities, their use for different
services have also increased. As much as this
is an advantage, it has posed additional risks
because of the confidential information stored
on them. This has increased the need for
additional security on the smart devices. Most
of the methods used for user authentication
pose certain drawbacks that are either easy to
circumvent or cumbersome to use. As a result,
multi-level means of authentication is needed
to improve the security of mobile devices.
Sensors are playing a vital role in the mobile
ecosystem to enhance different services. These
sensors can be leveraged upon as a solution for
user authentication. This research analyzed and
evaluated different mobile device sensors for
continuous andtransparent userauthentication.
The mobile data used includes gyroscope,
accelerometer, linear accelerometer, proximity,
gravity, and magnetometer sensor data. A
feedforward neural network was used for data
classification. After extracting features from
the different sensors available in the mobile
device, the most effective sensor was selected
by evaluating performance of the different
sensors. The best sensor, the accelerometer
was further experimented on. The experiment
showed that smartphone accelerometer sensor
exhibits sufficient discriminability, stability,
and reliability for active and continuous
authentication, by achieving a performance of
6.55% for the best overall EER.

Keywords— Mobile Sensor, Authentication,
Mobile Device, Accelerometer

I. INTRODUCTION

The number of Internet of Things (loT) devices
is projected to be 120 billion by the year 2025
[1]. The present-day smartphones have the
capacity to support the user’'s needs. Asaresult,
people rely on the services and information
on their mobile device to complete their
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daily activities such as business or personal
activities. Some of these daily activities include
meeting schedules, accessing emails, online
games, online shopping, accessing news, and
sharing of documents.

Most recent mobile devices have increased
capacity in terms of storage, and this means
increase in the storage of sensitive data on
such devices. As more of these data are stored
in the device, information leakage becomes a
concern to organizations and users of these
mobile devices.

Researchers from University of Pennsylvania
demonstrated how latent smudges leave
smartphones susceptible to hacking. Smudges
attack is used to obtain PIN and pattern of a
smartphone, simply by increasing or decreasing
the contrast of the smartphone [2].

Pattern, PIN, and password also suffer from
shoulder surfing attacks; this attack occurs
when a malicious user can fully observe or
watch the login session [3].

Cameras on mobile devices are getting better
with increased pixels, therefore, it will be
useful for capturing biometric data for user
authentication [4] and can be used for spying.
Once a user is identified while using a camera,
the pictures can be used to fool the system.

Transparent and continuous biometric
authentication system should improve the
security of mobile devices, it should provide a
convenient protection mechanism for mobile
devices [5]. To enhance mobile device security
with continuous mechanisms, usability should
be considered. Out of various authentication
solutions, a promising technique is the
utilization of sensory data. Unlike other
special biometric techniques for smartphone
authentication (such as touch behavior or
fingerprints), most sensors do not require any

specialized hardware to obtain biometric data
[4]. Furthermore, from the analysis of most
sensors on mobile devices, sensory data can
be in a continuous manner if the mobile device
is being used. Hence, sensory data from mobile
devices can provide a non-intrusive, active, and
continuous authentication solution.

Recently, there has been anincrease in literature
toward sensors behavior for authentication.
Research on entry-point authentication [4]
[6] as well as active continuous authentication
[7] shows multi-motion sensor (such as
accelerometer and gyroscope) investigation
and analysis. Most research based their work
on motion-sensor users’ authentication.
Nevertheless, the research work using these
sensors for motion-based authentication have
not been comprehensively evaluated; these
sensors need detailed analysis of accuracy,
stability, and usability across various application
scenarios. Therefore, this paper focuses on
evaluating the performance of mobile sensor
behavior for active smartphone authentication.
Table 1 below shows publications about mobile
phone sensors for user authentication.

TABLE . CONTRIBUTIONS IN USER
AUTHENTICATION USING MOBILE PHONE SENSORS

Name of Year Type of Accu- Conti-nuous/

Author data used  racy non-conti-
nuous authen-
tication

Weiand | 2017 | Finger- | 90.23% | Non-continuous
Ruby [16] print
and ear
pattern
Moha- 2017 Proxi- 97.38% | Non-continuous
mmad et. mity
al. [15] Sensor
Hernan- | 2021 Gyro- 76.85% Continuous
dez- scope and
Alvarez et. accelero-
al [17] meter
Algarni et. | 2020 Hand 74.9% Continuous
al. [20] movement
and
waving
pattern
Papava- | 2021 Gait EER of Continuous
sileiou et. (Smart 0.01%
al. [24] socks and and
smart 0.16%,
shoes) respec-
tively

In this article, we evaluated the performance
of various mobile phone sensors for active
and continuous user authentication, the user’s
environment was also put into consideration.
The experiment evaluated the performance of
different sensors across various user activities.

These sensors data can be fused to increase the
authentication accuracy based on a predefined
threshold by using the most suitable data for
continuous authentication taking cognizance
of the environment. To achieve this, the
following research objectives were established:

¢ Toinvestigate the various mobile sensor
data suitability for active authentication.

¢ Evaluate and analyze the different
sensor’'s data based on different
activities.

e« Afurtheranalysis of the best performing
sensor.

Il. RELATED WORK

There has been various works on different
methodology for securing mobile device. It
is necessary to improve on these methods as
the traditional method of knowledge-based
authentication has memorability issue [8]
when a complex password or pin is used. Using
biometrics like fingerprint, facial and voice
print are common methods for mobile device
authentication [9]. This is made easy due to the
sensor in them and therefore, don’t require any
installation on the devices [10]. In [11], the use
of spoofing for attacking biometric systems
was explained, this is on the increase. Hence,
the work proposed a 3D anti spoof touchless
ear biometric sensor using a laser biospekled
fringe projection profilometry based imaging
algorithm. The algorithm uses the combination
of biospekle analysis and fringe profilometry
technique. The accuracy of the techniques
is affected by shadows and hair which are
unavoidable [12].

In a similar work, a finger imaging using
contactless 3D convolutional neural network
(CNN) for user authentication was proposed
[13]. Theimaging framework use Multiview deep
learning for extracting the minutiae feature of
the fingerprint. This methodisusedto overcome
the problem of elastic deformations of the
friction skin and local regions of fingerprint
images. This is caused by sweat, dirt, dryness
of the skin or skin diseases, and inconsistent
finger pressure while extracting the fingerprint.
This method, when used can solve the problem
of latent lifting in 2D fingerprint authentication.

A similar method like the last two authors
was introduced, using fingerprint, and retina
for authentication [14]. Here, an RSA (Rivest-
Shamir-Adleman) asymmetric cryptographic
algorithm for encrypting the biometric
template to improve security for authentication
was proposed. To reduce error in the process
and make it more flexible, any of the two
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biometric can be used, and can be fused using
it to encrypt the template gotten from the
biometric features. They also mentioned that
the fusion of the three biometric features would
reduce the error, provide flexibility, and build
resistance to spoofing attacks when compared
to using unimodal biometric systems. However,
based on the nature of asymmetric encryption,
it will increase the overall process time, which
makes this proposal slow.

In [15], the issue with using knowledge-based,
and physiological-based authentication
mechanisms was explained, based on the
usage of a mobile phone as a multi-purpose
device for different activities. Evidently, the
frequency of its usage is high, resulting in an
increased frequency of both PIN and password
inputs. As a result, employing non-intrusive
methods for user authentication seems to be
most ideal. For instance, in [16], an accuracy
of 90.23% was achieved, using fingerprint
and ear pattern captures to identify a user.
A training and testing time of 6.07s and 20s
were used respectively. This novel biometric
user authentication achieved high accuracy
levels, justifying its convenience, compared to
hardware-based methods.

In [15], “IntelliAuth” was introduced, based
on the user’s behavioral biometric with the
ability to use the environmental sensing to
improve the authentication using a proximity
sensor. Mobile sensors of accelerometer,
gyroscope, and magnetometer are used user
authentication. This proposal is novel as the
result of the Bayes-Net classifier produced
a 97.38% accuracy when compared to the
other classifiers (decision tree, K-NN and
SVM). The work presented in [16] proposed
a multisensory authentication system which
continuously authenticates the user. Just like
previous work, behavioral biometrics are used,
so it does not require direct user involvement.
Also, like its predecessor, the method proposed
in [16] uses the accelerometer, orientation, and
magnetometer sensors.

In addition, the proposal presented in [17] uses
the gyroscope and accelerometer sensor to
authenticate a user. The preservation of the users
data captured from the sensors was considered
by implementing a format preserving encryption
technique. This was a countermeasure to
reduce personal data leaks since most of the
authentication systems use machine learning
algorithms which are sometimes outsourced to
the Cloud, making them be prone to attacks.
Despite using cryptography for securing user
data, an accuracy of 76.85% was achieved with
no significant impact on the authentication
process.
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In the area of using voice for authentication,
researchers in [18] developed a continous
authentication system using a fusion of mobile
phone sensors and speaker information. This
proposal is novel as it is a multimodal form of
authentication, similar to the one in [19], which
produced high accuracy rate. However, voice
recognition has setbacks because it is not
convenient to be used by people with learning
difficulties, or speech impediments. Also, its
accuracy may be compromised if a person’s
voice changes due to different health and
emotional conditions.

In [20], a subystem for continous user
identification using mobile phones was
introduced. It was based on how they interact
with their phones (hand movement and waving
patterns). To test the performance of the
system, random forest, support vector machine
and Bayesian networks were used, reaching
an accuracy of 74.9% using the random forest
classifier.

In conclusion, the mobile sensor will enhance
user authentication for the implementation of
transparent authentication for a mobile device.
The fusion of several sensors will improve
the data available, resulting in an increased
accuracy for mobile user authentication.

I1l. EVALUATION METHOD

This proposed work is to evaluate and analyze
the explicit and continuous authentication of
mobile phone users. The availability of real-
time sensorial data via mobile phone sensors
provides useful information to analyze a user’s
environment, the usage patterns, and user
mobility

Using the sensorial data and the computational
capabilities of smartphones, the proposed
work includes data collection, pre-processing
of data, feature extraction, and classification.
The details of each step are explained in the
following sections.

A. DATA COLLECTION

Data is collected from 30 healthy participants
using a third-party application called TOHRC
data logger available on the android play
store. To create a real-life scenario, participants
carried out some activities sitting, standing,
walking both on plain floor and staircase, on a
platform and walking down a staircase. These
activities are used because data was collected
in a controlled (University building, individual
homes) environment under a short period of
time and those activities reflects a person’s

usual day-day activities. Each of this activity
is recorded for thirty (30) seconds with a
sampling rate of 50Ghz.

The mobile device was held by the participant
while doing all activities. The experiment was
carried out using four different activities for
each participant. The activities are listed below:

e Activity 1: User sitting for a defined time
while the data was collected.

e Activity 2: User standing for a defined
time while the data was collected.

e Activity 3: User walking for the duration
for a defined time while the data was
collected.

e Activity 4: User walking down and up
a staircase for a defined time while the
data was collected.

B. OVERVIEW OF SENSORS

Mobile phone sensors are categorized into
three, this is based on the sensor data type.
The sensor categories are

1.  Motion sensors

2. Position sensors

3. Environmental sensors
The motion sensors measure acceleration and
rotational forcesalong the X, Y, Z-axis. Examples
of motion sensors are the accelerometer,
gyroscope, gravity sensors etc.

The position sensors measure the physical
position and orientation of the mobile phones.
the position sensors include the orientation,
proximity, and magnetometer sensors. The
environmental sensors are used in measuring
environmental parameters. Examples of
environmental sensors are thermometers,
barometers. For this project, the position
and motion sensors were used. Position and
motion sensors have shown to be accurate
and have been widely used for mobile phone
user authentication [21]. The sensors selected
in this study are used because they represent
useful information about the user’s behavior
and environment. Based on the research work
presented in [16], the accelerometer can detect
coarse-grained motion of a user. This can be
used for gait recognition while the orientation
sensor can be used for analyzing how the user
positions the device and the magnetometer
is useful for environment representation. A
combination of two or more of these sensors
with similar functions would enhance mobile
user authentication accuracy. The list of the
sensor include:

«  Accelerometer, linear acceleration
sensor and gyroscope

¢« Orientation, proximity, and
magnetometer sensors
¢GPS and gravity sensors

TABLE Il. SHOWING THE SENSOR AND POSSIBLE
FEATURES (" REPRESENTS FEATURES THAT
CAN BE EXTRACTED FROM THE SENSOR AND -
REPRESENTS OTHERWISE)
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sensor

Total 6 6 5 5 6 5 3 3 3 4 4

C. NEURAL NETWORK CLASSIFIER

Neural Network is an adaptive system that
changes its structure or internal information
flow using neuron for training time. This
consists of hidden layers, and an output layer in
the architecture. The number of neurons used
for training the data is useful for determining
the accuracy of the overall neural network
classification. The number of neurons could
be led to either underfitting or overfitting. The
underfitting is when few neurons are used in the
hidden layer and overfitting is when too many
neurons are used for training. To overcome this
issue, four different sizes of 5, 10, 15, and 20
network sizes are used to determine the best
layer which could be used for each activity.
Each of this activity is analyzed per sensor for
all the neural network sizes compared.

D. EVALUATION METRICS
The research evaluated the proposed method

using three (3) metrics widely in biometric
authentication, these are:

¢« False Acceptance Rate (FAR) the false

identity acceptance of an impostor.
e False Rejection Rate (FRR) is the
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Fig. 1. Classification Performance

probability that the identity verification
system incorrectly rejects the genuine user.
. Equal Error Rate (EER) is the meeting
point of the plot of FAR and FRR. The
lower the value of ERR, the higher the
accuracy of the biometric system.

IV. MULTI-USER EVALUATION

Four network sizes are analyzed for the
different sensor while participants carried out
activities. This includes network size 5 10, 15,
and 20.

In Figures 1(a) and 1(b), the best and worst
individual performance is shown. Figure
1(c) shows the overall performance of all the
classification.
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A. INDIVIDUAL PERFORMANCE

The individual performance shows the best as
the gyroscope followed by the accelerometer
irrespective of the activity.

B. OVERALL PERFORMANCE

The overall performance shows the gyroscope
as the best. However, the overall performance
in Figure 2 shows that when using a different
network size to improve the performance, the
accelerometer performed better when a 45-size
neural network was used.

V. ENHANCED PERFORMANCE
EVALUATION FOR THE
SENSORS

To investigate the performance of the sensors,

30

Accelerometer sensor activity 2

Fig. 2. Overall Performance in EER (%)
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a) 0.032946 at epoch 4

Fig. 3. Accelerometer Results for Standing Activity

we evaluate the performance of the sensors
using the four activities. The study used the
FAR (false acceptance rate) and FRR (false
rejection rate). The final output from the two
matric gives the EER (equal-error rate) for
evaluation and analysis of the result. The EER
biometric accuracy measure is used in this
research. The most effective biometric control
system is the one with the lowest ERR or CER.

The biometric that has the highest EER is the
most ineffective. However, it is important to
ensure the data is fully trained before analyzing
the result.

The neural network training tool is used to
train the data showing the data trained and the
algorithm used. Mean Square Error (MSE) is
used as the performance metric.

Performance has four lines: Trains, test,
validation, and best. Performance for each
of the training, testing, and validation sets is
shown on a log scale. The best line (dotted)
confirmed that training of the data had been
done successfully. In all the activities, it can be
seen decreasing as the data was trained. The
network that did best on the validation set
was used to calculate the ERR of all activities.

35 ; 50 55 60 65 70

Gyroscope activity 2

Train
Validation
Test

Best

{0 \
1073 "
o 1 2 3 4 5 B 7 8
8 Epochs

b) 0.034672 at epoch 2

The result of the experiment is explained using
tables and graphs.

Table 3 shows the result of standing activity.
The lowest EER is 0.26% and the highest is
2214 percent. Figure 3a) and 3b) shows the
neural network training performance curve,
and the best validation performance for sitting
activity is 0.032946 at epoch 4.

TABLE Ill. EER IN STANDING ACTIVITY

Activity Lowest EER  Highest EER Overall EER

| Standing 0.26% 22.14% 6.55%

Table 4 below gives information about sitting
activity. Sitting activity result achieved the
lowest EER of 0.26%, and the highest EER
of 32.49%. The overall ERR of this activity is
10.16%.

TABLE IV: EER IN SITTING ACTIVITY

Activity Lowest EER Highest Overall

EER EER
Sit 0.26% 32.49% 10.16%
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Fig. 4. Accelerometer Results for Walking and Stair Activity
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Highest EER | 22.14%

Overall EER | 10.16%

Lowest EER
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. 13.53%

Highest EER m——— Overall EER

Fig. 5. All-Activity EER Performance of the Accelerometer

Figure 4a) shows neural network training
performance curve, and the best validation
performance for walking activity is 0.05942 at
epoch 3.

TABLE V. EER IN WALKING ACTIVITY

Activity Lowest Highest Overall EER
EER EER
Walking | 10.06% 54.77% 38.11%

Figure 4b) shows neural network training
performance curve, and the best validation
performance for stair activity is 0.010879 at
epoch 2. As the Table 6 below indicates, the
lowest EER of 13.53% was achieved. The highest
EER is 54.55%. The table also shows the overall
EER for stair activity is 38.77%.

TABLE VI. EER IN STAIR ACTIVITY

Activity No of Lowest Highest Overall
Features EER EER EER

Stairs \ 30 \13453% 54.55% | 38.77%

In Figure 5, we use three indicators to
describe the overall EER for all activities of
the accelerometer sensor. To begin, standing
activity has the lowest EER amongst all activities.
standing activity (act. 1) has the lowest EER of
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6.55%. Then followed by sitting activity (act.
2), which has an EER of 10.16%. The other two
activities have an ERR that is significantly high
when compared to the first two.

The overall EER of activities walking (act. 3)
and walking up and down the stairs (act. 4)
are also shown, with act. 3 having the overall
EER of 28.11% and act. 4 having 38.77%. The
most effective biometric control system is the
one with the lowest ERR. The lowest EER of the
accelerometer sensor is 6.55%, which means the
experiment achieved 93.45% accuracy rate of
authenticating the user. The highest EER is the
most ineffective, which is 38.77%; this means
it has 61.23% accuracy rate of authenticating a
user.

VI.DISCUSSION AND FUTURE
WORK

This research utilized a dataset of 30 healthy
participants (users). The research examined
the performance of multiple sensors across
four activities: stand, sit, walk, and stairs.
The signals (data) extracted from the three
sensors of accelerometer, gyroscope, and
magnetometer attributed to a larger feature
vector which shows that the mobile sensor can
be used for active authentication. Using the

EER for evaluating the result, the higher the
EER value, the lower the accuracy, on the other
hand, the lower the EER value, the higher the
accuracy of the biometric system [22].

In each activity the difference in the highest
and lowest EER is significant because data
was collected for 30 seconds. Future work
would investigate collecting data for a longer
period while users carry out different day-day
activities.

In comparison with existing literature presented
in the literature review, this research achieved a
better performance than some of the existing
studies. In [23] for example, a biometrics
authentication mechanism using motion
sensor of a smartphone was presented. The
experiment was performed with the mobile
user holding the mobile and moving around to
perform a signature. The accelerometer used
for the motion pattern detection. The result of
the experiment confirmed that a single sensor
can be used for authentication purposes. The
study also demonstrated how a single sensor
could be used for authentication purposes.
The experiment achieved a false accept rate
(FAR) of 1.46% and false rejection rate (FAR) of
6.87%, which has a better performance than the
performance our experiment, which achieved
an equal error rate (EER) of 6.55% and 10.16%.
However, in [23], researchers developed an
application that was explicitly used to gather
only the necessary data for user authentication,
whereas a third-party application was used in
this research. In addition to that, [23] utilized
only 6 participants for their experiments.
Having more participants in our experiments,
it was easier to distinct users and have better
results with enhanced biometric performance.
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