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Abstract— The rapid increase in the number of cyberattacks in
the digital age has reduced the effectiveness of conventional
cybersecurity systems. Traditional methods of cybersecurity face
considerable difficulty when detecting new, sophisticated attacks
and advanced exploitation techniques swiftly. This research
addresses critical cybersecurity concerns by developing an Al-
driven Intrusion Detection System (IDS), which employs Random
Forest (RF) algorithms to detect cyberattacks efficiently. The
evaluation of the model was conducted using three publicly
available datasets: CICIDS2017 (692,703 records), NSL-KDD
(148,517 records), and UNSW-NB15 (257,673 records) with
various attack backgrounds and network configurations. A set of
evaluation metrics, including accuracy, precision, recall, and F1-
score, was employed to assess the performance of the cyberattack
detection prototype. Across the three datasets, the model attained an
average accuracy of 99.85%, precision of 99.83%, recall of 99.91%,
and an F1-score of 99.87%, while maintaining low error rates, with
an average false positive rate of 0.25% and a false negative rate of
0.10%. The results indicate that Random Forest is an effective
solution for cyberattack detection in data-driven environments. The
model was developed with lightweight and easy-to-deploy criteria,
but the evaluation reported in this study was done under benchmark
test conditions. This work improves the effectiveness of machine
learning-based intrusion detection systems and serves as a stepping
stone for future research on operational and real-time deployment of
machine learning-based intrusion detection systems.

Keywords— Artificial Intelligence, Cybersecurity, Cyberattack,
Intrusion Detection System

L. INTRODUCTION

The rapid growth of the digital environment has elevated
cybersecurity to a critical priority for both individuals and
organizations. The frequency of cyberattacks has increased
drastically over the last few decades to keep up with ever-
changing technologies [1]. This increase requires
organizations to implement strong cybersecurity measures. A
study by [1] noted that traditional cybersecurity approaches,
such as computersecurity and network protection systems, are
becoming increasingly ineffective in combating continuously
evolving and creative cyberattacks. Cyberattacks result in
damaged reputations, financial losses due to the theft of
intellectual property, legal liabilities, and business operation
disruptions [2]. A cyberattack is a deliberate attempt by
malicious actors to gain unauthorized access, disrupt
operations, or compromise information systems, to destioy
data, or perform any malicious activities that will compromise
the company network or infrastructure [3]. In the study by [4],
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traditional cybersecurity is defined as methods such as
conventional Intrusion Detection Systems (IDS) that operate
based on signature-based and rule-based detection
mechanisms in which cyberattacks are detected by matching
the data against known attack patterns. The authors further
emphasize that these methods are slowly becoming ineffective
due to evolving, increasingly sophisticated cyberattacks, often
supported or enhanced by Artificial Intelligence (Al)
techniques and other advanced cyber capabilities. The world
is experiencing an increase in cyberattacks, and the cost is
estimated to go up to 10.5 trillion by 2025, compared to 3
trillion in 2015 [5]. In Africa, cases haveincreased by 76% in
2023, and South Africa has been the most affected by financial
losses despite the high-level security measures [6].
Conventional cybersecurity methods, which rely on signature
detection, are weak at dealing with advanced threats such as
zero-day and polymorphic attacks [1]. Banks remain primary
targets for cyberattacks [7], [8], [9] and the fast development
of digital systems has increased vulnerabilities. According to
recent research, Al-based models, such as SVMs and LSTMs,
can increase detection through predicting and simulating
attacks [2]. Nonetheless, most Al products are memory -
consuming and cannot be used in real-time. The paper fills
these gaps by suggesting an optimized, interpretable, and
lightweight Random Forest (RF)-based IDS, which is meant
to be used in real-time detection in resource-constrained
settings, especially in areas such as South Africa, where
cyberattacks have dire economic implications.

II. PROBLEM STATEMENT

Most businesses rely on digital technologies, which have
resulted in a rise in advanced cyberattacks that conventional
cybersecurity approaches fail to detect [2]. The same authors
add that conventional cybersecurity approaches involve
signature-based and rule-based detection models, which
detect cyberattacks by matching data to known attack pattems.
These methods often fail to detect new attacks. The
complexity of cybersecurity attacks is constantly increasing,
presenting serious difficulties for people and companies
globally [10]. Traditional IDSs are critical securiy
components that monitorand analyze systemactivity to detect
suspicious behavior and prevent unauthorized access [4].
Research, such as that conductedon [6]and [10], points to Al
models as more efficient than traditional algorithms. Deep
Leamning (DL) and machine learning (ML) models can
achieve high accuracy levelfor real-time detection ofzero-day
attacks and advanced types of malware. The authors added
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that DL models can achieve high accuracy, but they have high
computational requirements. These studies show that
traditional cybersecurity methods face significant challenges
in detecting sophisticated attacks and advanced exploitation
techniques in a timely manner. Thus, this paper delves into
using Alto detect cyberattacks in real-time, aiming to improve
accuracy and adaptability to emerging cyberattacks.

III. RELATED WORKS

Conventional IDSs are based on rule-based and signature-
based techniques to identify known attack patterns, which are
becoming less effective against contemporary and
sophisticated threats [1], [4]. To address these shortcomings,
Al technologies are being explored for real-time cyberattack
detection, leveraging techniques such as anomaly detection,
pattern recognition, and continuous learning[11], [12]. With
the ability to provide adaptive and proactive defense, Al can
provide the opportunity to identify and react to changing
attacks in real-time, a shift from traditional static, signature-
based security systems to dynamic, intelligent cybersecurty
solutions.

A. The Emergence and Integration of Artificial
Intelligence in Various Sectors

Al-based technologies, including machine learing,
computer vision, and Convolutional Neural Networks
(CNNs), are increasingly applied in agricultural settings to
support real-time monitoring of plant conditions, detect
diseases at the earliest stages, and manage water in irrigation,
optimizing water usage and improving productivity [13].
Advanced deep leamning has significantly improved the
accuracy of medical image analysis, supporting the diagnosis
of conditions suchas pneumonia, tumors, and COVID-19, and
Al-enabled virtual care systems, based on wearables and
chatbots, enable continuous health monitoring and
personalized treatment in healthcare [14]. Likewise, in
education, Al promotes adaptive learning by having
intelligent tutoring systems and automates grading, applying
natural language processing (NLP) techniques to support
automated grading. These technologies contribute to more
personalized learning experiences while allowing educators to
focus on innovative teaching practices [15].

Al has been shown to have a lot of transformative
capability in diverse fields, such as education, agriculture, and
healthcare, where it has increased the efficiency of running
operations and decision-making [12], [13], [14]. In the
information technology industry, in particular, Al solutions
have become more advanced by enhancing complex data
analysis rather than simple automation [16]. In this study,
there is a special emphasis on the implementation of Al in the
context of cybersecurity systems, where its development
process is being leveraged to respond to new challenges in
technology.

B. The Emergence and Integration of Artificial
Intelligence in Cybersecurity

Increasing  sophistication and pervasiveness of
cyberattacks demand that organizational defense systens
change their paradigm [17]. Traditional rule-based security
measures are no longer effective when confronted with the
adaptive and advanced nature of modern cyberattacks [1]. As
aresult, improving cybersecurity operations now requires the
integration of AL. The main function of Al in enhancing cyber
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defense, as per the body of existing literature, is critically
examined in this section [18].

A study by [2] examined network intrusion detection by
testing RF, SVM, LSTMs, and Autoencoders using the
CICIDS2017 and UNSW-NBI5 datasets. The research
examined model performance when applied to real-world
attacks to identify a model that can best detect cyberattacks
with improved accuracy and efficiency. The RF model
displayed maximum accuracy at 92.3% when compared to
89.7% accuracy achieved by SVM within the ML models.
LSTMs achieved 94.1% successful attack detection through
their sequential approach at the expense of 200 ms
computational time per task. Autoencoder achieved higher
detection success than K-Means Clustering because its
accuracy rate exceeded 87.8%, whereas K-Means scored at
85.4%. These results suggest that although LSTM achieves
higher accuracy, it incurs higher computational costs.

A study conducted by [19] was aimed at enhancing
security in satellite-terrestrial integrated networks (STIN)
using four hybrid IDSs that integrate advanced feature
selection with ML and DL methods. The authors optimized
the STIN and UNSW-NBI5 dataset feature sets using
sequential forward selection based on RF to minimize
computational cost while optimizing detection performance.
RF-based model reached 90.5% on satellite data and 78.52%
on terrestrial traffic, and DL variants incorporating RF feature
extraction and Gated Recurrent Unit (GRU) reached 87% and
79%, respectively. Architectures based on Long Short-Term
Memory (LSTM) and GRU have also been effective in
identifying complex attack patterns, including distributed
denial-of-service (DDoS) attacks. However, traditional
machine learning approaches, particularly when combined
with ensemble methods and multilayer perceptron models,
continue to perform competitively in detecting such threats.
The results demonstrate the effectiveness of hybrid IDS
designs in dealing with changing threats in integrated network
environments. Research has shown that machine learning
methods can help to detect intrusions, especially to counter
DDoS attacks.

In astudy by [19], it was stated that RF with preprocessing
methods like min-max scaling and outlier detection had an
impressive accuracy of 99.72% at identifying DDoS attacks.
In evaluation studies, severalclassifiers, including BayesNet,
Naive Bayes, J48, Partial Decision Trees (PART), and
Random Forest, have been tested on the NSL-KDD dataset
alongside dimensionality reduction techniques such as
Principal Component Analysis (PCA) and Random Projection
(RP) [20]. The findings showed that RP combined with the
PART classifier provided the best performance with a 82.0%
accuracy and a false positive rate of 16.2, and the F1 score was
equal in normal and anomaly classes (82.3% and 81.7%).
Additionally, RP was found to be better than PCA in
sustaining the classification accuracy and minimizing the
computational cost, which highlights its applicability in
intrusion detection systems that require efficiency and
accuracy in real time.

Data balancing and feature engineering are critical in the
field of cybersecurity. Techniques such as SMOTE are
commonly used to address class imbalance, particularly in
datasets where malicious instances are underrepresented.
Flow-related features (packet size, duration, protocoltype)are
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always among the most important indicators of malicious
activity [21]. RF is still widely used due to its feature ranking
feature and ability to process high-dimensional data. In a
recent study by [22], ML models (RF, SVM, Gradient
Boosting), anomaly detection algorithms (K-Means,
DBSCAN, Autoencoder), and DL models (Transformer,
RNNs, CNNs) were compared in terms of real-time attack
detection. RF was 94.5% accurate, whereas CNNs were
95.8% accurate, and their cost of computation was lower, so
they were the most feasible option. The Transformers had the
highest accuracy 0£96.2% and required 18.3 GB of RAM and
8.5 hours for training, whereas Autoencoders had the highest
true positive rate of 94% and the lowest latency of 120 ms, but
the highest resource use. Although deep learning models are
very accurate, they require intensive calculations and are not
interpretable, which prevents theiruse in real-time. RF on the
other hand provides the best tradeoff between accuracy,
efficiency, and explainability and good generalization across
datasets and low resource consumption- making it one of the
top choices in the next-generation intrusion detection systens.

A significant gap in the research on lightweight model
integration into real-time resource-constrained environments
is evident. The gap addressed in this paperis the creation of
an RF-based IDS that is optimized in terms of speed,
interpretability, and efficiency. A comparison (Table I)
between the existing methods shows that there are trade-offs
between current methods: signature-based systems are only
able to detect known threats; state-of-the-art AI models like
Transformers and LSTMs are highly accurate, but impractical
because of resource requirements; and methods like RP with
PART classifiers have high false positive rates. This analogy
supports the necessity of light, interpretable, and high-
performing models like the Random Forest that can balance
the detection with the feasibility of the operation.

TABLE L LIMITATIONS OF EXISTING CYBERSECURITY APPROACHES
Detection Ke O peration
Authors|  Method Accuracy Limita)tfions alpImpact
[4];[1] | Signature/ Focus on Restricted and - Increased
Rule-based | known limited to breach Risk
attacksonly | known attack - High
pattemsbecauwse | remediation
it relies on costs
signatures/rules. | - System
downtime
[20] Random 82.0% Misses 18% of 16.2% false
Projection | Attack the attacks positives,
andPART | Detection (breach risk), SOC teams
Classifier andwith 16.2% | spendtime
it has false on a false
positives (alert | sense of
fatigue). security
and miss
real attacks.
[10] Transforme | 96.2% Heavy Resource | Cost-
r Attack Requirements: prohibitive
Detection 18.3 GBRAM, to the
8.5htraintime. | resource-
limited
organisation.
[2] LSTM 94.1% The model's Extra
Attack major drawback | computing
Detection is its 200 ms costs cause
computational more
time, whichisa | operational
significant cost. | expenses.

The comparative analysis highlights the weaknesses of both
traditional and modem approaches to cybersecurity: deep
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learning models, despite their high accuracy, are costly in
terms of resources and cannotbe applied in real-time, whereas
lightweight models tend to lose their accuracy, leading to alert
fatigue. Such gaps highlight the need for a solution that is
correct, computationally efficient, and interpretable. To
overcome this, the present study proposes an RF-based IDS
that is optimized to perform real-time detection in resource-
constrained environments.

IV. THE MODEL FRAMEWORK,
ARCHITECTURE, AND PROPOSED
METHODOLOGY

To improve cyberattack detection with high accuracy,
robustness, and interpretability, this paper proposes a Random
Forest-based IDS model. The framework was implemented in
Python, with a Streamlit interface for model training, test data
uploading, attack detection, model persistence, and result
logging. The implementation also incorporates machine
learning and pre-processing libraries, such as Pandas, NumPy,
Scikit-learn, Imbalanced-learn, Matplotlib, and Seaborn.

A. System Architecture
The layers of architecture include the following:

e Data Acquisition Layer

o Gathers unprocessed network traffic
content of benchmark data: CICIDS2017,
NSL-KDD, UNSW-NBIS5.

o The datasets were selected due to varying
traffic behaviors and attack types, allowing
for the model's performance to be assessed
in varying cybersecurity environments.

e Data Preprocessing Layer

o Standardizes data (eliminates duplicates,
blank values).

o Compatibility between datasets was
achieved by standardizing the target
column across all datasets, identified
dynamically using labels like label, attack
cat, attack, class,and target.

o One Hot Encoding and Min-Max
Normalization were performed on
categorical and numerical variables,
respectively. The preprocessing tasks were
implemented using: OneHotEncoder,
MinMaxScaler, Simplelmputer,
ColumnTransformer, and Pipeline.

o Thesedatasets were then split into training
(70%), validation (15%), and test (15%)
sets for model development and
evaluation.

o Imbalance was addressed by employing
balancing techniques, specifically
SMOTE, during the training process when
class imbalance was detected,butnotin
the independent data used forevaluation.

o Pre-processing and interpretation were
handled with caution for features that were
notrepresentative of meaningful network
behavior, in particular identifier-type
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features, to avoid adding record-specific
artefacts to the model that distracted from
actual traffic-related features.

e Feature Engineering Layer

@)

Performs feature selection using Random
Forest's in-built importance ranking.

Computes Gini impurity to assess feature
relevance.

The most relevant features were selected
based on their importance scores to
improve model efficiency, focusing on
specific traffic characteristics.

The seclected features were retained
throughout the implemented workflow until
approximately 95% cumulative importance
had been captured.

e  Model Development Layer

O

The Random Forest classifier was chosen
as the primary detection method given its
efficiency, interpretability, and robustness
in dealing with high-dimensional data.

Uses ensemble voting by multiple decision
trees.

Hyperparameter optimization was
performed by using RandomizedSearchCV
to enhance the performance of the model
when training.

The parameter search space included the
number of estimators (n_estimators = 100,
200, 300, 400, 500), maximum depth
(max_depth = 15, 20, 30, 40, 50), and
minimum samples required for split
(min_samples_split =2, 5, 10). The other
parameters used were bootstrap=True,
max_features='sqrt', criterion='gini', and
random _state=42.

The optimization process employed
n_iter=10, cv=5, scoring="accuracy'and
n_jobs=4, and the best estimator found
during the optimisation process was
chosen as the resulting model.

e  Model Training Layer

DOI:

O

After preprocessing and feature selection,
the training subset was used formodel
fitting.

The training workflow was handled in the
application environment, and the progress
of the models was tracked on a training
status file and execution logs.

If class balancing was applied, only the
selected training features were chosen to
undergo SMOTE and random_state=42
was applied. Balanced training subset was
then used for Random Forest training and
hyperparameter optimization.

https://doi.org/10.33333/lajc.vol13n2.08

o The validation subset was tracked for
model behavior and the test subset was
kept separate for final evaluation. This
made it possible to evaluate the model on
previously unseen records.

e  Evaluation Layer

o Evaluates model using Accuracy,
Precision, Recall, and F1-Score metrics.

o The measures were employed to assessthe
model's overall classification performance
and the model’s behavior with respectto
false positive and false negative items.

o Validation and test metrics were stored in
specific result folders to ensure that the
outcome would be traceable and even
reusable.

e Detection Layer

o The trained model was thenused to detect
cyberattacks on uploaded orpre-saved test
data via the interface of the system.

o Application also saved the trained model,
preprocessing object, selected feature
information, test metrics, validation
metrics, and execution logs for re-use.

o The design of the framework was therefore
kept lightweight and deployment-friendly.
But the evaluation conducted in this study
was primarily based on benchmark
datasets ratherthan real-time deployment.

B. Datasets

In this paper, three benchmark datasets are employed: the
CICIDS2017, the NSL-KDD, and the UNSW-NB15. These
datasets were chosen as they have a wide variety of both
benign and malicious traffic characteristics, allowing the
model to be tested in various intrusion detection situations.
The validation of the proposed model was also improved by
using three known benchmark datasets. The CICIDS2017
dataset was used because it has realistic enterprise network
traffic with both benign and attack records. The NSL-KDD
dataset was selected as it is still a well-known dataset for
intrusion detection studies and provides several categories of
attacks. The UNSW-NBI15 dataset was added as it has more
recent and more complex attack patterns which are relevant
for the modem cybersecurity evaluation. Each datasethad its
target variable selected during the data pre-processing. A fter
which the data sets were cleaned, encoded, scaled, and further
reduced through feature selection using Random Forest
feature importance. This enabled the selection of the most
relevant variables to be used when training and evaluating the
model.

C. Model Evaluation Using Benchmark Datasets

Random Forestis a technique of ensemble learning that
constructs a variety of decision trees and combines their
predictions to enhance generalization and combat overfitting
[22]. The RF-based IDS was evaluated using three
benchmark datasets:NSL-KDD (148,517 records, 31
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features), CICIDS2017 (692,703 records, 37 features), and
UNSW-NBI15 (2,540,044 records,49 features).

e  Mathematical Formulations:
o Preprocessing

Encoding Stage: The categorical features (such as
protocol type and service) went through One-Hot
Encoding.

Scanning -Min-max normalization was used to scale the
numerical variables to a range of 0 to 1. The normalized
value (scaled) of X represents X,,,.,, Following the
implementation of Min-Max scaling, represented by
equation 1.

Knorm = 7 — 22— (1)
where:

X: The original value of a feature

Xmin: The feature lowest value in the dataset
Xmax: Highest feature value in the dataset

Feature Importance Formula (Gini-Based): The RF
algorithm has calculated the feature importance by
comparing the amount of contribution of each feature to
better classification accuracy. The features that invariably
resulted in larger reductions of impurity were allocated
greater importance, indicating that they had a greater
impact on the predictive ability. Importance(X,,) as
shown in Equation 2 [23].

1 B . .
Importance(X,,) = = 2 oy Aimpurity (X, Ty)
2)
where:
B: The total number of trees
Th: The b-th decision tree in the forest
Aimpurity: Gini decrease from splitting X,,, in tree T},
o Prediction

A prediction of ¥ emerges by combining the votes of
several decision trees. This ensemble approach enhanced
the robustness and accuracy of the final classification, as
shown in equation 3 [24]:

§ =mode(T*(x), T?(x), ..., Ta(x)) 3)

where:

The Ti(x) term represents the likelihood of the
i-th decision tree.

o  Split Evaluation - Gini Impurity:

RF employed Gini Impurity as its measurement tool to
determine the split quality of data features. G(p) is the
Gini Impurity of the dataset, as presented in equation 4
[24]:

— ¢ :2
Gp)=1-),_ Pi 4)
where:

C = class count
pi = likelihood of class /in the datasetp
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D. Evaluation Metrics

This sub-section indicates that a rigorous test was
conducted to evaluate the model’s ability to detect attacks.
A list of conventional evaluation metrics was employed to
obtain a comprehensive understanding of the competence
of the model.

TP = True Positives, TN = True Negatives
FP = False Positives, FN = False Negatives
The following metrics were used for evaluation:

e Accuracy -the percentage of cases, both true
positives and true negatives, that were correctly
classified out of all the instances shown by equation
51[2].

TP+TN

Accuracy =— x 100 5)

TP+TN+FP+FN

e Precision and Recall -Recall shows the number of
found anomalies among all detected abnormalities,
and precision calculates the proportion of these from
all identified items, as shown by equations 6 and 7,

respectively [2].
Precision = — 6)
TP+FP
Recall = —= )
TP+FN

e Fl1-Score -The one metric that strikes a balance
between precision and recall is the harmonic mean of
the two, shown by equation 8 [2].

F1 — Score =2 X Precision XRecal (8)

Precision +Recall
E. Implementation and Reproducibility Details

The study was done in Python with a Streamlit application.
Libraries used for the implementation were pandas,
NumPy, joblib, matplotlib, seaborn, scikit-learn, and
imbalanced-learn. The key machine learning algorithms
used were Random Forest Classifier, train_test spli,
RandomizedSearchCV, One Hot Encoder, Min Max
Scaler, SimpleImputer, Column Transformer, Pipeline,
and SMOTE. Hyperparameter optimization using
RandomizedSearchCV was used to train the Random
Forest model. The search space consisted ofn_estimators
(100, 200, 300, 400, 500), max depth (15, 20, 30, 40, 50),
min_samples_split (2, 5, 10), and other parameters like
bootstrap=True, max _features='sqrt',criterion='gini', and
random state=42. The best-performing estimator for the
optimization process was picked with the n_iter=10, cv=5,
scoring="accuracy', and n_jobs=4 option. The application
was designed to generate separate folders for data extract
processing, model execution, model validation results, test
results, and systemlogs. It also stored the trained model
(rf_model.pkl), preprocessing object (preprocessor.pkl),
selected feature indices (selected features.npy), test and
validation metrics, backup test data, and training-status
records. All of these design decisions facilitated a smooth
flow of execution, the reuse of trained artefacts, and the
repeatability of the executed workflow. The data
preprocessing, feature selection using Random Forest
importance, balancing of training data if needed, model
training, and evaluation were performed according to the
experimental workflow, and the standard evaluation

100


https://lajc.epn.edu.ec/index.php/LAJC/article/view/486

P. Ramuhovhi, N. Sonhera, and T. Zuva

“Enhancing Cybersecurity with Random Forest: Efficient Detection of Cyberattacks”,
Latin-American Journal of Computing (LAJC), vol. 13, no. 2, 2026.

criteria were used: accuracy, precision, recall, Fl-score,
and confusion matrix. =~ This workflow allowed the
provided results to be reported through a structured and
reproducible machine learning workflow.

V. RESULTS

This section provides an overview of the empirical results
obtained from applying the Random Forest-based model to
three widely used benchmark cybersecurity datasets:
CICIDS2017, NSL-KDD, and UNSW-NBIS. Individual
datasets are subjected to preprocessing and feature
engineering to align with the objective of the study, which is
to develop an efficient cyberattack detection model. This
section aims to discuss the results of the model in
differentiating between benign and malicious traffic on
various datasets.

A. CICIDS2017 Dataset Results

The CICIDS2017 dataset is large in scale, containing
approximately 11.8 million network flow instances and 85
features [25]. It contains both normal network traffic and
various forms of malicious traffic gathered during several
days, which resembles the real-life environment of an
enterprise [25]. Within the framework of this study,a specific
subset of the CICIDS2017 files was selected:
WorkingHours.pcap ISCX. The dataset used contained
692,703 records. It was selected because it is representative
and comprises both normal and attack traffic in a real-world
environment, as explained by [25]. This subset provides a
balanced representation of daily network activity while
reducing computational overhead.

1) Model Performance Metrics

The RF-based classifier performed remarkably well on the
CICIDS2017 dataset, as can be observed in the confusion
matrix shown in Table II. The confusion matrix explains the
performance of the model on the test set, and it had 65,988
true negatives and 37,895 true positives. Importantly, it
recorded 6 false negatives, which is equivalent to 0.026% false
negatives,as well as 17 false positives, which is equivalent to
0.016% false positives. The low number of false positives and
false negatives indicates strong classification performance.

TABLE II. CONFUSION MATRIX FOR THE CICIDS201 7 DATASET,

SHOWING TRUE/FALSE

Confusion Matrix (Test Set)

- 10000
o] 17
- 8000
- 6000
- 4000
1- 6
- 2000
' -0
o] 1

Table III below depicts the model evaluation matrices and
results on the CICIDS2017 dataset. The model achieved a
classification accuracy of 99.98%, accompanied by a
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precision of 99.96% and a recall 99.98%. The consistent
effectiveness between false positives and false negatives is
further supported by an F1 score of 99.97%, showing a
balanced performance. The findings reveal that the model was
able to successfully classify benign and malicious traffic in the
tested CICIDS2017 subset.

TABLE IIL. RANDOM FOREST MODEL PERFORMANCE RESULTS ON
CICIDS2017 DATASET
Metric Value
Accuracy 99.98%
Precision 99.96%
Recall 99.98%
F1 Score 99.97%

Fig. 1 shows the feature importance rankings for the
CICIDS2017 dataset to the RF model. The feature importance
results demonstrated that the model was not only based on
individual data points but also on the behavior of traffic
patterns, with several traffic-related variables influencing
classification.

Top 20 Features by Importance (Total: 37)

num_bwd packets/s
num_bwd packet length std
fum__destination port
num__min packet length
num_avg bwd segment size
num__packet length mean
num_bwid packet length mean

e packer size

num_packet length variance
num_biwd packet length max
num_fwd packet length mean
num_flow bytes/s

num_aug fd segment size
num_init_win_bytes forward
num_init_win_bytes_backward
num_total length of bivd packets
num_rotal backward packets

num_subflow bwd bytes

0.00 0.02 004 0.06 0.08 0lo
Feature Importance

Fig. 1. Feature importance rankings for the CICIDS2017 dataset, derived
from the Random Forest model.

B. NSL-KDD Dataset Results

The NSL-KDD dataset is an improved version of the
original KDD dataset, KDD-99, which was specially
developed to overcome the problems of duplicate and
imbalanced nature that plagued the earlier one [26]. It
includes four main types of attacks, namely DDoS, Probe,
R2L, U2R, and normal network traffic [26]. The NSL-KDD
dataset was selected as a benchmark as it contains a standard
evaluation dataset for intrusion detection research and
multiple categories of attacks with normal traffic. This
enabled the model to be tested with well-known intrusion
patterns.

1) Model Performance Metrics
For the NSL-KDD dataset, the confusion matrix revealed
11,545 truenegatives and 10,708 true positives, indicating that
the model successfully classified most of the normal and
malicious samples. The model generated 14 false positives
and 11 false negatives, indicating strong detection
performance.
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TABLE IV. CONFUSION MATRIX FOR THE NSL-KDD DATASET,
SHOWING TRUE/FALSE POSITIVES/NEGATIVES

Confusion Matrix (Test Set)

- 10000
- 8000
- 6000
- 4000

- 2000

o 1

Table V. below depicts the model evaluation matrices and
results on the NSL-KDD dataset. The results ofthe evaluation
were a classification accuracy of 99.89%, with a precision of
99.87%, going justabit higher than the recall 0f 99.90%. This
correlation has produced a balanced F1 score of 99.88%,
meaning that both attack detection and false alarm prevention
have been performed consistently. The values are preserved
throughout the reportedresults, and it can be seen that they are
an unambiguous measure of model performance in the NSL-
KDD dataset.

TABLE V. RANDOM FOREST MODEL PERFORMANCE RESULTS ON
NSL-KDD DATASET
Metric Value
Accuracy 99.89%
Precision 99.87%
Recall 99.90%
F1 Score 99.88%

Fig. 2 shows the feature importance forthe NSL-KDD dataset.

The feature importance analysis revealed that the traffic-
related rate,num src_bytes,and num_dst bytes are important
for classification. These features are true traffic behavior
features and so are applicable in intrusion detection.

Top 20 Features by Importance (Total: 31)

num_src_bytes
num__dst_bytes

cat_flag_sF
num_dst_host_same_srv_rate
num_dst_host_srv_count
num_same_sr_rate
num_ditf_srv_rate

num_logged_in

num_count
num_dst_host_diff_srv_rate
num_dst_host_same_src_port_rate
num_dst_host_rerror_rate
cat_protocol_type_icmp
cat_service_http
num_dst_host_srv_diff_host_rate
num__dst_host_count
num_dst_host_serror_rate
num_srv_serror_rate

num_hot

num_srv_count

0.000 0.025 0.050 0.075 0.100 0125 0.150 0.175 0.200
Feature Importance

Fig. 2. Feature importance rankings for the NSL-KDD dataset, derived
from the Random Forest model

C. UNSW NB15 Dataset Results

The UNSW-NBI15 dataset offers recent network traffic,
including state-of-the-art types of attacks, meaning Exploits,
Fuzzers, and Shellcode [27]. The UNSW-NBI5 was
generated with IXIA Perfect Storm, a professional network
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traffic generator, which exhibits high variability, thus making
it a strenuous and realistic benchmark to test IDSs [28]. The
entire dataset 0£257,673 records was utilized for analysis,and
33 features were used.

1) Model Performance Matrices

The confusion matrix of the model on the test set, depicted
in Table VI, gives a quantitative measure of the performance
of the model conceming its classification. The confusion
matrix revealed 13,714 true negatives and 24,606 true
positives, highlighting good classification accuracy for both
benign and malicious traffic. The model achieved a low
number of 87 false positives and a low number of 34 false
negatives,among the correctly classified instances.

TABLE VL CONFUSION MATRIX FOR THE UNSW NBI15, SHOWING

TRUE/FALSE POSITIVES/NEGATIVES

Confusion Matrix (Test Set)

- 10000
o 87
- 58000
- 6000
- 4000
1- 34
- 2000
' o
o 1

The RF model provided good detection performance in the
modern UNSW-NBI15 dataset, as depicted in Table VII.
below. The overall accuracy of the classifier was 99.69%, the
precision was 99.65%, the recall was 99.86%, and the F1 score
01 99.75%. The values are slightly lower than those found in
CICIDS2017 and NSL-KDD, as attack patterns are far more
complex and varied in the UNSW-NBI15 dataset.

TABLE VII. RANDOM FOREST MODEL PERFORMANCE RESULTS ON
UNSW NB15 DATASET
Metric Value
Accuracy 99.69%
Precision 99.65%
Recall 99.86%
F1 Score 99.75%

Fig. 3 shows the feature importance rankings for the
UNSW-NBI15 dataset. The feature importance analysis
showed that the traffic related attributes namely sttl and
ct state ttl were significant features affecting the
classification performance. Identifier-based variables, like
num_id, were however interpreted with a certain caution as
they do not describe intrinsic network behaviourand might be
misinterpreted as an indexing effect and not as a significant
attack characteristic.
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Top 20 Features by Importance (Total: 33)
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Fig. 3. Feature importance rankings for the UNSWNB15 dataset, derved
from the Random Forest model

D. Summary of Results Across Datasets

In all three datasets, the model based on the Random Forest
algorithm showed consistently high classification
performance. CICIDS2017, NSL-KDD, and UNSW-NBI15
were found to be the top three performing datasets. The
slightly lower performance in the UNSW-NB15 data set is
dueto the fact that the patterns are more complex and newer.
In all the datasets, the confusion matrices exhibited low false
positive and false negative rates, demonstrating that the
model could maintain a balance between detecting malicious
activity and giving few false alarms in the benchmark set
used. Overall, theresults showthat the Random Forest model
is effective for cyberattack detection within the experimental
setup used in this study. The results discussed here are in line
with its suitability to be a lightweight and practical detection
approach, but do not fully represent a real-time, fully
operational deployment.

V1. DISCUSSION

The findings of this study demonstrate that the Random
Forest model can be effectively used for cyberattack detection
in a variety of datasets. Its high generalizability and reliability
are reflected in accuracy, precision, and recall values
exceeding 99%. The minor difference in the performance of
the datasets, especially the reduced accuracy of the UNSW -
NBI15 dataset when compared to CICIDS2017 and NSL-
KDD, is dueto the complexity and stealthiness ofthe attacks
in the UNSW-NBI5 dataset. This is consistent with literature
results that current data sets with sophisticated types ofattacks
are more difficult to detect using detection systems.

On the CICIDS2017 dataset, the current model achieved
an accuracy 0£99.98%, precision of 99.96%, recall of 99.98%,
and an Fl-score 0f 99.97%, based on 692,703 records and 37
features. Comparatively, a study by [27] achieved an equally
good performance 0f 99.94% accuracy,99.94% precision and
recall, and 99.94% F1-score with only 10 features. A study by
[2] shows inferior results on every measure (92.3% accuracy,
90.5% precision, 88.2% recall, and 89.3% Fl-score), and the
study employed 80 features.

The same trend can be observed in the analysis of the
UNSW-NBI15 dataset. A subset of 257,673 records and 33
features was used in the current paper, and the detection
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accuracy is 99.86%, 99.65% precision, 99.86% recall, and a
99.75% Fl-score. A study by [29] was conducted based on the
full dataset containing 2,540,044 records, whereas the present
one was based on a sample of the subset of 257,673 records.
The dataset size was not indicated by [30], while the study
conducted by [31] used asubset of 257,673, which aligns with
the dataset used in the current study. The number of selected
features ranged from 19 in [31] to 49 in [29], while the current
study used 33 features. As the performance matrices indicate,
study by [31] achieved an accuracy of 95.05%, which is the
lowest in the comparison. The results reported in [29] were
significantly high and comprised 99.42% accuracy, 99.71%
precision, 99.63% recall, and 99.67% F1-score. The current
model achieved comparable performance to the studies
reviewed with 99.86 % accuracy, 99.65 % precision, 99.86 %
recall, and 99.75 % Fl-score. The study by [30] achieved
98.7% accuracy, but did not provide other performance
indicators, which is why the comparison cannot be considered
complete.

On the NSL-KDD dataset, the current modelshowed once
again superior performance with 99.89% accuracy, 99.87%
precision, 99.90% recall, and 99.88% Fl-score on the full
dataset of 148,517 records and 31 features. The matrices of
evaluation indicate that [19] achieved a high accuracy of
99.72%, an Fl-score of 99.70%, the highest precision of
99.84%, and a recall of 99.56%. The current study has been
found to compete effectively with the highest accuracy of
99.89%, precision of 99.87%, recall of 99.90%, and an F1-
score of 99.88%. In a study by [32] had a bit lower
performance in all matrices (98.75-98.76%), although the
number of features used by them was the lowest. Study by
[30] did not present other performance measures for
comparison with the high accuracy of 99.65%. Overall, the
comparative analysis highlights the strength of the existing
model in a wide range of datasets and experimental states.
Simultaneously, it shows significant discrepancies in the
manner the studies report dataset size, feature selection, and
evaluation metrics. Such discrepancies make comparisons
difficult and underline the necessity of developing the
standardized evaluation frameworks within the research of
intrusion detection. These frameworks would help in
reproducibility,  transparency, and more credible
benchmarking of future models.

VII. CONCLUSION

This work presented and tested a Random Forest-based
Intrusion Detection System (IDS) for the detection of
cyberattacks using three benchmark datasets, namely
CICIDS2017, NSL-KDD, and UNSW-NBI15. The model was
created to be lightweight and efficient for distinguishing
network traffic as benign or malicious. The resuls
demonstrate that the Random Forest model achieves high
classification accuracy across different datasets in various
traffic conditions. The evaluation results showed that the
model performance was balanced in terms of accuracy,
precision, recall, and Fl-score, and that the number of false
positives as well as the number of false negatives in the
evaluated data sets were kept at a low level. These results
show how well the model can differentiate between normal
and attack traffic in various circumstances. It was also noted
that the model was consistent across the various datasets, with
slightly poorer performance on the UNSW-NBI5 dataset,as
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the attacks were more complex and varied. This indicates that
dataset complexity plays an important role in the intrusion
detection performance of the model. The feature analysis
revealed that traffic-related features provided more relevant
information for classification than identifier-based features.
These findings highlight the importance of using network-
related features that are relevant to actual network behavior
for the development ofintrusion detection systems. The study
shows the effectiveness and interpretability of the Random
Forest algorithm for cyberattack detection within the scope of
the experimental evaluation carried out. Furthermore, the
application of a structured preprocessing and evaluation
pipeline and multi-dataset validation results in robust
findings. The model was designed for deployment-oriented
attributes, while the evaluation in this study was conducted in
a benchmark-based environment. The results, therefore, do
not necessarily reflect the capability for detection in a fully
validated real-time operation, but rather under controlled
experimental conditions. This study does not directly
compare with deep learmning models like LSTM and RNN
under the same experimental conditions. For this reason, it is
not claimed that the above models are superior. Rather, the
results indicate that Random Forest-based approach is a
practical solution in terms of performance, interpretability,
and computational requirements for intrusion detection
problems. Future research should be conducted to test the
model in a fully operational setting, measuring inference
latency, throughput, memory consumption and processing
capacity in real-time. Moreover, future studies can
investigate the use of hybrid models using a combination of
Random Forest and additional machine learning or deep
learning models for more accurate detection of sophisticated
and evolving cyberattacks.
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